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+  Document Change Log

Document Change Log
Updates (changes/additions) to this NiagaraAX Platform Guide document are listed as follows.

+  Minor changes, December 18, 2013

Changes were few, and include the following:

+  The “Platform Administration” section “Change SSL Settings” on page 1-47 was revised to de-
scribe AX-3.8 and AX-3.7 differences when “State” is set to “Ssl Only”. The “Protocol” descrip-
tion was also revised to mention selection differences for AX-3.8 platforms that are also
configured for FIPS-140.

+ Inthe section “Platform Services”, the subsection “PlatformServiceContainer status values” on
page 2-3 was updated to include the “Local Daemon Ssl Port” property.

B NiagaraAX-3.8 update, November 5, 2013

Various document updates for the initial release of NiagaraAX-3.8 (in this document denoted as

“AX-3.8”), where this document also applies to the prior 2013 “update 1” release of AX-3.7 (denoted

as “AX-3.7ul”). Changes related to AX-3.8 in this document are as follows:

+  The beginning “Platform overview” section was edited to mention a possible “IEEE 802.1X
Configuration” view for some AX-3.8 QNX-based JACE hosts. The “About platform differenc-
es” subsection “Windows-based” on page 1-9 was edited to mention AX-3.8 support for Win-
dows 8 Professional and Windows Server 2012.

+  The “Distribution File Installer” section was revised to cover restoring station backup files saved
on hosts using the AX-3.8, including a new subsection “AX-3.8 changes to backup dist usage”
on page 1-23. Similar mention was made about AX-3.8 changes in other subsections, for exam-
ple “Restoring a backup dist” on page 1-25.

+  The section “Station Copier” on page 1-63 was revised to note that in AX-3.8, edits to con-
fig.bog files are unnecessary (it also references the standalone document NiagaraAX 2013
Security Updates).

+  The “Platform Administration” section “Update Authentication” on page 1-42 was revised to
describe some AX-3.8 changes, including a new subsection “Improvements to AX-3.8 digest au-
thentication” on page 1-43.

+  The “Platform Component Guides” section has a new section “Components in platIEEE8021X”
on page 3-5, with summary entries for components in the AX-3.8 plat IEEE8021X module.

+  The “Platform Plugin Guides” section has a new section “Plugins in platIEEE8021X” on page 4-
6, with summary entries for plugins (views) in the AX-3.8 plat IEEE8021X module.

+ Inthe “License Tools and Files” appendix, the subsection “About NiagaraAX license files” on
page A-8 had several new AX-3.8-related entries in the section “Applications” on page A-14.
The section “Request License” on page A-5 shows the current license request form.

B NiagaraAX-3.7 “Update 1” revision, May 30, 2013

Various document updates concurrent with the “update 1” release for AX-3.7 (in this document de-

noted as “AX-3.7ul”). Station security-related improvements are included. The document now

mentions a new JACE-3E controller model introduced in 2013, mainly affecting sections “About
platform differences” on page 1-6, including subtopics “QNX-based”, “Sun Hotspot JVM or IBM J9

JVM”, “Backup Battery (or not)”, and also “Models of platforms” on page 1-11. Additionally, the pri-

or release of the Sedona Framework TXS 1.2 includes a possible new Sedona Environment

Manager platform view for remote NiagaraAX hosts, as explained in a Note: in the section “Plat-
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form overview” on page 1-2 (and referenced in a few other topics). Note that this platform view,

along with the reasons for it, are covered in other documents specific to Sedona Framework TXS 1.2.

Other changes related to the AX-3.7ul release in this document are as follows:

+  The “Distribution File Installer” section has new Notes added about restoring backup dist files
saved when using a 2013 update release (AX-3.7ul), or later. See a new related subsection “Se-
curity update 1 changes to backup dist usage” on page 1-23. In the subsection “Downgrading a
JACE (Clean Dist)” on page 1-26, a Note was added about the deletion of the ! security fold-
er of a JACE, and how this affects re-installs of saved station (conf ig.bog) files. A subsection
“Example JACE downgrade from AX-3.7ul to AX-3.6u4, maintaining interim station data” on
page 1-28 was edited to reflect working with 2013 update (or later) releases. In the section “Up-
grading a JACE” on page 1-29, a Note: was added in about multi-station job upgrades.

«  The “Station Copier” section has new Notes added about installing saved stations (config.bog)
files when using a 2013 update release (AX-3.7ul) or later. A related subsection “Security up-
date 1 changes to Station Copier usage” on page 1-63 summarizes cases when config.bog
edits may be needed (it also references the standalone document NiagaraAX 2013 Security Up-
dates). The subsection “Station copy direction” on page 1-65 also has a related Note: on this, as
a reminder.

NiagaraAX-3.7 revision, August 30, 2012

Document completely reworked since the prior version describing AX-3.5 and AX-3.6, where most

mention of NiagaraAX release behavior prior to AX-3.6 has been removed. Most screen captures

throughout the document were updated using AX-3.7 Workbench. Changed areas are numerous,
with the largest areas of change (since the last AX-3.6 revision) found in the following areas:

In the main “Niagara platform” section, it was noted that dialup modem support ended in AX-3.7,

with the “Dialup Configuration” platform view missing. Other changes in child sections are

+  “Platform overview” on page 1-2, where the “Certificate Management” platform view is men-
tioned as a possible view.

—  “About a platform connection” on page 1-3 was reworked with additional information, in-
cluding new subsections “Platform connection session info” on page 1-3 and “Platform
daemon (niagarad)” on page 1-4.

—  “Types of platform views” on page 1-5 now lists the Certificate Management view and
omits the Dialup Configuration view.

+  “About platform differences” on page 1-6 was updated with information on the newest JACE
platforms, including capabilities introduced starting in AX-3.7, in the following subsections:

“QNX-based” on page 1-6, where new differences are noted between Sun Hotspot JVM or
IBM J9 JVM type controllers. The “Dialup Configuration” subsection was removed.

—  “Windows-based” on page 1-9, where more information on supported Windows OS types
was included, and more details in subsection “Win64-based Supervisor notes” on page 1-
10.

—  “Models of platforms” on page 1-11 was updated to include the latest QNX-based JACEs.

+  The “Application Director” view section was updated, including details in the subsection “In-
stalled applications (stations)” on page 1-14.

+ A new section, “Certificate Management” on page 1-19 was added, providing overview infor-
mation only. Refer to the NiagaraAX SSL Connectivity Guide for detailed information.

+  The “Distribution File Installer” view section was updated, including new notes relating to SSL
files in the section “Downgrading a JACE (Clean Dist)” on page 1-26. A new procedure is now
included: “Example JACE downgrade from AX-3.7ul to AX-3.6u4, maintaining interim station
data” on page 1-28.

o The “File Transfer Client” view section was updated with a new subsection “system.properties
notes”. This section describes some new entries, along with notes about updating this file in a
remote JACE controller.

+  The “Lexicon Installer” view section was updated to note the alternative method of using lexi-
con modules, available starting in AX-3.7.

+  The “Platform Administration” view section was updated to note new functions starting in AX-
3.7, in subsection “Types of Platform Administration functions” on page 1-41 and new subsec-
tion “Change SSL Settings” on page 1-47.

+  The “Software Manager” view section was updated to note lexicon modules starting AX-3.7, in
subsection “Software Manager notes” on page 1-56.

+  The section “WiFi Certificate Manager” on page 1-82 was updated to show the changed inter-
face (view) for managing PKI certificates for a WiFi option installed in a JACE-700 controller.

In the section “Platform Services”, the subsection “SystemService (under PlatformServices)” on page
2-8 was updated to note the “Local Daemon Ssl Port” property starting in AX-3.7. In the “Platform
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Component Guides” section, new summary entries were added for context-sensitive Workbench
help on components new in AX-3.7, including “Components in platCrypto” on page 3-1 and the
“platform-DaemonSecureSession” on page 3-1. Other corrections were also made.In the “Platform
Plugin Guides” (views) section, new summary entries were added for context-sensitive Workbench
help on views new in AX-3.7, including “Plugins in platCrypto” on page 4-1. Other corrections were
also made. In the “License Tools and Files” appendix, the subsection “About NiagaraAX license files”
on page A-8 was updated to make it more current. Note it is still far from inclusive of all possible
licensed features and/or variations. In the “Platform Tunneling” appendix, a new subsection “SSL
considerations for platform tunneling” on page C-5 was added.

NiagaraAX-S.S &3.7ul

Platform Guide

ii-xi




Chapterii-

ii-xii

December 18,2013

NiagaraAX—3.8 &3.7ul

Platform Guide



CHAPTER

Niagara platform

Platform is the name for everything that is installed on a Niagara host that is not part of a Niagara station.
The platform interface provides a way to address all the support tasks that allow you to setup and support
and troubleshoot a Niagara host.

The following main sections provide more platform details:

+  “Platform overview” on page 1-2
+  “About a platform connection” on page 1-3
+  “Provisioning versus platform interface” on page 1-5
+  “Types of platform views” on page 1-5

+  “About platform differences” on page 1-6
+  “QNX-based” on page 1-6
+  “Windows-based” on page 1-9
+  “Linux-based Supervisor” on page 1-10
+  “Models of platforms” on page 1-11
+  Possible platform views:
+  “Application Director” on page 1-13
+  “Certificate Management” on page 1-19 (AX-3.7 or later platforms, if licensed for SSL)
+  “DDNS Configuration” on page 1-21 (If a QNX-based JACE)
+  “Distribution File Installer” on page 1-22
+  “File Transfer Client” on page 1-30
+  “GPRS Modem Configuration” on page 1-32 (If a QNX-based JACE)
+  “Lexicon Installer” on page 1-34
+  “License Manager” on page 1-35
+  “Platform Administration” on page 1-40
+  “Software Manager” on page 1-55
+  “Station Copier” on page 1-63
+  “TCP/IP Configuration” on page 1-72
+  “User Manager” on page 1-77 (If a Windows-based platform)
+  “Remote File System” on page 1-82
Note: Starting in AX-3.7, dialup modem support ended (no longer any “Dialup Configuration” platform view).
Also, in some cases a “Sedona Environment Manager” platform view may appear—see the related Note: in
the section “Platform overview” on page 1-2.
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Platform overview

In Workbench, when you open a platform connection to a Niagara host (whether JACE or Supervisor),
that host’s available platform functions are listed in the platform’s Nav Container View, see Figure 1-1.

Figure 1-1  Platform functions listed in platform’s Nav Container View
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File Transfer Client 5 Platform Administration Update the platform daemon's port or credentials, or set its date and ti
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Each platform function has its own Workbench view (plugin); you access it by simply double-clicking.
Most of the same platform views exist whether a platform connection to a JACE or a Supervisor, with
these exceptions:

+  Ifyou open a local platform connection at your computer, note that some platform views are “miss-
ing,” e.g. the Distribution File Installer, File Transfer Client, and Station Copier. The views have no
real application when working at your computer—instead, you simply use Windows Explorer.

+  For any Windows-based platform, a “User Manager” view is available. This view is not available if
the platform is a QNX-based JACE or a Linux-based Supervisor.

+  For any QNX-based JACE platform, a “GPRS Modem Configuration” view is available. This view is
not available if the platform is a Windows-based JACE or any Supervisor.

+  Starting in AX-3.7, some platforms may have a “Certificate Management” view. This view appears
only for a host licensed for SSL. This view is unavailable for any of the older QNX-based JACE plat-
forms that run the IBM J9 Java VM (JACE-2, JACE-4, JACE-5 series).

+ In AX-3.8, some QNX-based JACE platforms may have an “IEEE 802.1X Configuration” view. This
view appears only if the host is licensed for IEEE 802.1X, with the plat IEEE8021X module installed.
(This is another option unavailable for any older QNX-based JACE platform with IBM J9 Java VM.)

+  AJACE with an installed WiFi option has two related platform views: “WiFi Configuration” and
“WiFi Certificate Manager”. Currently, a JACE-700 is the only applicable platform.

«  Starting in Workbench AX-3.6 (build 3.6.44 or later), platform support was added for Niagara R2
configuration and upkeep of “retrofit board” R2 JACE-403 and JACE-545 controllers, also known as
“JACE-603” and “JACE-645" controllers. A related “R2 Platform Tool” platform view is avail-
able only in a platform connection to these two models (if configured for Niagara R2). Details are not
in this document. Refer to the Retrofit Board Niagara R2 Install & Startup Guide for information.

Also, a few of the platform views differ depending on platform type. See “About platform differences” on
page 1-6 for details.

The following sections provide additional background on NiagaraAX platform access:

+  About a platform connection

+  Provisioning versus platform interface
+  Types of platform views

+  About platform differences

Note: Ifyour 3.7 or later Niagara Workbench has been enabled for Sedona Framework TXS 1.2 (via the Sedona
Installer tool in Workbench), note any platform connection to a remote NiagaraAX host provides yet
another platform view: the Sedona Environment Manager. Note this platform view appears
regardless if the remote host is configured with Sedona-related modules (nsedona, sedonanet, etc.).
Refer to the NiagaraAX Sedona Framework TXS-1.2 Installer Guide for details on the Sedona
Installer tool in Workbench, and (if enabled for Sedona TXS 1.2), the NiagaraAX Sedona Framework
TXS 1.2 Networks Guide for complete details on the Sedona Environment Manager.
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Note:

About a platform connection

About a platform connection

A platform connection is different than a station connection. When connected to a Niagara platform,
Workbench communicates (as a client) to that host’s platform daemon (also known as “niagarad” for
Niagara daemon), a server process.

Unlike a station connection that uses the Fox protocol, a client platform connection ordinarily requires
full Workbench, meaning it is unavailable using a standard Web browser (i.e. “Web Workbench” applet).

Browser access of a Supervisor station can provide platform connectivity, albeit indirectly, through its
ProvisioningService. See “Provisioning versus platform interface” on page 1-5.

Also, Workbench can “tunnel” a platform connection to a JACE through a station connection to a Super-
visor—providing that the Supervisor host is licensed for web tunneling. However, note that full Workbench
is still required. For details, see “Platform Tunneling” on page C-1.

The following sections provide more details on a platform connection:

«  Platform connection session info
+  Platform daemon (niagarad)

+  Platform daemon port

+  Platform credentials

+  Platform access without a platform connection
+  Platform daemon on a PC

Platform connection session info

Starting in AX-3.7, it is now possible to open a secure (encrypted, SSL or TLS) platform connection to

most! types of NiagaraAX hosts, providing each host is properly configured. The platform-connection
session icon appears in the Nav tree with a small padlock to indicate this connection type, that is:

either & for secure (“platformssl”), or & for regular (unencrypted).

For best security, use of SSL is always recommended whenever possible. In AX-3.8 Workbench, default
“Open Platform” and “Open Station” (Fox) dialogs assume an SSL type connection, where to connect in a
regular (unencrypted) fashion you must change the connection “Type” first.

Once platform connected, the available platform functions are identical—regardless of connection
method. Workbench 3.7 or later provides a right-click “Session Info” action on any platform connection,
as well as any station (Fox) connection.

Figure 1-2  Example right-click Session Info dialog for a secure (SSL) platform connection
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Figure 1-2 shows an example of this client session info from a secure (SSL) platform connection. In this
example, the identity of the (server JACE) has been verified by a signed certificate, and all data on this
connection is being encrypted.

If a regular (unencrypted) platform connection, the Session Info dialog would look similar to Figure 1-3.

1. Platform and Fox SSL not supported on JACE models running the IBM J9 JVM (JACE-2, JACE-4, JACE-5 series).

1-3
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Figure 1-3  Example right-click Session Info dialog for an unencrypted platform connection
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% You are connected as tridium.

9 The identity of this host could not be verified,
9 ‘Your connection to 192, 168, 1,100 is not encrypted.

O ‘Your connection started at 17-Apr-12 5:05 PM EDT.

For complete details on SSL configuration, refer to the NiagaraAX SSL Connectivity Guide.

Platform daemon (niagarad)

The platform daemon is an executable that runs independently from Niagara core runtime, and is pre-
installed on every JACE controller as factory-shipped, and runs whenever the JACE boots up.

Starting in AX-3.7, on most newer JACE platforms (JACE-6, JACE-7, any NPM6E-based or JACE-3E
series) as well as any Windows-based platform), the platform daemon is Java-based—running in its own
Hotspot Java VM (Virtual Machine). An additional (and separate) Hotspot Java VM is used for the
running the station process.

Note that older JACE platforms (JACE-2, JACE-4, JACE-5 series) still use a platform daemon written in
“native code’, which runs without a Java VM. A single J9 Java VM is used for the station process.

The newer (Java-based) platform daemon facilitates the extended SSL support starting in AX-3.7, which
remains unavailable in the older (“J9 JACE”) controllers. Note that apart from the additional SSL support
(and in AX-3.8 support for IEEE 802.1X), the Java-based platform daemon functions the same as the
previous “native code” platform daemon—thus this change should be largely “transparent”. For additional
platform difference details, see “About platform differences” on page 1-6.

Platform daemon port A Niagara host’s platform daemon monitors a different TCP/IP port for client
connections than does any running station. By default, this TCP port is either:

+ 3011 - for a “regular” (un-encrypted) & Platform connection.
+ 5011 - for a secure (SSL or TLS) & Platform connection (if available).

If necessary, you can change either TCP port monitored to a different (non-default) port during Niagara
platform configuration. See “Platform Administration” on page 1-40.

Platform credentials Finally, as a platform client, you sign on using “host level” credentials for authen-
tication. This means a user account and password separate from any station user account. Consider it the
highest level access to that host.

A

Caution A new JACE controller ships with default platform credentials that are “widely known”—and if left
unchanged the JACE is extremely susceptible to being hacked. During the startup commissioning process,
you should always change platform credentials from defaults to something known only to your company
and/or customers. In AX-3.8, measures were added to alert you (and other platform users) to any JACE
running with default platform credentials. For related details, see “Update Authentication” on page 1-42.

Platform access without a platform connection A station user with admin-level permissions on the
“Services” container (in the component Con£fig space) of a running station also has access to a special
subset of platform functions, via “Platform Services” For details about this different type of platform
access, see “Platform Services” on page 2-1.

Platform daemon on a PC
When you install NiagaraAX on your PC, one of the last “Would you like to?” install options is:
Install and Start Platform Daemon

The default selection is to install. You need the platform daemon locally installed and running for either
of the following:

+  Tohosta Niagara station on your local PC, such as for a Supervisor. This lets you open a Workbench
client platform connection to your local (“My Host”) platform. It also allows remote client platform
connections to your PC as well.

+  ForaPCto run as a SoftJACE, essentially a JACE running on a PC dedicated to this application.
(Note that the SoftJACE Install wizard automatically installs and starts the platform daemon. Also,
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Note:

Note:

Note:

Provisioning versus platform interface

in this particular case, Workbench is not licensed to run locally at that PC.)

Once installed and started on a PC, you can see the platform daemon listed as a Niagara service from the
Windows Control Panel, by selecting Administrative Tools > Services.

Alternatively, after NiagaraAX installation on your PC, you can install and start the platform daemon at
any time, if needed. From the Windows Start menu, do this with Start > A1l Programs > Niagara
<3.n.n> > Install Platform Daemon (shortcut for “plat.exe installdaemon”).

In summary, your Workbench PC’s local platform daemon is not necessary for making client connections
to other Niagara hosts, only to provide the ability to run a station locally on your PC.

Provisioning versus platform interface

The focus in this document is about the NiagaraAX platform user interface, meaning the different
platform views and functions available when you (a Workbench user) open a direct platform connection
to a Niagara host. These same views and functions are available when you open a “tunneled” platform
connection to a host, through an opened Supervisor station.

However, be aware that a Supervisor station can perform “provisioning’, which can automate some
platform tasks. Provisioning typically applies to its subordinate JACEs, which are represented in the
Supervisor station as Niagara Stations (devices) under its Niagara Network.

For more details, please see “Niagara Provisioning overview” in the NiagaraAX Provisioning Guide for
Niagara Networks document.

Some of the provisioning views provided by a Supervisor are nearly identical to platform views described
in this document, including the Software Manager and Application Director (Station Director), and work
in the same fashion. However, if new to NiagaraAX, it is recommended that you become familiar with
“direct” platform views described in this document, before using provisioning in a Supervisor.

Types of platform views

A Workbench direct (or tunneled) platform connection to a Niagara host, either JACE or Supervisor,
provides various functional views, as shown in Figure 1-1 on page 1-2.

In addition to the platform views listed below, a Commissioning Wizard is available as a right-click
platform option. This wizard provides a “step-by-step” method to perform a sequence of platform tasks
used for NiagaraAX commissioning of a new JACE controller, or when upgrading NiagaraAX in a JACE.
For more details, see “About the Commissioning Wizard” in the JACE NiagaraAX Install & Startup Guide.

Starting in build 3.6.44 of AX-3.6, Workbench platform support of “retrofit board”-equipped JACE-403 and
JACE-545 controllers (JACE-603 and JACE-645) was added, allowing for Niagara R2 configuration. In this
case, the platform “Commissioning Wizard” is not used. Instead, an “Install Niagara R2” wizard and new
“R2 Platform Tool” platform view are available. Refer to the Retrofit Board Niagara R2 Install & Startup
Guide for complete details.

The following sections summarize the various NiagaraAX platform functions and views, including
typical usage:

»  Application Director
To start, stop, restart, or kill a station on the Niagara platform. Output from the station displays in
the view pane, useful for monitoring and troubleshooting. You also configure a station’s “Auto-Start”
and “Restart on Failure” settings from this view.

+  Certificate Management
(AX-3.7 or later) This platform view appears if the host is licensed for SSL with the “crypto” feature,
and has the necessary modules. Use it to import signed certificates into the platform’s key store and
trust store (for SSL or TLS secure connections), and to perform other related functions.

+  DDNS Configuration
Allows for DNS IP addresses to by dynamically updated (DDNS), an option sometimes used for
JACE hosts—although infrequently.

+  Distribution File Installer
Used to restore a “backup” . dist file to the target JACE, or to install a “clean dist” file to downgrade
a JACE to a known bare minimum state. (Do not attempt to use this to upgrade a JACE—instead,
you must use the Commissioning Wizard, as mentioned in the previous Note:).

+  File Transfer Client
To copy files between your Workbench PC and the remote Niagara platform (in either direction).
For example, you use this platform view when editing a JACE controller’s “system.properties”
file—once to copy it from the JACE to your Workbench PC (for local editing), then afterwards to
copy it back to the JACE. See “system.properties notes” on page 1-31.
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+  GPRS Modem Configuration
(When connected to a QNX-based JACE) To configure the wireless GPRS modem option card (Gen-
eral Packet Radio Service) that may be installed in a JACE-2,-3,-6,-7 series controller.

+ IEEE 802.1X Configuration
(Applies only if an AX-3.8 “Hotspot” JACE that is licensed for IEEE 802.1X, with plat IEEE8021X
module). To configure settings for the JACE to allow it to join an IEEE 802.1X wired-authentication
network. Refer to the Engineering Notes 3.8 document NiagaraAX IEEE 802.1X Configuration.

+  Lexicon Installer
To install text-based Niagara lexicon files from your Workbench PC to the remote Niagara platform,
to either provide non-English language support, or customize English lexicons to globally change
display tags. Starting in AX-3.7, lexicons are also distributed as software modules (jar files), which
are installed using the platform Software Manager view instead.

+  License Manager
To review, install, save, or delete licenses and (license) certificates on the remote Niagara platform.

+  Software Manager
To review, install, update, or uninstall “Niagara modules (.jars)” on the remote Niagara platform.
The Software Manager compares modules installed on the connected platform against those avail-
able (locally) on your Workbench PC.

+  Platform Administration
To perform configuration, status, and troubleshooting of the Niagara platform daemon. Included
are commands to change time/date, backup all remote configuration, and reboot the host platform.
Also included are functions to modify the login credentials and TCP port monitored by the platform
daemon, and (if applicable) to enable and/or require a secure (SSL) platform connection.

»  Station Copier
To install (copy) a station from your Workbench PC and the remote Niagara platform, including dif-
ferent file-level options. Also to backup (copy) a station in a remote platform to your Workbench
PC, or to delete a remote station. You can also easily rename any copied stations.
Note: Startingin 2013 update releases (e.g AX-3.7ul), password storage methods changed. This can
affect usage of the Station Copier, especially if installing a saved station to a different host than the
original (saved) host. For complete details, refer to the document NiagaraAX 2013 Security Updates.

+  TCP/IP Configuration
To review and configure the TCP/IP settings for the network adapter(s) of the Niagara platform.

«  User Manager
Applies to remote Win32 platforms (e.g. JACE-NXT). To access host Windows OS user and group
accounts, including ability to add or delete users/groups, change passwords and group members.

+  WiFi Certificate Manager, WiFi Configuration
Applies to remote JACE with installed WiFi option (currently, a JACE-700 only). Used to configure
the 802.11b/g wireless interface provided by the WiFi option.

+  Remote File System
To navigate among all files and folders under the platform’s Niagara root (system home) directory,
including the ability to make local copies on your PC.

In some cases, you may also have a Sedona Environment Manager platform view listed too. See
the related Note: in the section “Platform overview” on page 1-2.

About platform differences
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Depending on the platform type opened, some platform views differ. There are three main categories of
platforms, by OS (operating system) used. In order of frequency, these include:

+  QNX-based (most JACE controllers)
+  Windows-based (Supervisor host, Soft]ACE, and select JACE controllers)
+  Linux-based Supervisor

Among the first two types, there are various JACE host models, each with a “model” string descriptor. For
a list of host models that are current with this document, see “Models of platforms” on page 1-11.

QNX-based

Sometimes called “embedded” JACE controllers, these include JACE-2,-3,-6,-7 series controllers as well
as older JACE-4 and JACE-5 series models, all shipped with the QNX operating system. All these devices
use onboard flash memory for file storage and provide wired Ethernet connectivity. The JACE-2,-3,-6,-7
series offer an option for an onboard wireless (GPRS) modem, and the JACE-700 offers a wireless
802.11b/g (WiFi) option.
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QNX-based

Starting in AX-3.7, support ended for dialup modem operation in Niagara (dialup modem option card for
a JACE controller, and/or external dialup modem for a JACE controller or Supervisor).

The latest JACE-3E platform is available in 2013, introduced at the AX-3.7 update 1 release (AX-3.7ul).
Positioned between a JACE-2 and JACE-6/6E in performance, a JACE-3E has onboard SRAM like a
JACE-6E. At a prior 2012 AX-3.6 maintenance release (build 3.6.47), three other QNX-based JACE
platforms were introduced: a JACE-6E controller (similar to JACE-6, but with onboard SRAM), and two
“retrofit boards” for older Niagara R2 models of JACE-403 and JACE-545 controllers. With the retrofit
board installed, these last two controllers are now considered “JACE-603” and “JACE-645" models.

See the following for further details on QNX-based JACEs:

+  “Sun Hotspot JVM or IBM ]9 JVM” on page 1-7

+  “Backup Battery (or not)” on page 1-7

. “Platform view differences, QNX-based vs. Windows-based” on page 1-8
+  “Models of platforms” on page 1-11

Sun Hotspot JVM or IBM J9 JVM

Before AX-3.6, all QNX-based JACE controllers used the IBM J9 JVM (Java Virtual Machine) to host the
Niagara Runtime Environment (NRE) for running a station. Starting in AX-3.6, more recent controllers
(JACE-6, JACE-7), along with the newest (JACE-3E, JACE-6E, JACE-603, JACE-645), now use Oracle’s
Sun Hotspot Java VM—the same VM type used in Windows-based NiagaraAX platforms.

For any JACE-6 or JACE-7 series controller upgraded from an earlier (pre-AX-3.6), the core software
distribution automatically replaces the J9 JVM with the Hotspot JVM. The associated license upgrade
includes the required “sunj2se” feature, needed to allow the JACE to operate.

The Hotspot JVM provides a significant performance improvement. Plus, the Hotspot JVM provides
J2SE support—useful for developers and system integrators skilled in creating program components or
custom applications (written in Java). This allows many of the newer Java APIs, which have never been
supported by the J2ME version in the IBM J9 JVM.

Due to resource limits, the JACE-2 series (all NPM2-based) controllers and previous (JACE-4, JACE-5)
continue to use the IBM J9 JVM, regardless of NiagaraAX release level. For the same reason in AX-3.7, these
controllers also continue to use a Niagara platform daemon (niagarad) written in “native code’, rather
than a Java-based platform daemon (see “Platform daemon (niagarad)” on page 1-4 for related details).
For the most part, these differences in Java VM and platform daemon are typically “transparent” to the
normal configuration of the JACE'’s hosted station or platform.

However, in AX-3.7 and later there are now notable advantages for a JACE using the Hotspot JVM, as
follows:

+ A Hotspot JACE supports IPv6 in its TCP/IP platform configuration. See “TCP/IP changes in AX-
3.6” on page 1-73 for related details.

+ A Hotspot JACE running AX-3.7 or later is capable of supporting secure encrypted (SSL) connec-
tions. See “About a platform connection” on page 1-3.

For reasons like these, the two subgroups of QNX-based JACE controllers are sometimes referred to as
either “Hotspot JACE” or “J9 JACE” in this document.

Backup Battery (or not)

Until availability of the JACE-6E series in early 2012 and now the JACE-3E series in 2013, all QNX-based
JACE controllers include a standard, integrated, backup battery. Typically, this is a NIMH (nickel metal

hydride) onboard battery. A few models also support an additional external 12V SLA (sealed lead acid)

battery. The backup battery allows continuous operation during brief power outages.

The JACE provides a “power monitoring” component to track its AC power and backup battery level,
with a configurable delay for orderly shutdown of the JACE upon AC power failures. Access power
monitoring of a QNX-based JACE in the PowerMonitorService in a running station, see “About
Platform Services” on page 2-2.

Battery-less JACE Starting at the initial AX-3.6 release, an “SRAM option card” became available for any
JACE-2,-6,-7 series controller. If installed, the controller can operate without any backup battery, onboard
NiMH or otherwise. SRAM support works via a station platform service, the “DataRecoveryService”

The DataRecoveryService continuously records all database changes in SRAM, and upon reboot from a
power event, restores (plays back) these changes. In the initial AX-3.6 release, the “DataRecoveryService”
automatically replaced the “PowerMonitorService” in the JACE station’s PlatformServices.
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Now, the latest JACE-3E and JACE-6E controllers include integral onboard SRAM, making the SRAM
option card unnecessary. Although these controllers ship without a NiMH backup battery, you can field
install a NiMH backup battery as an option.

Starting in AX-3.6.44, NiagaraAX support for SRAM and backup battery changed, to allow the usage of
both backup methods. Now, any SRAM-equipped JACE controller can also have a backup battery, and
be configured to use either SRAM or backup battery, or both. By default, its station’s PlatformServices
contains both the PowerMonitorService and the DataRecoveryService.

For details, refer to the Engineering Notes II document JACE Data Recovery Service (SRAM support).

Platform view differences, QNX-based vs. Windows-based
For any QNX-based platform, the following platform views differ from Windows-based platforms:

.

Platform Administration

Also, in the Application Director, you cannot Start a station after manually stopping it—you must

reboot the JACE instead. See “Application and output controls” on page 1-17.

Platform Administration
Platform Administration for a QNX-based platform (Figure 1-4) differs as follows:

Figure 1-4

Platform Administration for QNX-based platform

.

.

.

7 View Details

Update Authentication

Change HTTP Port

Change Date/Time

B Frp/Telnet

%5 Change Output Settings

View Daemon Qutput
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'_J Reboot |

Baja Version Tridium 3.7.34

System Home [Ffs0/niagara
Host
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19,61, 195 (HistoryTest)

Host ID Qnx-NPM&-0000-11C5-28A4
Model MNPME
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Local Time 8:35 EDT

Local Time Zone

AmericaMNew_York (-5/-4)

Operating System

MNiagara Runtime

Architecture ppc
Module Contents ui-Hruntime
Strip line nos. true

Java Virtual Machine

gnx-jace-npméxx-etfa204s (2.6.17)
nre-core-gnx-ppc (3.7.34)

sun-jre-gnx-ppe (Sun Microsystems Inc. 1.5.0.

Niagara Stations Enabled enabled

Sedona Support unsupported

Niagara R2 Support unsupported

Platform SSL Support unsupported

Number of CPUs 1

Current CPU Usage 8%

Overall CPU Usage 9%

Filesystem Total Free Block Size Files
IFFon 476 G76 KR AT TR KR 0 N4R hutae 254

An FTP / Telnet button is available. For details, see “FTP/Telnet” on page 1-49
Selections possible in the Update Authentication function are simpler.
Various data in summary information (repeated in View Details) differs greatly from Win32 hosts.

See “Platform Administration” on page 1-40 for more details.

Starting in AX-3.6 build 3.6.44 and later, if platform connected to a JACE-603 or JACE-645 controller
(QNX-based “retrofit board” controller using an NPMG6E processor), an additional button is available in
the Platform Administration view, which is labeled either:

.

Install Niagara R2 — For a new uncommissioned controller, or one currently configured for
NiagaraAX. Selecting this launches a wizard that removes all NiagaraAX configuration (including its
station), and requires Niagara R2 2.301.535 or later installed on your Workbench PC.
Uninstall Niagara R2 — For a controller configured for Niagara R2, instead of NiagaraAX.
Selecting this removes all Niagara R2 configuration, including its Niagara R2 license and station.

Refer to the Retrofit Board Niagara R2 Install & Startup Guide for complete details.
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Windows-based

Windows-based platforms include Win-32-based JACE hosts like the JACE-NXT (and previous JACE-
NXS and JACE-NX models), and most Windows-based “Supervisor” PC hosts and SoftJACE hosts. File
storage is typically a hard drive, and the operating system is typically either Windows 7 Professional,
Windows Vista Business, or Windows XP Professional. Alternatively, a Supervisor may be running
Windows Server 2003 or Windows Server 2008.

+  AX-3.8 also supports Windows 8 Professional and Windows Server 2012, in addition to the other
Windows operating systems mentioned.

+  NiagaraAX Supervisor support was added for Windows 64-bit OS (Win64-based), including Win64
editions of Windows Vista, Windows 7, and Windows Server 2003 and 2008 (and if AX-3.8, also
Windows 8 Professional and Windows Server 2012). Although a Win64 Supervisor uses a 64-bit
JVM (Java Virtual Machine) and different NRE core binaries, its NiagaraAX platform interface is
nearly identical to any Win32-based Supervisor. Therefore, you can equate a Win64-based Supervi-
sor as a “Windows-based” host in various discussions in this document, unless particularly noted.
For further details, see “Win64-based Supervisor notes” on page 1-10.

B The JACE-NXT, like the preceding JACE-NXS model, is a Win32-based platform, is available in both
a CompactFlash-memory based model and a hard-drive based model. In either case, “Windows XP
Embedded” is the operating system.

For any Windows-based platform, the following platform views differ from QNX-based platforms:
+  Platform Administration

When connected to any Windows host, a User Manager platform view is also available. Intended use is for
a Windows-based JACE only. On a Windows Supervisor, you typically configure Windows users and
groups using normal Windows administrative tools.

Platform Administration

Platform Administration for a Win32-based platform (Figure 1-5) differs as follows:

Figure 1-5
5 [= |

Platform Administration for Windows-based platform
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nre-core-win-x&6 (3.7.34)
Architecture %86

Module Contents
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Operating System

View Daemon Qutput Niagara Runtime

[ Set Module Filter

doc-+ui+runtime
false
sun-re-win-x86 (Sun Microsystems Inc. 1.6.0.

E& Backup

%, Commissioning Java Virtual Machine

Niagara Stations Enabled enzbled

| %5 Change Dutput Settings |

%> Reboot Sedona Support unsupported
Niagara R2 Support unsupported
Platform SSL Support not licensed
Number of CPUs 2
Current CPU Usage 4%
Overall CPU Usage 75%
Filesystem Total Free Block 5@
C:\207.873.032 KB 170.978.952 KB 4.096 bvt

+ NoFTP / Telnet button is available (this configuration can be done directly using Windows).

+  Choices available from the Update Authentication function are more involved.

+  Various data in summary information (repeated in View Details) differs greatly from QNX hosts.

Ifyou have your local PC platform open, such as a Supervisor, buttons Set Module Filter, Commis-

sioning, and Reboot and are unavailable.

+  Setting the Module Filter is intended only for initial configuration in a remote JACE. For more de-
tails, see “Set Module Filter” on page 1-52.

+ TheCommissioning Wizardisintended only for initial Niagara installation and startup in a re-
mote JACE, or whenever upgrading a JACE. For more details, see “Commissioning” on page 1-54.

+  Reboot is intended only for remote JACE platforms (see “Reboot” on page 1-55). To locally reboot a
Supervisor, you should stop its local station, exit Workbench, then restart the operating system.

See “Platform Administration” on page 1-40 for more details.
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Win64-based Supervisor notes

Starting in AX-3.4, Supervisor support was added for installation on PCs running 64-bit Windows
operating systems, for example Windows Server 2003 or Windows Vista 64-bit. Support for 64-bit
Windows OS was expanded in AX-3.6 for Windows 7 Professional and Windows Server 2008, and again
in AX-3.8 for Windows 8 Professional and Windows Server 2012. The primary application for 64-bit
install is for a Supervisor station that has a very large NiagaraNetwork (job has large numbers of JACEs,
each with many Niagara proxy points), and thus, a large station database.

In particular, the 64-bit Java VM (Virtual Machine) does not have a 2GB memory limit, unlike the Java
VM on a Win32-based Supervisor. Typically, any PC with 64-bit Windows also has 4GB or more of RAM
installed, and (unlike with a 32-bit Windows PC) the 64-bit OS can effectively utilize all of it. Therefore,
a 64-bit Windows host may be the solution for the largest “enterprise level” Supervisor. See the following
sections “Known Limitations” and “Installation and interface differences” for more details.

Known Limitations Please note that at the time of this document update, there are several known
limitations for a Supervisor running on a 64-bit Windows operating system. Although most of these do
not apply to a “typical Supervisor’, they should be understood before installation time. These 64-bit
Windows platform limitations include the following:

+  Starting in AX-3.7, NRE serial support was added for a 64-bit Windows platform (in prior Niagar-
aAX releases, there was no 64-bit serial support). However, serial-based drivers (e.g.modbusAsync,
flexSerial, various legacy drivers) are not typically licensed on a Supervisor or SoftJACE, and there-
fore are not fully tested or supported on a 64-bit platform—note the JACE-NXT is Win32 (Windows
XP Embedded).

Exceptions to such license rules can occur with 64-bit “engineering workstations” or “demo ma-
chines”. Again, in these cases note that 64-bit serial operation is not fully guaranteed.
Additionally, a known issue with the 64-bit serial library may present itself in initialization phases,
as has been noticed with usage of a 64-bit Niagara Serial Tunnel client (also new starting in AX-3.7).
For related details see the section “Client side (PC application)” in the latest Drivers Guide.

+  Lonworks FTT-10is not fully supported on a 64-bit Windows platform—although there are Echelon
64-bit drivers, most are 32-bit drivers in a “64-bit wrapper”, and are likely unsuitable. Further, a Su-
pervisor or Soft]ACE is not typically licensed for Lonworks. However “LonIP” is supported.

+  LON tunneling drivers are not available for 64-bit Windows platforms.

OPC client driver support for Windows 64-bit platforms became available starting in AX-3.6 (build
3.6.36), as well as in builds 3.5.36 and 3.4.66 for earlier releases.

Installation and interface differences Installation of the Win64-based Supervisor is like the Win32-
based installation, except that separate executables in the root of the Supervisor product CD are used to
install (setup_x64 .exe instead of setup . exe).

A platform connection to a Win64-based Supervisor or Soft] ACE provides the identical collection of
views as with a Win32-based host. Also, starting in AX-3.7 when opening a station running on a Win64
host, you now see a “SerialPortService” under its PlatformServices (formerly this service was missing).

Linux-based Supervisor

Supervisor software is available targeted for a specific Linux-based platform: an Intel-based PC platform
running the OS of Red Hat Enterprise Linux 5. NiagaraAX installation on this platform is done as user
“root” using the supplied “Bash” install script. This results in a “niagarad” user and group added, where
almost all of the installed software files use niagarad as both owner/group.

During the install script process, existing users of the Linux host platform can be added as Workbench
users. This includes menu options to start Workbench and/or the Niagara Console application at the
Supervisor machine.

Refer to the Engineering Notes document “Linux AX Supervisor Notes” for further installation details.
The following sections provide platform-related details about a Linux Supervisor:

+  NiagaraAX platform rights on Linux Supervisor

+  Default Linux Supervisor platform administrator

+  Linux Supervisor platform views
«  Linux Supervisor port usage notes

NiagaraAX platform rights on Linux Supervisor

During the install script process for the Supervisor Linux platform, a choice is presented as to whether
NiagaraAX users should be allowed to perform certain “root-privileged” tasks. These include tasks such
as specifying the host’s date and time, time zone, TCP/IP settings, and NTP settings, as made available in
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Models of platforms

various platform views. Note that in addition to the single NiagaraAX platform administrator, these items
may be available to Supervisor station users too, via views of the different Platform service types (for users
with admin-level permissions on PlatformServices).

The default install choice for this is “no,” such that related items in the platform views appear as read-only.
However, if this is changed to “yes” at installation time, NiagaraAX is installed such that the Niagara
platform administrator user will have the ability to modify these settings, as well as any Supervisor station
users with admin-write permissions on the station’s PlatformServices.

Default Linux Supervisor platform administrator
Following installation, the (single) default NiagaraAX platform administrator has these credentials:

. Username: tridium
+  Password:niagara

On any real job, these credentials should always be immediately changed, by opening a platform
connection and using the Update Authentication option in the Platform Administration view.
Note this is particularly important if the “root-privileged” tasks were enabled at installation time.

Linux Supervisor platform views

At the time of this document update, a platform connection to a Linux-based Supervisor provides the
same collection of platform views as to an AX-3.4 or later Windows-based Supervisor, except the
following views are not present:

+  DDNS Configuration

+  Dialup Configuration

+  User Manager (always specific to Windows-based hosts only)

Platform service types in the Supervisor’s station also include fewer types than in other host platforms,
currently limited to the TcpIpService, LicenseService, and NtpPlatformServiceLinux.

Linux Supervisor port usage notes

Note that the station running on a Linux Supervisor is “owned” by a specially created user/group
niagarad:niagarad, and therefore cannot bind to Linux “root owned” software ports 1- 1024. This is
not an issue for the conventional port (3011) used for a platform connection, but does affect the standard
port used by the station’s WebService (Http Port), which cannot be used at the default port (80) setting.
In addition, other software ports potentially used by various drivers must be adjusted above port 1024.

Models of platforms

Among the two groups of JACE controllers (QNX-based and Windows-based), there are different
models, each of which has a “host model” text descriptor. You see this descriptor in the Station
Manager view of a Niagara Network (Host Model column), and also in platform views such as
Platform Administration, as well as the PlatformServices container of a station running on that host.

Table 1-1 lists various platform models (including JACE controllers), known at the time of this document,
starting with the host model text descriptor.
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Table 1-1 Host models of JACE platforms

Model desc. | Actual Model Notes

J402 JACE-402P QNX-based. Uses the IBM J9 JVM (Java Virtual Machine).

J403 JACE-403 series See the JACE NiagaraAX Install and Startup Guide for commissioning details.

J404 JACE-545 series,

J5-R-AX (Rack
Mount)

J511 JACE-511 series Discontinued models, QNX-based. Uses the IBM J9 JVM (Java Virtual Machine).

J512 JACE-512 series See the JACE NiagaraAX Install and Startup Guide for commissioning details.

JNX JACE-NX series Discontinued model, Win32-based (Windows XP Embedded).

See the JACE-NX NiagaraAX Install and Startup Guide for commissioning details.

JNXS JACE-NXS series Win32-based (Windows XP Embedded), previous model before latest JACE-NXT series.

See the JACE-NXS NiagaraAX Install and Startup Guide for commissioning details.

JNXT JACE-NXT series Latest Win32-based JACE controller (Windows XP Embedded).

See the JACE-NXT NiagaraAX Install and Startup Guide for commissioning details.

JVLN JACE-7 series QNX-based, with more processing power than JACE-2/6 series. Introduced in the AX-3.5
(JACE-700) time frame. See the JACE NiagaraAX Install and Startup Guide for commissioning details.

Note: Starting in AX-3.6, this JACE series uses the Sun “Hotspot” JVM instead of the IBM J9
JVM, and also supports IPv6. A 802.11b/g wireless (WiFi) option is also available.

NPM2 JACE-2 series, includ- | QNX-based. Uses the IBM J9 JVM (Java Virtual Machine). Among the most popular.
ing Security JACE Includes the JACE-202 Express, or “M2M JACE 2” with onboard I/O points.

(SEC-J-201), See the JACE NiagaraAX Install and Startup Guide for commissioning details. For Security
JACE-202 Express JACE (SEC-J-201) commissioning details, see the Security Enterprise Guide.
(M2M JACE 2)

NPM3 JACE-3E series, intro- | Latest QNX-based controller, a JACE-3E is between the JACE-2 series and the JACE-6E

duced in mid 2013. series in performance, and includes onboard SRAM for battery-less operation (if desired).
See the JACE NiagaraAX Install and Startup Guide for commissioning details.
Note: The JACE-3E requires AX-3.7ul or later.

NPM6 JACE-6 series, includ- | QNX-based, with more processing power than the JACE-2 series. Among the most popular.
ing Security JACE Includes the JACE-602 Express, or “M2M JACE 6” with onboard I/O points.

(SEC-J-601), See the JACE NiagaraAX Install and Startup Guide for commissioning details. For Security

JACE-602 Express JACE (SEC-J-601) commissioning details, see the Security Enterprise Guide.

(M2M JACE 6) Note: Starting in AX-3.6, this JACE series uses the Sun “Hotspot” JVM instead of the IBM J9
JVM, and also supports IPv6.

NPM6E JACE-6E, as well as Recent group of QNX-based controllers. The JACE-6E is like a JACE-6, but includes
“retrofit board” con- onboard SRAM for battery-less operation (if desired). The JACE-603 and JACE-645 are
trollers JACE-603 and | “retrofitted” Niagara R2 JACE-403 and JACE-545 controllers, configurable to run either
JACE-645. Niagara R2 or NiagaraAX. If configured for NiagaraAX, use can be made of SRAM.

All controllers use the Sun “Hotspot” JVM, and support IPv6 (if NiagaraAX).

Refer to the JACE NiagaraAX Install and Startup Guide for commissioning details.

For Niagara R2 commissioning of a JACE-603 or JACE-645, refer to the Retrofit Board Nia-
gara R2 Install & Startup Guide.

Jsoft SoftJACE installed on | Windows-based. This is different than a Supervisor for example, which appears instead as
user-supplied PC “Workstation”.

Workstation | User-supplied PC,e.g. | Windows-based customer supplied PC that runs Workbench, minimally.

a Supervisor or engi-
neering workstation.
Linux ver- Linux-based Supervi- | Red Hat Linux Enterprise 5 operating system.
sion sor
; AX-3.8&3.7ul
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Note:

Note:
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The Application Director is one of several platform views. You use it to start or stop a station in any
NiagaraAX host (whether a remote JACE or a local or remote Supervisor PC), as well as see station
output for troubleshooting purposes. From the Application Director, you also define a station’s “restart”
settings, plus have access to other station actions.

Starting in build 3.6.44, the Application Director also applies to a Workbench platform connection to a
JACE-603 or JACE-645 controller configured for Niagara R2. See the “Application Director” section in the
document Retrofit Board Niagara R2 Install and Startup Guide for related details.

Figure 1-6  Application Director view, looking at NiagaraAX station
S = |
Connected to 137.19.61.41
Mame Type |Status |Details Auto-Start |Restart on Falure |@

17_TechPubs |station |Running |fox=1911,foxs=n/a,http=80,https=n/a

WESSAGE [13:44:25 09-Apr-12 EDT][sys.registry] Up-to-date [166m [7] Auto-Start
MESSAGE [13:44:25 09-Apr-12 EDT][sys.registry] Loaded [610ms] [#] Restart on Failure
WESSAGE [13:44:28 09-Apr-12 EDT][sys] Baja runtime booted ("/ff

MESSAGE [13:44:28 09-Apr-12 EDT1[sys] Loading "/ffs0/niagara/st
WESSAGE [13:46:35 09-Apr-12 EDT][sys] Loaded (127380ns)
WARHING [13:46:40 09-Apr-12 EDT][platform] Platform Service Bac
MESSAGE [13:46:44 09-Apr-12 EDT][alarm.database] Loading...

WESSAGE [13:46:44 09-Apr-12 EDT][alarm.database] Loaded [42Zms, Reboot
WESSAGE [13:48:58 09-Apr-12 EDTI[sys] Services Initialized (136 Wl |
WMESSAGE [13:48:58 09-Apr-12 EDT][sys.mixin] Updated [25ms]
WESSAGE [13:40:00 09-Apr-12 EDT][history.db] Starting async war| —oumpThreads
MESSAGE [13:40:00 09-Apr-12 EDT][history.db] Async history conf
WESSAGE [13:49:48 09-Apr-12 EDT][web.server] HTTP Server starte
MESSAGE [13:49:48 09-Apr-12 EDT][fox] FOX server started on por

WMESSAGE [13:49:48 09-Apr-12 EDT][sys] Hiagara Runtime Environme
WESSAGE |[13:49:49 09-Apr-12 EDT][sys] *** Station Started (5109 Clemr (i
niagara>
| [ [+ ][ output Settings |

As shown in Figure 1-6, the Application Director is split into three main areas:

+ Installed applications (stations) — at top
«  Application output — main area
»  Application and output controls — right-side checkboxes and buttons

In the Application Director for any JACE, the “installed applications” area should show (at most) only one
station, as shown in Figure 1-6. However, the Application Director for a PC platform (Supervisor,
NiagaraAX engineering workstation) may show multiple stations, as shown in Figure 1-7.

Figure 1-7  Application Director for Supervisor host showing multiple stations

Connected to localhost

BnetEth station Ide fox=n/fa,foxs=n/a,http=n/a,t false true L
BnetOws_1 station Idle fox=n/a,foxs=n/a,http=n/at false true
demo station |Idle fox=n/a,foxs=nfa,http=n/a,t false true [
demoAppliance | station | Idle fox=nfa,foxs=n/a,http=n/a t false true

I e e e e e T

J7 Bnet_36 station Ide fox=n/a,foxs=n/a,http=n/a,k false true

J7_TechPubs  station Idle fox=nfa,foxs=n/a,http=n/a t false true L |

ModuleMaker  station Idle fox=n/a,foxs=n/ahttp=n/at false true =
2l |
WARNIHG [13:59:10 09-Apr-12 EDT][timezone] Ho niagara.tim [ Auto-Start |24

MESSAGE [13:59:10
MESSAGE
MESSAGE

09-Apr-12 EDT][sys.registry] Up-to-date [#] Restart on Failure
[12:59:10 09-Apr-12 EDT][sys.registry] Loaded [14 |I
[13:59:11 09-Apr-12 EDT][sys] Baja runtime booted =l

MESSAGE [13:59:11 09-Apr-12 EDT1[sys] Loading "d:\niagara Stop
WESSAGE [13:598:13 09-Apr-12 EDT][sys] Loaded (2390ms) S——

MESSAGE [13:58:15 09-Apr-12 EDT][alarm.database] Loading.

Prior to AX-3.6, the Application Director could show a maximum of 32 stations—regardless if
more stations were under the host’s stat ions directory. Starting in AX-3.6, the Application Director was
changed to allow access to all stations, even if over 32.
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Installed applications (stations)

The top area of the Application Director shows a table of installed applications (stations), as shown in
Figure 1-8. Apart from the data shown in the table, application selections are possible.

Figure 1-8  Application Director installed applications

Connected to 137.19.61.41

Mame Type |Status |Detais Auto-Start |Restart on Failure| @

17 _TechPubs |station |Running |fox=1911,foxs=n/a,http=80,https=nfa |true

Every 1.5 seconds, the platform daemon fetches data about the station(s) and updates this in the following
columns:

+ Name

The name of the station directory.
« Type

This is always “station” for a Niagara station.
»  Status

One of the following, as applied to a station:

. Idle — Station is not running, but can be started without a reboot.

+  Running — Station is running.

. Starting — Platform daemon has started the station, but the station has not reported back its
status back to the daemon.

+  Stopping — Daemon has ordered the station to stop, but its process has not yet terminated.

+  Halted — Station is not currently running, and cannot be restarted without a reboot.

+  Failed — Station terminated with a failure exit code.

+ Details

For any station, shows four items:

+  fox= TCP/IP port monitored for regular (unencrypted) Fox connections to Workbench and
other Niagara stations. Shows “n/a” if station is not running, or if it does not run the Fox service.

+  foxs=TCP/IP port monitored for secure (SSL) Fox connections to Workbench and other Nia-
gara stations, if so configured (applies to AX-3.7 and later platforms). Shows “n/a” if host does
not support (or is enabled) for Fox SSL, or if the station is not running, or if it does not run the
Fox service.

o http= HTTP port that the station’s WebService monitors for regular (unencrypted) browser
connections to the station. Shows “n/a” if station is not running, or if it does not have a running
WebService.

¢ https= HTTP port that the station’s WebService monitors for secure (SSL) browser connec-
tions to the station, if so configured (applies to AX-3.7 and later platforms). Shows “n/a” if host
does not support (or is enabled) for Web SSL, or if the station is not running, or if it does not
have a running WebService.

+  Auto-Start
Either true or false. If true, the station starts whenever the platform daemon starts. Configured with
a right-side checkbox (see “Start checkboxes” on page 1-17).

+  Restart on Failure
Either true or false. If true, the daemon automatically restarts the station after it terminates with a
failure exit code. Configure with a right-side checkbox (see “Start checkboxes” on page 1-17).

Application selections
Click in the installed applications table for different results, as follows:

« click
Click a station to select it, highlighting it. When a station is selected, its standard output appears, and
all enabled right-side buttons apply to it. For details, see “Application output” on page 1-15 and “Ap-
plication and output controls” on page 1-17.

+  right-click
Right-click a station for its shortcut menu (a subset of the application and output actions buttons).
For details on included menu commands, see “Application and output controls” on page 1-17.

+  double-click
If running, double-click a station to open a Workbench (Fox) connection to it, showingits Station
Summary view. Or, press Ctrl and double-click for a new tab showing the station connection.
If not running, a station double-click does not change the view.

NiagaraAX"3'8 &3.7ul
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Note:

Application output

Application output

The largest area in the Application Director view shows the “standard output / standard error” output
text for the selected station (Figure 1-9).

Figure 1-9  Station output in Application Director’s application output area

Connected to 137.19.61.41

17_TechPubs

MESSAGE [15:17:44 09-Apr-12 EDT][history.db] Starting async warmup =]
WESSAGE [15:17:44 09-Apr-12 EDT][history.db] Async history config i
MESSAGE [15:1B:39 09-Apr-12 EDT][web.server] HTTP Server started on
MESSAGE [15:18:39 09-Apr-12 EDT][fox] FOX server started on port [1
WESSAGE [15:18:40 09-Apr-12 EDT][sys] Hiagara Runtime Environment: 1|
WESSAGE [15:18:40 09-Apr-12 EDT1[sys] *** Station Started (57417ms)
niagara=WARNING [15:42:36 09-Apr-12 EDT][fox] (losing session [0: 5
WESSAGE [15:42:37 09-Apr-12 EDT][fox] Opened: 1 =- 7 :: Workbench @
ERROR [15:42:48 09-Apr-12 EDT][service] Unlicensed: /Services/BoxSe
javax.baja.license.FeaturellotlicensedException: tridium:box
at com.tridium.sys.license.llicenselanager.getFeature(llicensella
at com.tridium.box.BBoxService.getlicenseFeature{BBoxService. jav
at javax.baja.sys.BAbstractService.checklicense(BAbstractService[ |
at javax.baja.sys.BAbstractService. fwServiceStarted(BAbstractSer

Depending on the status of the station selected, the standard output text is one of the following:

» Ifarunning station, output updates in real time. As more text is written by the station, it is appended
to the bottom of the output area.

»  Ifthe station is not running, output text is from the most recent execution of that station.

. If no station is selected, output text area is blank.

Use the Windows copy shortcut (Ctrl + C) to copy output text to the clipboard.

As needed, use scroll bars to view all text, and use the right-side output control buttons. For more details,

see “Output control buttons” on page 1-18.

The following sections provide more details related to a station’s standard output:

«  Standard output overview
«  Station log levels (spy:/logSetup)
+  Station LogHistory (LogHistoryService)

Standard output overview

Station output messages can include errors and warnings that let you why something is not working, as
well as simple informational messages about events as they occur. If needed, you can also change the
“level” of station output—see “Station log levels (spy:/logSetup)” on page 1-16.

The general format of a station output message is:

TYPE [timestamp] [station process] message text

For example:

MESSAGE [13:53:08 08-Mar-12] [fox] FOX server started on port [1911]
Message types seen in station output include the following, by leading text descriptor

+  MESSAGE
Typically comprise most default station output messages. Usually, each message lets you know some
process milestone was started or reached, such as a service or the station itself.

+  WARNING
Informs you of a potential problem, such as inability to open a specific port. Typically, warnings do
not keep a station from starting.

« ERROR
Informs you of a problem that might keep the station from starting. Or, if it can start, an error that
prevents some function of the station from operating correctly.

« TRACE
A verbose debug-level message that may be generated upon every process transaction. Useful only
in advanced debugging mode. You see these for station processes only if you have set the log level at
“Trace”.

In addition to the “typed” output messages described above, occasionally you may see a string of “java
exception” text in the a station’s output. This indicates an unforeseen station execution issue, which can
range from a licensing problem, a misconfiguration, or some other unexpected problem. If an
unexplained exception reoccurs, copy the exception text and report the problem to Systems Engineering.
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Station log levels (spy:/logSetup)

A running station is a combination of many ongoing processes. Using the station’s spy “logSetup” page
(Figure 1-10), you can change the “log level” of the station processes of interest in order to “tune” station
output.

Figure 1-10  Station spy logSetup (from Station Summary)

= i
= |l2 [MNav
Mame ‘ Description
] I My Netwd
@ Config  The station configuration database
B8 ctarinn Copier | |= Files File System accessed over Fox session
" TP TP Confiurat] M
=) Remote File Syste #45 History*s History database
=R statio chPub
E‘l Conﬁ’
= &
Eemote Station
| &2 &
® sysinfo Remote Station | logSetup
.
stdout Logs [Save To File]
» systemPropertid | 100-properties null
Log Level Trace Message (Warning Error (No
* |ogSetu alarm message | [_] [x] [] 1L
* sysManagers alarm.database message | [_] [x] [ 1 L
alarm.dataRecovery  |message | [_] [x] [] [1 | [
® wutil app message | [ ] [x] ] 1L
backup message | [ ] [x] ] 1L
bacret.link.ethernet  |message | [_] [x] [] [1 | [

To get to a running station’s logSetup page in Workbench, double-click the station in the Nav tree for its
Station Summary view. From there, double-click Spy, then click LogSetup.

By default, all station processes have a “Message” log level (level selection denoted by [X]). To change the
level of any listed process, click in the desired level column.

Level selection columns are ordered left-to-right in decreasing order of message volume, as follows:

+ Trace
Returns all message activity (verbose). This includes all transactional messages, which may result in
too many messages to be useful. Be careful using Trace!
+«  Message
(Default) Returns informational “MESSAGE”s, plus all “ERROR” and “WARNING” types.
+  Warning
Returns only “ERROR” and “WARNING” type messages (no informational “MESSAGE”s).
«  Error
Returns only “ERROR” type messages (no “WARNING” or informational “M[ESSAGE”s).
+ None
No messages are returned to the station’s output.

Increasing station output by assigning trace levels consumes extra station resources and exacts a
performance penalty! After troubleshooting, return log levels to default values.

Station LogHistory (LogHistoryService)

If a station is configured with the LogHistoryService (under its Services container), it maintains a
buffered history (“LogHistory”) of some of the messages seen in the station’s standard output. In the
LogHistoryService’s configuration, you specify its log level, meaning the minimum message type (from
station output) to log. By default, the log level (property “Minimum Severity”) is Error. You may wish to
change this to Wwarning.

This is mentioned because when looking at a station’s output, you are usually troubleshooting. As part of
troubleshooting, you should always check the station’s histories for LogHistory. It should contain recently
recorded station errors and (if configured) warnings. This information may help when evaluating “live”
output from the station.

NiagaraAX—3.8 &3.7ul
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Application and output controls

Application and output controls

Unlike in most Workbench views, where changes are entered first and then applied with a “Save” button,
in the Application Director when you click checkboxes and buttons (Figure 1-11), changes are applied
immediately to the selected station.

Figure 1-11  Application Director checkboxes and buttons

uto-Start |Restart on Failure B
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registry Restart on Failure
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ices/Box5({~|

: ‘Output Settings

From top-to-bottom, these controls are grouped as follows:

«  Start checkboxes (Auto-Start, Restart on Failure)

. Application control buttons (Start, Stop, Restart, Reboot, Kill, Dump Threads, Save Bog, Verify Soft-
ware

+  Output control buttons (Clear Output, Pause Output, Output Dialog)

+  Output Settings button

Start checkboxes

For the currently selected station in the Application Director, you can enable (check) or disable (clear)
two start settings using checkboxes (Figure 1-11). Typically, for any JACE station you enable both check-
boxes. In certain troubleshooting scenarios, you may clear Restart on Failure in order keep the
station from constantly restarting (or host rebooting) after successive failures.

~

Changes are reflected in the corresponding column of the Application Director’s installed applications
area.

The two start settings for a station are as follows:

+  Auto-start

Specifies whether the station starts following platform daemon startup. This means following a host
reboot, perhaps as a result of a power cycle, but possibly from a Reboot command.

Note: For any QNX-based JACE, a reboot also occurs following any installed dist file(s), as well any
TCP/IP-related changes. However, installing new modules from the Software Manager—say, for a
new driver, does not always result in a reboot (yet in a few cases, in order for a module to become
effective, a reboot may be required—and so is prompted following the module install). At the same
time, note that changing any existing module (upgrading or downgrading) always results in a reboot.
Restart on Failure

Specifies whether the platform daemon restarts the station if its process exits with a nonzero return
code (e.g., engine watchdog had killed the station because of a “deadlock” condition).

Note: QNX-based JACEs cannot have a station restart without a reboot. Therefore, if this setting is
enabled on such a JACE, if the station fails (terminates with error), the JACE reboots.

If a JACE continues to have 3 ‘automatic reboots” like this within an hour (or however many specified
in the station’s PlatformService “Failure Reboot Limit” property), it remains in a “Failed” state,
regardless of the setting above. For related details, see “PlatformServiceContainer configuration
parameters” on page 2-4.

.
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Application control buttons
For the selected station in the Application Director, application control buttons (Figure 1-11) apply as
follows:

Be careful about using station controls, and understand the difference between them before using them.

.

Start

Enabled only if the station has an “Idle” or “Failed” status in the installed applications area. When
pressed, that host’s platform daemon immediately starts that station. Text in the standard output is
cleared, and output messages begin with the new startup of that station.

Note: If you manually stop a station on a QNX-based JACE (using Stop button), it has a status of
“Halted.” In this case, the Start button will not be available. You must Reboot the platform to restart
the station. This differs from a manually stopped station on a Windows-based host or Linux-based
Supervisor, which then shows a status “Idle”

Stop

Enabled only if the station has a “Running” status in the installed applications area. When pressed, a
popup confirmation appears. If you confirm, the host’s platform daemon shuts the station down
gracefully (saving its configuration to its conf ig.bog file, and potentially saving history data). See
the preceding note about stopping the station on a QNX-based host.

Restart

(Available Windows-based platforms only) Enabled only if the station has a “Running” status in the
installed applications area. When pressed, a popup confirmation dialog appears. If you confirm, the
host’s platform daemon shuts the station down gracefully, then restarts it.

Reboot

Always enabled. When pressed, a popup confirmation dialog appears. If you confirm, the selected
host is rebooted. This is considered a drastic action. For details, see “Reboot” on page 1-55.

Kill

Enabled only if the station has a status of “Starting”, “Stopping”, or “Running” in the installed appli-
cations area. When pressed, a popup confirmation dialog appears. If you confirm, the host’s platform
daemon terminates the station process immediately.

Note: Always use Stop instead of Kill, unless unavailable (stuck for a long time as either
“Starting” or “Stopping”). Unlike a station stop, a station kill does not cause the station to save its
database (config.bog), histories or alarms, nor does it update the standard output area.

Dump Threads

(station only) Enabled only if the station has a “Running” status in the installed applications area.
When pressed, the host’s platform daemon has the station send a VM thread dump to its standard
output.

Save Bog

Enabled only if the station has a “Running” status in the installed applications area. When pressed,
the host’s platform daemon has the station locally save its configuration to config.bog.

Verify Software

Enabled regardless of station status. When pressed, Workbench parses the station’s config.bog
file and the host’s plat form.bog file, looking for module references. Workbench then checks to
see if those modules (and any other software upon which they depend) are installed. Any missing
software is listed in a popup dialog, and if available in your Workbench installation, the dialog offers
to install the missing software into the remote host.

Note: Only modules (or versions of modules) needed by the station are installed that do not require
commissioning. If the station needs modules that require commissioning, meaning an upgrade of core
NiagaraAX software, those modules are not copied.

Output control buttons
For the selected station in the Application Director, output control buttons (Figure 1-11) apply as follows:

.

Clear Output

Enabled regardless of station status. When pressed, all text in the standard output area is cleared.
Note: Data in the standard output area is fetched from a memory buffer in the platform daemon.
Clearing the output does not actually clear the daemon’s buffer. Therefore, if you change the selection
away from, and then back to the station, it re-fetches all buffered data.

Pause Output

Enabled only if the station has a “Running” status in the installed applications area. When pressed,

the button toggles to “Load Output”, and the next press back to “Pause Output” (and so on).

+  During a paused output, text remains frozen in the standard output area. This is useful when
the station is rapidly writing output.

NiagaraAX—3.8 &3.7ul
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¢+ When you press Load Output, text in the standard output area is reloaded with the station’s
buffered output, and output remains updating in real time.

+  Output Dialog
Enabled regardless of station status. When pressed, this produces a separate “non-modal” output
window displaying the same output text as in the Application Director’s standard output area. In-
cluded are buttons to Dump Threads, Pause Output, Clear Output, and Close the win-
dow.
Note: You may find this “compact” version of a station’s standard output easier to work with than in
the main area of the Application Director. Also, if needed you can open multiple output dialogs for
COMparison purposes.

Output Settings

For the currently selected station in the Application Director, the Output Settings button produces
a dialog (Figure 1-12) in which you specify how the platform daemon buffers the output from that station.

Figure 1-12  Output Settings dialog
x

Memeory Buffer Size (bytes) [128 - max]
Maximum File Size (bytes) |32768 [128 - max]

The two available settings are in bytes, and are:

+  Memory Buffer Size
Size of the memory buffer for the station output. If the station creates more output that the size of
the memory bulffer, the oldest output is lost.

+  Maximum File Size
When the station stops, its output buffer is written to a console. txt file. This setting defines the
maximum size of that file.

Changes to either output setting may result in the output buffer’s contents to be cleared.

Certificate Management

NiagaraAX-S.S &3.7ul

Note:

Starting in AX-3.7, Certificate Management is one of several available platform views. This view
appears only if the platform-connected host is licensed for SSL/TLS (feature “crypto”), and has the
necessary modules installed, including platCrypto.

Refer to the document “NiagaraAX SSL Connectivity Guide” for complete details. The rest of this section
provides “overview level” information.
Figure 1-13  Certificate Management platform view
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You use this view to manage PKI (Public Key Infrastructure) digital certificates or “self-signed” digital
certificates on the platform. Certificates are used in any secure (SSL or TLS) connections to this host.

Following the certificate management portion of configuration, starting in AX-3.7, secure connections
can be enabled (and/or required) for any of the following connection types:
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+  Platform connection from Workbench (client) to the platform’s (JACE or Supervisor) Niagara plat-
form daemon (server), also known as “niagarad”. A secure platform connection is sometimes re-
ferred to as “platformssl”. You enable this in the Platform Administration view of the platform. See
“Platform Administration” on page 1-40.

«  Fox (station) connection from a Workbench client or via Web Workbench. You enable this in prop-
erties of the Fox Service in the station. The FoxService is typically located as a child container slot
under the station’s NiagaraNetwork (Config > Drivers > NiagaraNetwork). For related details see
“About the Fox Service” in the Drivers Guide.

+  Anybrowser (HTTP) connection to the station’s web server. You enable this in properties of the sta-
tion’s WebService, typically found in its Config > Services container.

«  Client connections to the station’s email server (EmailService), if applicable. You enable this in prop-
erties of the station’s EmailService, typically found in the station’s Config > Services container.

The following sections provide a few basic details about the different tabs in the Certificate Management
platform view:

+  Key Store
. Trust Store
+  Allowed Hosts

Key Store

The Key Store tab in the Certificate Management view lists all installed CA certificates and/or self-signed
certificates which are unique to the currently opened platform.

For more details, refer to “About the Key Store tab” in the NiagaraAX SSL Connectivity Guide.

Trust Store

The Trust Store tab in the Certificate Management view lists all installed signed certificates by trusted
entities (CA authorities) in the currently opened platform.

For more details, refer to “About the Trust Store tab” in the NiagaraAX SSL Connectivity Guide.

Allowed Hosts

The Allowed Hosts tab in the Certificate Management view lists all approved hosts (with connection
port) and associated self-signed certificates in the currently opened platform. These hosts (and certifi-
cates) cannot be validated against a CA authority.

For more details, refer to “About the Allowed Hosts tab” in the NiagaraAX SSL Connectivity Guide.

NiagaraAX"3'8 &3.7ul
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DDNS core configuration items

DDNS Configuration
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Note:

Note:

In late 2012, the company Dyn acquired TZO (Tzolkin Corporation), the sole DDNS provider that this
NiagaraAX DDNS client was developed against. At the time of this document update, Dyn is not signing
up any new accounts for the TZO service, although TZO servers may be working for existing accounts.
Unless (or until) other DDNS provider options are available when using this platform configuration view,
JACE controllers that require Internet connectivity using DDNS may be best served by installing on a LAN
with a router capable of DDNS, and working through some other DDNS provider. The next update to this
document will mention if related change have been made to this platform view.

DDNS Configuration is one of several platform views. DDNS (Dynamic Domain Name System) allows

for DNS IP addresses to be dynamically updated. Typically, these are DHCP (Domain Host Configuration
Protocol) addresses (Internet or Intranet). Figure 1-14 shows the default Ddns Configuration view.

Figure 1-14  Ddns Configuration platform view
= |~ |

Select a DDNS Provider ﬂ
Select the DDNS Mode Disabled ﬂ

Select the Adapter Interface |Onboard Ethernet Adapter enl

(@ Provider (Ddns Provider)
O O Key \ |
O (@ Email ‘ |

O (@ Domain ‘ |

@ Status (Ddns Status)

‘ 2 Refresh || Save |

Refer to the Engineering Notes document “NiagaraAX-3.1 DDNS” for more details and examples.
The following sections provide a few basic DDNS configuration details:

+  DDNS core configuration items
+ About TZO
DDNS core configuration items

The platform DDNS Configuration view has the following configuration sections:

Provider
Mode

Provider

The top property in the DDNS Configuration view is to select from a list of supported DDNS providers.

Currently, the only supported provider is Tzo (see “About TZO” on page 1-22), although future builds
may support other providers.

Figure 1-15 DDNS Provider selection and Provider-supplied configuration properties

Select a DDNS Provider n
Select the DDNS Mode T kﬂ

Select the Adapter Interface |Onboard Ethernet Adapter en0

@ Provider {Ddns Provider)
O @) Key | |
O @ Email | |

O ) Domain | |

| ) Status (Ddns Status)

Note: A DDNS account with a provider is typically a fee-based subscription, in which you must first register and

pay before your account is active.

Once you select the DDNS Provider, you require information from that provider about your DDNS
account, in order to populate the following properties in the Provider section (Figure 1-15).

Key

Furnished by provider (TZO) after account creation.
Email

Platform Guide
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Email address associated with the provider (TZO) account.
+ Domain
Domain name associated with the DDNS account.

Mode
This property in the DDNS Configuration view selects the operational mode of DDNS.

DDNS mode choices include:

+ Disabled
DDNS functionality is completely disabled.
+ Internet
Uses the IP address assigned to the adapter specified in the Adapter property.
+ Intranet
Uses the IP address as seen when connected to the DDNS provider (note that not all providers will
support this).

Support for dialup modem connectivity (Mode=Dialup) was dropped starting in AX-3.7.

Adapter

This property in the DDNS Configuration view applies if DDNS Mode is Internet, and selects the
adapter to interrogate for an IP address.

About TZO

Formerly, you could create a DDNS account with TZO (Tzolkin Corporation) at http://www.tzo.com.
However, this company has been acquired by Dyn (see Note: on page 1-21). Note the original devel-
opment and testing of NiagaraAX DDNS Configuration focused primarily with TZO accounts.

Distribution File Installer

Note:

A

Caution

Starting in AX-3.6, the Distribution File Installer also applies to a Workbench platform connection to a
JACE-603 or JACE-645 controller configured for Niagara R2. See the “Distribution File Installer” section in
the document Retrofit Board Niagara R2 Install and Startup Guide for related details.

The Distribution File Installer is one of several NiagaraAX platform views, used to install dist files. A dist
file is a zip file that contains other files and a “manifest” that describes the contents of the distribution.
For technical details, see the “Distributions” section in the online Niagara Developer Guide.

Use this view for either of these two tasks:

+  To restore alocally available “backup” . dist file of a remote JACE. Such a backup can be initiated
using the Backup command from the platform’s Platform Administration view, or directly from the
BackupService in the NiagaraAX station running on that host. For details, see “Restoring a back-
up dist” on page 1-25.

Note: In AX-3.7ul, backup .dist file restoration to a host other than the original host may first
require manual editing. See “Security update 1 changes to backup dist usage”. However, in AX-3.8 this
sort of editing is unnecessary. For further details, refer to the NiagaraAX 2013 Security Updates
engineering notes document.

+ Toinstall a “clean” dist file, in order to downgrade a JACE to an older release level, or restore it to a
“known good” state before installing other software. Note that this wipes the file system (including
all station files), leaving the JACE in a “near factory” state. For details, see “Downgrading a JACE
(Clean Dist)” on page 1-26.

Note you do not use this view to upgrade a JACE. Instead, you must use the Commissioning Wizard
to upgrade NiagaraAX in a JACE controller. In early NiagaraAX releases, upgrading core NiagaraAX soft
ware was possible (but not recommended) via the Distribution File Installer. The Commissioning Wizard
is a right-click option on a platform when opened in Workbench. See “Upgrading a JACE” on page 1-29.

If a station is already running on the remote host, any dist file install requires all applications to be
stopped, after which all are invariably overwritten! After selecting a dist file, the Installer provides a
confirmation dialog for this, as shown in Figure 1-16. When you finalize the install (click Finish), the
Installer automatically stops the station, then continues with the distribution file install process.

Before finalizing any dist installation, make sure that controlled equipment that might be adversely
affected by the JACE's station stopping (and removal) is put in a manually controlled state.

NiagaraAX"3'8 &3.7ul
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Note:

Security update 1 changes to backup dist usage

Figure 1-16  Stop station dialog in Distribution File Installer

_+=. Distribution File Installer x|

' ' Distribution File Installer
. H_| Stopping application(s)

Running applications must be stopped before installation can proceed. Choose MNext'
to stop them now.

| Back || bNext I| Finish || (2) Cancel |

The following sections provide more details on the Distribution File Installer:

+  Security update 1 changes to backup dist usage
+  AX-3.8 changes to backup dist usage

+  Operation of the Distribution File Installer

+  Restoring a backup dist

+  Downgrading a JACE (Clean Dist)

Security update 1 changes to backup dist usage

In the NiagaraAX 2013 security update releases (e.g. AX-3.7ul), station password storage changed to
become much more secure than in “pre-update” releases. Now, in some cases after making a station
backup dist file in AX-3.7ul (typically using a station’s BackupService), you should subsequently edit that
dist before restoring it with the Distribution File Installer.

This is especially true if you need to install the same backup dist in multiple hosts, say as a “system image”
for a replicated JACE station. Otherwise (without a dist file edit), system security on those hosts will be
compromised. For details, refer to the NiagaraAX 2013 Security Updates engineering notes document.

In AX-3.8, improvements in station backups and restorations were made that simplify usage, such that
“.dist file edits” are typically unnecessary. See “AX-3.8 changes to backup dist usage” in this document.

Note that in any case where you want to restore a backup dist to the identical host (JACE) from which
you made the backup, no edits are needed beforehand. In this scenario, operation remains as before, and
security remains uncompromised.

AX-3.8 changes to backup dist usage

AX-3.8 includes all station security improvements in earlier 2013 security update releases (e.g. AX-3.7ul),
along with additional platform security improvements. For related details, see “Improvements to AX-3.8
digest authentication” on page 1-43.

Improvements were also made when restoring AX-3.8 station backups with the platform Distri-
bution File Installer, or when using the Station Copier with copied AX-3.8 stations.
Unlike in the prior update releases, AX-3.8 station backup .dist files and config.bog (station copy)
files are “more portable’, such that editing . dist files is typically unnecessary. And you can use the
Station Copier to install a station copied from one AX-3.8 host to another AX-3.8 host without any “client
password” re-entry or other editing.

However, note the following change in a station backup .dist made from a AX-3.8 host:

+  Platform credentials are no longer included in a station backup .dist of an AX-3.8 host
(unlike in a backup . dist file for any AX-3.7ul or earlier release JACE).

In some cases this may result in confusion when restoring a station backup made from a AX-3.8 host, as
this varies from restoring a station backup made from a host running AX-3.7ul or AX-3.7 (or earlier).
Note that when restoring a station backup made from an AX-3.8 host:

+  Ifthe hostis running AX-3.8 prior to installing the backup . dist file, it will reboot from the restore
with the same platform credentials that it had before (no change in platform credentials).

+  Ifthe hostis running any earlier (pre-AX-3.8) release prior to installing the backup . dist file, it will
reboot from the restore with factory default platform credentials.
Note this always occurs if you install a “clean dist” file in the host (JACE) before installing an AX-3.8
station backup—even if you assign interim “non-default” platform credentials to the JACE first.

Operation of the Distribution File Installer
The following subsections explain more about dist file selection and the install process:

«  Dist file selection
+  Distribution file install process

Platform Guide
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Dist file selection

When you select the Distribution File Installer, it “parses” through the dist files on your local PC, using
the last source folder selected (Figure 1-17).

Figure 1-17  Parsing dialog in Distribution File Installer
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|J‘D: /niagara/niagara-3.7.34/backups
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By default, the first time you use the Installer, the “backup” folder under the Niagara software location
(!\backups) is parsed. If that folder does not exist yet (no backups have been made), then the
“cleanDist” folder (! \cleanDist) is parsed instead.

At the bottom of the view, the & Cleaning and B& Backups buttons provide shortcuts to these two
folder areas. If needed, you can also click the Choose Directory button for a “Change Directory”
dialog, and point the Installer to that location.

When parsing completes, a table of the found dist files appears, with the appropriate dist files available
for selection in the table, as shown in Figure 1-18 (using default software location).

Figure 1-18 Available dist files in Distribution File Installer
= [ |

|fD:fniagara)‘niagara—l?.34J‘backups ‘

5 distribution files were found in directory "/D:/niagara/niagara-3.7. 34/backups™
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‘ |T) Choose Directory || /My Cleaning H E@Backups | | Install |

Dist files that are inappropriate, for example that are for a different target platform or have unmet depen-
dencies, are dimmed—the Install button does not become active if you select such a file. For details
on any dist file, double-click it for a popup, including a list of its dependencies (Figure 1-19).

Figure 1-19  Example details dialog for a dist file, showing dependencies.
g [0 |
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To be able to restore a backup dist file, your Workbench installation requires the same versions of
software, including modules, to be available in its “software database” Therefore, it is recommended that
you make and keep frequent backups as you upgrade JACEs.

Distribution file install process

After proceeding with Finish, the dist installation process appears in a dialog that tracks its progress as
it continues, as shown in Figure 1-20.

Figure 1-20  Distribution File Installer progress dialog

“i. Installing Distribution x|
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Installing:
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Remote host rebooting.

Installation complete.

< [+

After the distribution file (and modules, if selected) are installed on the JACE platform, the JACE is
rebooted, and the progress dialog indicates complete. You must click the Close button to continue. You
can then reopen a platform connection, perhaps to view output in the Application Director.

Restoring a backup dist
A backup dist includes not only the entire station folder, but all other Niagara configuration that may be

customized for that platform. This allows for a complete replication from the one backup file. You can do
a backup from the Platform Administration view—for details, see “Backup” on page 1-53.

More typically, backups are done from Workbench station connections (must be a station running, that
has the BackupService). In the Nav tree, right-click the opened station, and select Backup Station.

To restore a backup, in the Distribution File Installer click the B& Backups button for the ! /backups
folder (if not already there), or if needed, click the Choose Directory button to point to another
backup dist file location.

Note: Depending on NiagaraAX release of the host with the station backup, these restore considerations apply:

o Ifan AX-3.7ul (update release) backup .dist, installation to a host other than the original host
may first require manual editing. See “Security update 1 changes to backup dist usage” on page 1-23.

« Ifan AX-3.8 host station backup, it is unnecessary to first edit the backup .dist file. However, be
aware that the handling of JACE platform credentials has changed in AX-3.8 station backups. See
“AX-3.8 changes to backup dist usage” on page 1-23

For complete details, refer to the NiagaraAX 2013 Security Updates engineering notes document.

The Installer parses through the available dist files, and makes selectable only those files available that are

compatible with the opened JACE platform. When done parsing, available backup dists appear listed, as

shown in Figure 1-21.

Figure 1-21  Backup dist files listed in Distribution File Installer
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Double-click any . dist for more details in a popup dialog. To restore the backup, click Install to
continue. If the host is already running a station, a dialog appears telling you that it must be stopped, as
previously shown in Figure 1-16 on page 1-23.

If the . dist file contains software modules different from (or in addition to) those already installed in
the remote host, another dialog appears to inform you, as shown in Figure 1-22. Click Next to continue.

Figure 1-22  Software dependencies dialog in Distribution File Installer
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As shown in Figure 1-23, whenever restoring a backup, another dialog always asks if you wish to restore
the TCP/IP settings stored in the dist file (as displayed) into the remote host.

Figure 1-23  Restore TCP/IP settings in remote host from dist file
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| 4 Back H Next || </ Finish || @ cancel |

TCP/IP settings contained in the dist file are listed, and by default, the checkbox “Update the remote
host’s TCP/IP settings” is cleared.

+  Ifyou leave this cleared, after the dist file installs and host reboots, it retains its current TCP/IP set-
tings. This allows you to use the same dist file on differently addressed hosts, if needed.

«  Ifyou check (select) this checkbox, after the dist file installs (and host reboots), it will use the TCP/
IP settings stored in the dist file—meaning the same ones shown in this dialog.

When you click Finish, the distribution file install process begins.

Downgrading a JACE (Clean Dist)

Although the NiagaraAX Framework has historically provided smooth upgrades between software
releases, downgrading from one software release to an earlier release can present compatibility problems.
This applies particularly to QNX-based JACEs, as binaries for the (QNX) OS are included in dist files.

However, at times it may be necessary to install an older NiagaraAX release onto a JACE, or to restore a
JACE to a known good state. “Clean dist” files became available for this. To downgrade a JACE, or
otherwise “wipe it clean to start over; you can install a clean distribution file.

A

Caution Installing a clean dist will wipe the file system and install an appropriate version of Niagara platform
daemon, resetting the unit to a “near factory state.” If the JACE came with an appliance installed, installing
a clean dist will also remove that application. Only the following settings are preserved:

Nia araAX—3.8 &3.7ul
1-26 9

Platform Guide




Chapter 1 - Niagara platform

Distribution File Installer

December 18, 2013

Note:

Note:

NiagaraAX-S.S &3.7ul

Downgrading a JACE (Clean Dist)

«  TCP/IP settings

o license files

+  brand.properties

+  most SSL configuration (if an AX-3.7 or later SSL-configured unit)

All other data is removed from the file system, including station bog files, Px files, modules, etc. Note that
if an SSL-configured JACE (AX-3.7 or later), its “private key” information is not backed up.

In addition, a clean dist restores the factory-default platform credentials and port (3011).

Therefore before installing a clean dist file, make sure to backup station files plus any other modules on the
JACE you wish to keep. You should backup (export) certificate keys from a AX-3.7 or later SSL-configured
unit, such that if the JACE needed to be replaced (hardware swap-out), you could re-import those keys.
Remember, that a “Station Backup” creates a dist file that (when restored) includes the same level of
software installed at backup time, so instead of (or in addition to) this type of backup, you may wish to use
the Station Copier. For related details, see “Station Copier” on page 1-63.

Note that after installing a clean dist, you must recommission the JACE for NiagaraAX, using the
Commissioning Wizard.

Cleaning also deletes the !security folder, which in 2013 update releases (e.g. AX-3.7ul) contains files
used for encryption of “client passwords” in any hosted station. If cleaned, any previous station save
(config.bog) for that AX-3.7ul host will have non-working client passwords when re-installed. This
happens because an AX-3.7ul host will generate new (and different) key files when it first initializes. In this
case, you will need to re-enter all such passwords (e.g. the Password in the ClientConnection container of
a NiagaraStation, or the Password in an OutgoingAccount under the EmailService), to have it work again.
For related details in this document, see “Security update 1 changes to backup dist usage” on page 1-23.
A clean dist file has the suffix “~-clean” in its name. A clean dist file for most of the various QNX-based
JACE hardware platforms is located under a ! \cleanDist folder—apart from other dist files under
your software database.

Clean dist files appear listed in the Installer with a “WARNING” in the Description column, as shown for
the one highlighted in Figure 1-24.

Figure 1-24  Clean dist file shown selected in the Distribution File Installer
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Clean dists support re-installation of AX-3.5 or later. Note that newer QNX-based JACEs require a
minimum release level of NiagaraAX for installation, because of platform dependencies. For example, a
JACE-3E requires build 3.7.105 or later of AX-3.7 (AX-3.7ul), a JACE-6E requires AX-3.6 or later, a JACE-
700 requires AX-3.5 or later, and so on.

As for any dist file, only the appropriate one for the currently opened platform will be selectable.
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The following procedures describes the downgrade process for a QNX-based JACE from AX-3.7ul to an
earlier release. Note that because station architecture changed in AX-3.7, a second procedure was added
about downgrading from AX-3.7ul to AX-3.6u4 while still maintaining interim station data.

+  Example JACE downgrade from AX-3.7 to an earlier release
+  Example JACE downgrade from AX-3.7ul to AX-3.6u4, maintaining interim station data

Example JACE downgrade from AX-3.7 to an earlier release

To downgrade a QNX-based JACE from any AX-3.7 build to an earlier release (and install a station
compatible with that earlier release):

Before installing a clean dist file, make sure you have backed up the station files plus any other data and
modules on the JACE you wish to keep.

Start AX-3.7 Workbench and open a platform connection to the JACE.

Open the Distribution File Installer and click & Cleaning button for the ! /cleanDist directory.
Select the appropriate clean dist file for the platform and install.

The file system clean will take a few minutes, then the JACE will automatically reboot. Wait for the reboot
to complete.

After reboot from a clean dist install, the JACE is using default platform credentials and port (3011).

To re-install the software versions to the JACE:

1. Use a version of Workbench that runs the same software versions that you want on the JACE, and
use the platform Commissioning Wizard to install the desired software build. For details, refer
to the section “About the Commissioning Wizard” in the JACE NiagaraAX Install & Startup Guide.

2. If you have a backup dist file for the JACE that was made when it had the desired older software
versions, use the Distribution File Installer to install it. See the previous section, “Restoring a backup
dist” on page 1-25.

Example JACE downgrade from AX-3.7ul to AX-3.6u4, maintaining interim station data

This assumes you have not changed the JACE's station database to add AX-3.7 components. Also, once a
station is started in a 2013 update release (such as AX-3.7ul), password storage is changed such that an
older NiagaraAX release (e.g. AX-3.6) will be unable to start a saved station (config.bog). A workaround is
possible, but all AX-3.6 and AX-3.5 JACEs should be upgraded to 2013 “update 4” releases for security

reasons (AX-3.6u4 and AX-3.5u4) anyway—and these releases are password compatible with AX-3.7ul.

For background information on this, refer to the NiagaraAX 2013 Security Updates document.

In the case where you have upgraded an existing JACE from AX-3.6 to AX-3.7ul, but for whatever reason
now wish to downgrade it back to a lower release level (e.g. AX-3.6u4) and still maintain interim saved
station data (e.g. alarms and histories), please note there are special considerations and steps required.

Use AX-3.7ul Workbench to make a platform connection to the JACE, then use the Station Copier
to save its station database to your Workbench PC.

Copy the saved JACE station subfolder from your AX-3.7ul Niagara ! /stations folder to your AX-
3.6u4 Niagara ! /stations folder.

Perform all remaining steps below using AX-3.6u4 Workbench.
On your Workbench PC, start the AX-3.6u4 platform daemon. For example:
Start > All Programs > Niagara AX 3.6.405 > Install Platform Daemon

Use AX-3.6u4 Workbench to open a local (My Host) platform connection.
Start the copied JACE station (locally) on your PC.
You will see error and warning messages, but the station should start.

After the station starts, Save it. Then stop the station.
Continue to use AX-3.6u4 Workbench to open a platform connection to the JACE to be downgraded.
Open the Distribution File Installer and click & Cleaning button for the ! /cleanDist directory.

Select the appropriate clean dist file for the platform and install. Cleaning wipes the station and all
software modules from the JACE. The file system clean will take a few minutes, then the JACE will
automatically reboot. Wait for the reboot to complete.

After reboot from a clean dist install, the JACE is using default platform credentials and port (3011).

Reopen a platform connection to the JACE and use the AX-3.6u4 Commissioning Wizardto
commission the JACE, selecting to install the newly-saved station.

NiagaraAX"3'8 &3.7ul

Platform Guide



Chapter 1 - Niagara platform

Upgrading a JACE

December 18, 2013

Downgrading a JACE (Clean Dist)

Station selection in the wizard should pre-select all required software modules, but in the software instal-
lation (Select Modules) step you can review and select additional modules if desired.

Step 10

Review the final step in the Commissioning Wizard and initiate the wizard.

Allow sulfficient time for the software install and station startup; then open a station connection to the
JACE and perform a checkout.

Note: Ifnecessary, remember to restart the AX-3.7ul platform daemon (niagarad) on your local Workbench PC,
as it will be currently running the AX-3.6u4 platform daemon, from Step 3 above.

Upgrading a JACE

NiagaraAX-S.S &3.7ul

You must use the Commissioning Wizard to upgrade NiagaraAX software in a JACE. This means
either an “update” upgrade (say from build 3.7.44 to 3.7.106), or a full “minor” release upgrade, for
example build 3.7.106 to build 3.8.31.

Note:

When updating a multi-station system for the first time to an update release (e.g. AX-3.7ul) or AX-3.8, it

is recommended to upgrade a Supervisor before its subordinate JACEs. For related details, see the
“Upgrade considerations” section in the NiagaraAX 2013 Security Updates document.

Any JACE to be upgraded from one minor version to another, say from 3.6.nn to 3.8.nn, requires a JACE
license upgrade, purchased before starting the upgrade. Otherwise, the Commissioning Wizard in
Workbench will not perform the upgrade. This prevents the scenario where an upgraded JACE cannot

start its station, due to a licensing error.

With a platform connection to any NiagaraAX JACE, access the Commissioning Wizard by simply right-

clicking on that platform and selecting it from the menu (Figure 1-25).

Figure 1-25 Commissioning Wizard is right-click option of opened platform
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If a JACE upgrade, in the wizard’s opening “selection of steps” you typically deselect most items that were
previously run at the JACE'’s initial commissioning time—for example to set the module content filter

level, set date and time, install lexicons, and so on. See Figure 1-26.

Figure 1-26  Typical upgrade selections for existing NiagaraAX JACE (already running a station)
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To upgrade a NiagaraAX JACE, you do select:
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+  Inthe case where the upgrade requires an updated license installed:
“Request or install software licenses”

+  Inthe case where a station install also requires commissioning the JACE (i.e. upgrade):
“Install station from the local computer”

+ Andalways:

“Install/upgrade core software from distribution files”

When you proceed in this manner, the wizard automatically finds and selects all core distributions
needed for the JACE. Then, in the pre-selected “Install/Upgrade modules” step, the wizard provides the
option to also upgrade all out-of-date software modules. A final summary step allows you to review the
upgrade before the wizard executes and performs its operations. For further details, refer to the section
“About the Commissioning Wizard” in the JACE NiagaraAX Install & Startup Guide.

Note: Platform tools prior to Workbench AX-3.5 skipped license checks before JACE upgrades. However, following
an upgrade without an adequate license, a license error could keep the JACE’s station from starting.

Other platform views in Workbench were updated to prevent inappropriate upgrades—checking first that
the necessary license is installed. This affects behavior of not only the Commissioning Wizard and Distri-
bution File Installer, but also other platform views where “inadvertent” upgrades may have previously
occurred, such as when using the Station Copier or Software Manager views.

File Transfer Client

Note: Starting in build 3.6.44, the File Transfer Client also applies to a Workbench platform connection to a
JACE-603 or JACE-645 controller configured for Niagara R2. See the “File Transfer Client” section in the
document Retrofit Board Niagara R2 Install and Startup Guide for related details.

The File Transfer Client is one of several platform views. It allows you to copy files and/or folders between
your Workbench PC and the remote NiagaraAX platform. You can also use it to delete files and folders.

Figure 1-27  File Transfer Client
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This may be useful if you wish to copy graphics images to a JACE, as one example. Or, use it to copy text
files from the ! /11ib folder of a remote JACE to your local PC, to allow editing. Then you can use the File
Transfer Client to copy the edited version back to the JACE'’s | /11ib folder. An example of doing this is
for aJACE’s system.properties file. See “system.properties notes” on page 1-31.

However, do not use the File Transfer Client to copy modules to a JACE, as the “module content filter” is
not applied. As aresult, larger files are transferred, and unnecessary flash drive space is used on the JACE.

The File Transfer Client provides a two-pane view, as shown in Figure 1-27.

A

Caution Be careful when using the File Transfer Client, especially when copying files to a target JACE platform, or
whenever using the delete (X) control. Note that in either direction, when transferring a file and an
identically-named file already exists, a popup confirmation dialog appears before the copy. A popup
confirmation dialog also appears before any delete. However, after confirmation there is no “Undo”

Nia araAX—3.8 &3.7ul
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A

Caution

system.properties notes
In the File Transfer Client view, the left pane provides access to local (Workbench PC) files, and the right
pane provides access to files on the remote platform.

Use is straightforward, you simply click navigation controls at the top of each pane to go to the appro-
priate location for source and target. Then you click one or more items on one side (as source) to select
for copying to the other side (target). Then, you click the appropriate transfer arrow.

A dialog appears when all files are transferred, as shown in Figure 1-28.

Figure 1-28 Transfer complete dialog
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Transfer complete

system.properties notes

Occasionally there may be a need to edit the system.properties file on a NiagaraAX platform,
which is located inits ! /1ib folder (niagaraRel/lib/system.properties). Only a few entries
in this file are typically processed. Most lines in this file are comments, which start with a # and are not
processed. Comments “inactivate” many entries in this file—and typically these entries should remain
inactive. To activate such an entry, you must delete the leading # character on that line of code.

Editing (and activating) system.properties entries is an operation for advanced users, with the
possibility of undesirable results. Read all comment lines carefully, and consult your support channel
before making a change! Always save a backup copy of this file, and test after implementing a change.

Note the system.properties file in a Workbench PC or Supervisor platform is similar to, but
different from this same file on a remote JACE platform. You cannot directly edit a JACE’s
system.propertiesfilein place. Instead, you must copy it to your PC first (using the platform File
Transfer Client) to edit.

Station restart needed

A station must be restarted before changes to system.properties become effective. Thus, after
copying (transferring back) an edited system.properties to any QNX-based JACE using the
platform File Transfer Client, do the following:

1. Stop the station using the platform Application Director.
Wait for the station to stop completely, ensuring that it saves its database.

2. From the platform Platform Administration view, select Reboot.
Allow sufficient time for the JACE to reboot and station to start.

3. Reconnect to the JACE’s station with Workbench to verify operation.
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GPRS Modem Configuration
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Note:

Note:

The GPRS Modem Configuration view (Figure 1-29) is one of several NiagaraAX platform views for a
QNX-based JACE. It its used to configure the (wireless) GPRS modem option card that may be installed
in the host JACE controller.

«  Anequivalent view, the GprsPlatformService, is added under the PlatformServices in the sta-
tion running on the JACE. Note this “Gprs Platform Service Plugin” (and GprsPlatform-
Service) appears only if the JACE actually /as the GPRS modem option card installed—unlike the
platform view. Everything in this section about the GPRS Modem Configuration view also ap-
plies to the Gprs Platform Service Plugin view.

+  Although the GPRS Modem Configuration view appears if platform-connected to a JACE-4 or
JACE-5 series controller, it does not apply to these platforms—in this case, you can safely ignore it.

Figure 1-29  GPRS Modem Configuration view
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Refer to the Engineering Notes document “GPRS modem option” for complete details, including a reference
section covering all properties and fields in this platform GPRS Modem Configuration view (again,
this also applies to the equivalent Gprs Platform Service Plugin view).

The following sections provide a few basic GPRS modem configuration details:

+  GPRS modem configuration sections
+  Status and Runtime Data area

GPRS modem configuration sections

As shown in Figure 1-29, the GPRS Modem Configuration view (or the Gprs Platform Service
Plugin view) has the following configuration sections:

+  Modem Configuration
+  Provider Configuration
+  SMS Configuration

Also, a Status and Runtime Data area near the bottom of the view shows data served up from modem.

Refer to the section “Required platform GPRS setup” in the Engineering Notes document “GPRS modem
option” for details on the most important configuration properties in the sections below.
Modem Configuration

This section of the platform GPRS Modem Configuration view includes properties to enable/disable the
modem, set debug level and monitor cycle time, plus other properties.
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Status and Runtime Data area

Provider Configuration

This section of the platform GPRS Modem Configuration view is to specify access properties to the
wireless provider (corresponding to the SIM card installed in the GPRS modem option), along with
numerous properties related to the PPP (point-to-point) protocol used for GPRS connections.
SMS Configuration

This section of the GPRS Modem Configuration view defines the behavior of the SMS (Short Message
Service) handling portion of the GPRS modem driver. Properties include whether to delete SMS
messages or allow remote commands.

Status and Runtime Data area

The bottom area of the GPRS Modem Configuration view contains debug-level data from the low-level
GPRS modem driver (“GPRSD”) on the JACE.

Figure 1-30  Tabs near the bottom of the GPRS Modem Configuration view

This data is found on two separate tabs: GPRS Status and GPRS Runtime Data.

‘ Enable Remote 5Ms Commands ] ‘

rGPRS Status ’/GPRS Runtime Data |

+  Information on these tabs updates only when you load or refresh |2 this view.
+  Refer to the section “GPRS Status and Runtime Data tabs” in the Engineering Notes document
“GPRS modem option” for reference details on the various data sections below.

GPRS Status

Figure 1-31  GPRS Status tab in GPRS Modem Configuration view (or Gprs Platform Service Plugin)
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The GPRS Status tab in the platform GPRS Modem Configuration view (or Gprs Platform
Service Plugin)shows data separated into the following categories:

PPPD Data This section in the GPRS Status tab shows “ppp” (point to point protocol) related data.
Modem Data This section shows data about the installed GPRS modem option card.
SMS Data This section shows data about failed SMS messages.

Monitor Data This section in the GPRS Status tab shows various data, using various terms including ME
(mobile equipment), MS (mobile station), and PLMN (public land mobile network).
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GPRS Runtime Data

Figure 1-32  GPRS Runtime Data tab in GPRS Modem Configuration view (or Gprs Platform Service Plugin)
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The GPRS Runtime Data tab in the platform GPRS Modem Configuration view (or Gprs
Platform Service Plugin)shows status data for the modem, including its RSSI (Received Signal
Strength Indicator, from O to 5), whether Roaming is active, and its unique IMSI, IMEI and SIM values.

If a JACE-603 or JACE-64S5 configured for Niagara R2 (and not NiagaraAX), this view is not used. Instead,
you use a tab under a different “R2 Platform Tool” platform view for installing Niagara R2 lexicon sets. For
details, see the “R2 Installation Manager” section in the Retrofit Board Niagara R2 Install & Startup Guide.

The Lexicon Installer is one of several NiagaraAX platform views. This view lets you install text-based
NiagaraAX “lexicon sets” from your Workbench PC to a remote JACE platform, as needed.

Note that starting in AX-3.7, lexicons can also be installed as modules ( jar files), in which case you use
the platform Software Manager (instead) for installation in remote JACE platforms. In fact, “standard
lexicons” are distributed in AX-3.7 (and later) builds as modules, using a module file name convention of:

niagaralexiconLc.jar

where Lc is the two-character “language code”, such as Fr for French or Es for Spanish. In addition,
Workbench 3.7 or later provides an updated Lexicon Tool with a special “Lexicon Module Maker”
view you can use to modify or make new lexicon modules, from edited text-based lexicon files.

For complete details, refer to the NiagaraAX Lexicon Guide.
Lexicons in NiagaraAX typically have one of two uses, depending on job location:

+ International locations: For non-English language support
+  Domestic (U.S.) locations: where you have modified the English (en) lexicon in order to change the
wording used in default labels.

Beforehand, you typically use the Lexicon Editor view of the Lexicon Tool in Workbench to
review and edit entries (or keys) in the individual lexicon files with localized values needed for language
support. See the User Guide sections “About lexicons” and “Lexicon editor” for more details.

When you select Lexicon Installer, any existing text-based lexicon sets (already installed in that platform)
are listed in the view pane. When you click Install, a “Select Directories” dialog appears for you to select
lexicon sets (on your Workbench PC) to install in the remote platform, as shown in Figure 1-33.
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Status and Runtime Data area

Figure 1-33  Lexicon Installer, selecting lexicon
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When you click OK, the selected lexicon directory is installed in the remote JACE platform. An “Instal-
lation Complete” dialog appears when all files are transferred, as shown in Figure 1-34.

Figure 1-34  Lexicon Installer, lexicon installed
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License Manager

Note: Ifa JACE-603 or JACE-645 configured for Niagara R2 (and not NiagaraAX), note that this view applies
only to the NiagaraAX license for that controller—something always required. However, you use a tab
under a different “R2 Platform Tool” platform view for viewing/installing the controller’s Niagara R2
license. Niagara R2 licensing is not covered in this document. For details, refer to the “R2 Installation
Manager” section in the Retrofit Board Niagara R2 Install & Startup Guide.

The License Manager is one of several platform views. This view lets you install (import) licenses and
certificates to a remote JACE platform, sourced either from your Workbench PC or the Niagara licensing
server. You can also view contents of licenses and certificates, and if desired, delete them from a JACE.

Note: A “floating license repository” (FLR) option is available in NiagaraAX, to permit licensing of Workbench
hosts and Supervisors with a “host-independent” client license. Such licenses are “leased” from a job's local
FLR server station, running on a specially-licensed host with one or more “license packs” This different
licensing is explained in an engineering notes document “Floating License Repository”.
Please note that the License Manager, as well as the LicenseService under a station’s PlatformServices, does
not work with floating licenses or license packs, only traditional, host-specific, “node-locked” licenses
typical to JACEs. This NiagaraAX Platform Guide describes working with traditional licenses only.

NiagaraAX-S.S &3.7ul
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Figure 1-35 License Manager lists existing NiagaraAX licenses and certificates
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The License Manager lists any existing NiagaraAX licenses and certificates (already installed in that
platform), as shown in Figure 1-35.

If selected, you can also view or delete an existing license file (View button is the same as simply double-
clicking item, see Figure 1-36), or save (export) a license file as a “license archive” (lar) file.

Buttons below each side let you install (import) a new license or certificate file. Typically, license files are
imported from either the online licensing server or from your local license database.

Click a license or certificate to select it, or double-click to view in a dialog, as shown in Figure 1-36.

Figure 1-36 Viewing a license in License Manager
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A license and a certificate are each a digitally-signed text file, with differences briefly as follows:

o Alicensefile is unique to a specific Niagara host, and enables a set of vendor features. All NiagaraAX
hosts require a branded “Tridium” license. If third-party modules are installed, one or more addi-
tional licenses may be needed. For details about license file contents, see the section “About Niagar-
aAX license files” on page A-8.

o A certificate file varies by vendor, and matches that vendor to a public key used for encryption. It is
used for verifying the authenticity of license files. All NiagaraAX hosts require a “Tridium” certifi-
cate. If third-party modules are installed, one or more additional certificates may be needed.

A

Caution Do not delete an existing license or certificate without specific reason, as you will likely render the JACE
inoperable until a proper license or certificate is reinstalled!

For further License Manager details, see the following sections:

+  License operations
+  About the licensing server

Note: Workbench management of licenses uses a structured “local license database” and utilization of a “license
archive file” format. In addition, a Workbench License Manager tool is available, which does not require a
platform (or station) connection to use. These features are explained in an appendix to this document,
“License Tools and Files”, along with details about the contents (features) of license files.
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License operations

Below the license-side of the License Manager (Figure 1-37), these two buttons (commands) are displayed
in addition to View and Delete:

+  Import — Always available, this provides various options for installing a license file from local files,

from the licensing server, or from your “local license database.”
+  Export — Available if you have a license selected, to save locally as a “license archive file.”

Import
If you choose Import from the License Manager, the Import License dialog asks you to select where the
source license is, as shown in Figure 1-37.

Figure 1-37 Import dialog from License Manager

= 5

Host Address 192.163.1.65
Qnx-MPMSE-0000-153C-6E44

Py oy hetwoe 7] Host ID
3 o ietworl
wy Brand ID tridium
-

- |z |Nav

Eheel 192.168.1.68 | Licenses Certificates
B8 Platform || [Fridiom license {Tridium 3.7 - never expires) | Tridium, certificate (Tric
Application Director =
=:. Import License x|

- | Certificate Management
'"vi‘i DDMS Configuration
(] Distribution File Installer
File Transfer Client
dﬂﬂ] GPRS Modem Configurati{SS]
A Lexicon Installer

<8 Import one or mare licenses from files;

<> Import licenses from the local license database

< Import licenses from the licensing server

- |58 Platform Administration | ¥

4| H;‘ | Impnrtl\u Export || View || Delete | ‘ Import H:

Import: Install icense(s) from a file, the local license database, or the license server

Select one of the following options (depending on scenarios, some may be unavailable, as noted):

Note: See “License Import results” on page 1-38 for details on results after making a selection below.

. Import one or more licenses from files
Always an available option, this provides a Select File dialogin which you can navigate to either
a source license archive (.lar) file or an unzipped license file. When you select a license or license ar-
chive file, an attempt is made to install the license in the host platform.

. Import licenses from the local license database
This option will be unavailable (dim) if this host’s license file is not in your local license database, or
if the license in your local license database already matches the currently installed license. With this
option selected, the license is immediately installed in the remote host platform. See “About the local
license database” on page A-6 for related details.

. Import licenses from the licensing server
Typically, this option is available if your Workbench PC has Internet connectivity. When you select
this option, Workbench silently searches the licensing server and installs the license.

Export

With a license selected in the License Manager, the Export button provides a Save License As...
dialog to save that license file locally on your Workbench PC, as a license archive ( . 1ar) file. See Figure 1-
38. For related details, see “About license archive (.lar) files” on page A-7.
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Figure 1-38 Save License As dialog

% Save License As... x|
| Save License As...
Choose a name for the new local copy of the selected license file
=i My File System |~] # sysHome | £F B
E'ﬁ MName |Host jinj B
B} backups ) backups =]
BHED) bin [ bin
BHS) certificates |5 certificates
EHE) cleanDist [E5) dleanbist
[ E] daemon B daemon
Bt B docs ! E' docs
BHES) help Sohep |
) Sire
BHE) jre =
B0 [ licenses
BHL) licenses [ modules =
Bt B modules —
i =| Mame [Licenses.lar

You can use the License Manager's Import command to install any exported license archive, or the equiv-
alent Import File command in the Workbench License Manager view of Workbench.

By default, a license archive file is saved in the root of your Niagara release directory. If needed, you can
use the dialog’s navigation controls to specify another target folder or drive. Before saving, you can also
rename the license archive file, to make it more identifiable. For example, instead of: licenses.lar,
you could rename it MyJaceNxs. lar.

After exporting a license, a notification dialog appears in Workbench, as shown in Figure 1-39.

Figure 1-39  Exported license archive notification dialog

B x

licenses. lar saved

License Import results

Depending on the Import option chosen in the License Manager (Figure 1-37) and the success of the
import attempt, after you click OK, one of several dialogs may appear to signal completion, as follows:

+ Licensing Complete
The license was successfully added, as shown in Figure 1-40.

Figure 1-40 Licensing Complete dialog
zl

The licenses and certificates for the remote host have
been successfully updated.

@ Updated
Tridium.license (Tridium 3.7 - never expires)

The remote host must be rebooted for the licenses
to become effective. Reboot now?

= I |

Note: If a station is running on the host platform, this dialog informs you that the host must be
rebooted (if a QNX-based platform) or station restarted (if Win32-based platform) to become
effective, and provides a Yes button to do this now. Or, you can select No and do this manually later.

+ Licenses and Certificates Already Current
The license currently installed on the host already matches the source license (whether specifying
any of the license import options). A dialog appears as shown in Figure 1-41.

Figure 1-41 License and Certificates Already Current

.= Licenses and Certificats x|

Al files on the remote host are up to date.

+  File Not Installed
No appropriate license (by host ID) was found in either the license file or the license archive specified
when importing by file, noted with a dialog similar to Figure 1-42.
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About the licensing server

Figure 1-42  File Not Installed
zl

@ The host ID in the license file does not match the host ID for the target.

+  (License Request Form, in browser)
If importing from the license server, and an existing license was not found for this host platform, a
separate window (of your default browser) opens with a license request form, showing the host ID
for this host. See Figure 1-43 on page 1-39.

About the licensing server

For traditional NiagaraAX license files validated against the Tridium certificate, installation can be
automated from Workbench. All such purchased licenses (including JACEs, Supervisor, or Workstation-
only) are stored and available to Workbench through the online licensing server.

The licensing server is the final license authority—the most current version of any NiagaraAX host
platform’s license is always stored there. In addition to accessing licenses via the licensing server when using
the License Manager, operations in other Workbench views access the licensing server too. Examples
include the Workbench License Manager tool of Workbench, or the Network License Summary view of the
“Licenses” slot of the NiagaraNetwork's ProvisioningExt.

Providing that your PC currently has Internet connectivity while running a platform connection to any
Niagara host, the License Manager allows you to automatically retrieve and install any needed licenses.

Do this with the Import button, then selecting the license server option. See “Import” on page 1-37
for details. As a side benefit, your “local license database” is also updated.

If sourcing from the license server while platform-connected to a host that has not yet been assigned a
license by the server (or has a “pending” license), a license request form opens in your computer’s default
browser, as shown in Figure 1-43.

Figure 1-43  License request form in browser (from Workbench, Tools > Request License)

€« C | [} axlicensing.tridium.com/license/request?params=YnJhbni1 @, 7¢| =
- -
g licensing

Request/Bind License

License Details

Host Id* : Win-5BE1-B094-FC24-3440
License Key*

Requester Details

m

Name*

Company”

E-mail

4 | +

This lets you submit a license request to the licensing server that includes the platform’s Niagara Host ID.
In this dialog, be sure to enter your name, and email address (Figure 1-43).

If you already have been sent a “License Key’, note that a pending “unbound” license already exists on the
licensing server. In this case, you can enter the license key along with the part number to activate that
license, and make it immediately available.
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Upon approval, the license file for this JACE will be emailed back to the entered address. This license will
typically be a zipped “license archive” (have a “. lar” extension)—see “About license archive (lar) files” on
page A-7. At that point forward, it will also be available for automatic retrieval using the corresponding
“licensing server” operations from various views, such as the License Manager, Workbench License
Manager view, and so forth.

Platform Administration

Note:

Note:

Note:

1-40

Starting in AX-3.6, this view is key in any platform connection to a JACE-603 or JACE-645 controller,
providing an option to either “Install Niagara R2” or “Uninstall Niagara R2”. See the Retrofit Board
Niagara R2 Install and Startup Guide for details specific to these two controllers, including sections “About
the Install Niagara R2 Wizard” and “Platform Administration view’

Platform Administration is one of several platform views. This view provides access to various platform
daemon (and host) settings and summary information. As shown in Figure 1-44, available functions
appear as “buttons” on the left side, and summary information is listed in the right side. Typical use is
when commissioning a new JACE, or when troubleshooting platform or host problems.

During a platform connection, upon first access to Platform Administration, a small delay occurs while
downloading data about that platform’s installed modules. You may briefly see a “Loading Modules”
dialog before the main view (Figure 1-44) appears.

Figure 1-44  Platform Administration view

Java Virtual Machine sun-jre-gnx-ppc (Sun Microsystems Inc. 1.5.0.34.26.2)

E@ Backup

4‘ ‘Commissioning

Niagara Stations Enabled enabled

[E
Baja Version Tridium 3.7.35
‘ 5 View Details | ’
System Home Jniagara
‘ - Update Authentication | Host 192.168.1.123
9 Daemon HTTP Port 3011
‘ o | Host 1D Qnx-NPM6E-D000-153C-7BE2
‘ | Change SSL Settings | Model NPMSE
Local Date 17-Apr-12
‘ ) o D | Local Time 16:02 EDT
‘ @ FTP/Telnet | Local Time Zone AmericafMew_York (-5/-4)
= Operating System gnx-jace-npméc-etfs 2048 (2.6.17)
‘ %/ Change Output Settings | Niagara Runtime nre-core-gnx-ppc (3.7.35)
‘ View Daemon Output | Architecture ppc
Module Contents ui+runtime:
‘ P set Module Filter | Strip line nos. true
| |
| |
| |

Sedona Support unsupported
@ Reboot Niagara R2 Support unsupported

Platform 55L Support dizabled

Humber of CPUs 1

Current CPU Usage 30%

Overall CPU Usage 32%

Filesystem Total Free Block Size Files Max Files
[fffsD 125,975 KB 65,852 KB 2,048 bytes 823 4096

Physical RAM Total Free
262,144 KB 52,376 KB

Other Parts npmixx-etfs2043 (1.2)

Starting in AX-3.7, a “Change SSL Settings” button is enabled if the platform is licensed for SSL (feature
“crypto”), and has the necessary modules installed. Otherwise, this button remains unavailable (dimmed).

The following sections provide more details:

+  Types of Platform Administration functions
+  View Details
+  Update Authentication
+  Change HTTP Port
+  Change SSL Settings
+  Change Date/Time
+  FTP/Telnet
+  Change Output Settings
+  View Daemon Output
+  Set Module Filter

«  Backup
+  Commissioning
+  Reboot

Some functions vary by platform, see “About platform differences” on page 1-6.
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Types of Platform Administration functions

Reboot does exactly what it says, regardless of the opened platform. This is a drastic action to take on any
Niagara host. See “Reboot” on page 1-55 for more details.

Types of Platform Administration functions

The following list summarizes platform administration functions, by button in the view:

.

View Details

Provides platform summary data, available to the Windows clipboard. Includes all summary infor-
mation shown in main Platform Administration view, plus installed modules, and so on.

Update Authentication

For dialogs to change platform login access (user name and password). In QN X-based platforms this
is simple, as there is only one platform administrator. Windows-based platforms offer a choice of a
single (digest) platform account, or use of Windows OS user accounts (basic authentication).
Change HTTP Port

For a dialog to change the HT'TP port for the host’s platform daemon from (default) port 3011 to
some other port.

Change SSL Settings

(Available only ifa AX-3.7 or later host that is licensed for SSL) For a dialog to enable/disable secure
SSL/TLS connections to the host’s platform daemon, specify the TCP port used, plus other settings.
Change Date/Time

For a dialog to change the hosts’s current date, time, and time zone, as used by that host’s OS.
FTP/Telnet

(QNX-based only) For a dialog to enable/disable both FTP and Telnet access to the JACE, or change
the default port number used by each one.

Note: FTP and Telnet pose security risks. We strongly recommend you keep each one disabled, unless
otherwise directed by Systems Engineering.

Change Output Settings

Provides a dialog to change the log level of different processes that can appear in the platform dae-
mon output.

View Daemon Output

Provides a window in which you can observe debug messages from the platform daemon in real time,
including the ability to pause.

Set Module Filter

Provides a dialog to change the module content level of the host. Used very infrequently.

Backup

Make a complete backup of all configuration on the connected host platform, including all station
files as well as other Niagara configuration.

Commissioning

One way to launch the Commissioning Wizard, as an alternative to right-clicking on Platform in the
Nav tree.

Reboot

Provides a method to reboot a JACE platform, which restarts all software including the OS and JVM,
then the platform daemon, then (if so configured in the Application Director) the installed station.
If you click this, a confirmation dialog appears. If you answer yes, the JACE is rebooted and the plat-
form connection drops.

View Details

This selection from the main Platform Administration view lists more platform information than shown
in the main view. Included in the View Details window (Figure 1-45) is all installed modules,
lexicons, licenses, and certificates, in addition to all stations (each station line lists configuration for
autostart and autorestart, plus current status).
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Figure 1-45 View Details dialog in Platform Administration

zl
Flatform summary for 192.168.1.36 N
Daemon HTTP Port: 3011
Host ID: Onx-NEM6-0000-13R3-0D21
Niagara Runtime: nre-core-qni-ppc (3.7.36)
Architecture: jaaled
Humber of CEUs: 1
Model : NEME
Module Contents: uitruntime
Strip line nos.: true [
Operating System: gnx-jace-npméxx-etfs2048 (2.6.17)

Java Virtual Machine: sun-Jjre-gnix-ppc (Sun Microsystems Inc. 1.5.0.34.26.2)
Niagara Stations Enabled: enabled

Sedona Support: unsupported
Niagara R2 Support: unsupported
Platform SSL Support: ssl only
Port: 5012
Certificate: tpubsjaceé
Protocol: SSLw3+ILSvl
System Home: [/niagara
Physical BRAM Free Total
53,428 KB 262,144 KB
Filesystem Free Total Block Size Files M
fE£s0 70,678 EB 126,976 KB 2,048 bytes &818
Modules
alarm (Tridium 3.7.36) ]
app (Tridium 3.7.36) -
4 | ]
| [[ Copy to Clipboard || Close |

Generally, information in this view is helpful when troubleshooting or asking for technical support.
Buttons include:

+ Copy to Clipboard puts all details in the dialog on your PC’s Windows clipboard.
+  Close exits the dialog, same as Windows close control (contents copied remain on clipboard).

Update Authentication

This selection from the main Platform Administration view lets you change that platform’s authenti-
cation. This affects the login used to access the host’s platform daemon. Depending on the type of
platform currently opened (QNX-based or Windows-based), update authentication provides different
dialogs, as follows:

+  QNX-based platforms: Digest platform authentication
Note: Also see “Improvements to AX-3.8 digest authentication” on page 1-43
. Win32-based platforms, either:

+  Basic platform authentication or
+  Digest platform authentication

Digest platform authentication
Digest platform authentication is the only method for a QNX-based host or Linux-based Supervisor, and

is an alternative for a Windows-based host. The associated Authentication dialog lets you change the
single platform account credentials (user name and password), as shown in Figure 1-46.

Credentials are case-sensitive. For example, PlatUser and Platuser are not the same.

Figure 1-46  Platform authentication dialog for digest authentication

= Authentication x|

| Matform Daemon Authentication
Platform User Account Information

User Name [21atUsetz]|
passwors
Password

‘ Back || Next || o‘/?Flnisll || (&) Cancel ‘

When commissioning a new JACE, always change platform credentials from the defaults! Note that the
Commissioning Wizard incudes a step for this (“Platform daemon authentication”). Do not omit this
step. A JACE installed with default platform credentials is extremely susceptible to unauthorized
intrusion! Further, in AX-3.8 there are related “warnings’ See “Improvements to AX-3.8 digest
authentication” on page 1-43.
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The following sections provide more details:
+  User Name

+  Password

«  Usage Notes

User Name In digest authentication, platform user name can be as follows:

. If QNX-based host, a maximum of 14 alphanumeric characters (a - z, A - 2, 0 - 9), where the first
character must be alphabetic, and following characters either alphanumeric or underscore ().

«  If Windows-based host, any number of alphanumeric characters, including hyphens and under-
scores.

Password In digest authentication, platform password for both QNX-based and Win32-based hosts can
be any combination of alphanumeric characters, including common punctuation (! @ # $ %). This
permits a strong password.

A “strong password” is highly recommended. Some basic guidelines on strong passwords:
+  Use both upper and lower case.

+ Include numeric digits.

+ Include special characters.

+  Don’t use dictionary words.

«  Don’t use company name.

+  Don’t make the same as the user name.

. Don’t use common numbers like telephone, address, birthday, and so on.

Usage Notes In digest authentication, when changing credentials (user name or password, or both),
your new credentials become immediately effective when you click Finish. If you previously had

“Remember these credentials,” selected in the Authentication login dialog, the cached credentials are
automatically updated. For related details, see the “Credentials manager” section in the User Guide.

Improvements to AX-3.8 digest authentication

In AX-3.8, improvements were made in platform digest authentication and JACE security, as follows:

1. Platform digest credentials now use a strong, two-way AES-256 encryption technique, utilizing the
unique keyring and key material file of the host (JACE).

2. Platform digest credentials were relocated to a more secure location in the registry of the host
platform (e.g. JACE).

3. Any AX-3.8JACE controller operating with factory default platform credentials issues warnings seen
with an AX-3.8 Workbench platform connection to it, in these areas:

+ InthePlatform Administration view, ayellow box WARNING & remains in the bot-
tom right area of this view: Factory default platform credentials detected

ruesystem 1otal FIEE  BIOCK SIZE HIES Max Fies
[ffs0 126,976 KB 67,172 KB 2,048 bytes 817 4098
Physical RAM Total Free
262,144 KB 39,756 KB
Other Parts npm&xx-etfe2043 (1.3)

i" 1 ':\ WARNING: Factory default platform credentials detected

o

This warning remains until you change the credentials to non-defaults, using Update Au-
thentication from this same Platform Administration view.

+ IntheApplication Director view, upon station startup a text warning is seen in station
output before any other messaging.

= [= |

Connected to 192.168.1.36

Auto-Start
* ® Restart on Failure
& FACTORY DEFAULT PLATFORM CREDENTIALS DETECTED! & _Start
* *
MESSAGE [17:33:57 15-0ct-13 EDT] [sy3.registry] Up-to-date [172m3]

MESSAGE [17:33:58 15-0Oct-13 EDT] [sys.registry] Loaded [671ms] ———— |

As shown above, this warning precedes all other station output, and it repeats upon each station
start until you change the platform credentials to non-defaults.
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Note that related to this change in AX-3.8 digest platform credentials, that station backups no longer
store platform credentials—which can affect backup restoration behavior. For related details, see “AX-3.8
changes to backup dist usage” on page 1-23.

Basic platform authentication

A Win-32 based platform can use either digest or basic (native Windows OS user based) authentication
for Niagara platform access.

«  Digest platform authentication provides good protection against password eavesdropping. However,
there is only one level of platform login access, using a single platform user account.

+  Basic platform authentication provides integration with existing Windows installations, and pro-
vides two levels of platform access. However, it does not protect against password eavesdropping.

For any Win32-based host, including a JACE-NXS, when you update platform authentication, a dialog

asks you to select one of the two methods, as shown in Figure 1-47.

Figure 1-47  Authentication dialog for Win32 Niagara host
B

/? Platform Daemon Authentication
Authentication Method

Use basic authentication with native Windows user names and passwords. This
44> method provides tight integration with existing Windows installations, though
it provides no protection against password eavesdropping.

o Use digest authentication with a single spedified user name and password.
This method provides good protection against password eavesdropping.

| Back || bNext I| Finish || (=) cancel |

+ Ifyou select digest authentication, upon Next you go to the authentication dialog to set the single
platform login account (Figure 1-46 on page 1-42). There is no linkage between Windows OS users
accounts and the platform administrator.

«  Ifyouselect basic authentication, you go to a different dialog where you can assign one existing Win-
dows user group to each of the two possible levels of platform access.

Note: Ifthe host platform is currently configured for digest authentication, and you change to basic
authentication, you first see a login dialog, as shown in Figure 1-48. If already configured for basic
authentication, you go directly to the basic authentication dialog (Figure 1-49).

Figure 1-48 Login dialog when changing from digest authentication to basic authentication

.= Authentication x|

| Platform Daemon Authentication
&
Administrator Credentials

Flease enter the username and password you use when logging into the host's domain.

username ]
Password

| {Back || Next H Finish H @Canuel|

Use your standard Windows login credentials—if the host is on a Windows domain, login using the

credentials you use when logging into that domain. This is necessary to limit the number of possible
domain groups to only those groups in which you are a member. Such groups will be selectable in the
next dialog for Basic Platform Authentication (Figure 1-49).
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Figure 1-49  Basic platform authentication dialog, group selection

0
/ ) Platform Daemon Authentication
Privieged Groups
User Group ‘BUIL‘I‘IN\Users |v |

Members of this group have access to most platform tools
in Workbench

Admin Group [BUILTIN Administrators ]

Members of this group have the ability to administer TCP/IP, reboot
the host, and change date/time settings.

Stations Allow stations to have admin access to the platform daemon

Unchecking this setting will prevent stations from being configured
to allow TCP/IP changes, reboots, or system dock changes.

| 4 Back H Next || </ Finish || © cancel |

This basic authentication dialog lets you select one Windows group for each of the two levels of plat-
form access. In addition, the “Stations” checkbox determines certain platform writes from a station.
For more details, see the next sections “Station access” and “Levels of platform access”.

Station access A “Stations” checkbox in the basic authentication dialog (Figure 1-49) allows you to
disable any station user from changing TCP/IP settings, system time, or rebooting the host by accessing
the station’s PlatformServices.

In general, ifa Windows-based JACE, you should leave the Stations checkbox enabled, as shown. However,
if an Supervisor (PC) platform, you may wish to clear the Stations checkbox, particularly if the local IT
department has host access concerns.

Levels of platform access Basic platform authentication provides two levels of platform access, which
are determined by a user’s group membership(s). The levels of platform access are:

+ User
Platform access at this level allows full use of most Workbench platform views. This includes the
ability to change platform daemon HTTP port, install or delete licenses and stations (including the
one running), also to install, re-install, or upgrade the platform dist file and/or modules, and to start,
re-start, or stop a station.

+ Admin
Full access. This includes all user-level platform operations, plus the ability to configure host TCP/
IP settings and dialup configuration, change platform authentication, change host date/time set-
tings, use the File Transfer Client, and reboot the host.

When platform-connected at the user level (vs. admin), some platform views are read only. This includes
views for TCP/IP Configuration and User Manager. In addition, some Platform Administration view
buttons are unavailable, as shown in Figure 1-50.

Figure 1-50 Platform Administration view if user-level platform login

Baja Version Tridium 3.7.36
| 5 View Details | :

System Home d:'\niagara‘niag
| Update Authentication | Host My Host : VAS1
| J“"(hangell'lTPPnrt | HTTP Port 3011

Host ID Win-5BE1-8094
| change SSL Settings | Model None

. Local Date 02-May-12
| Change Date I | Local Time 15:26 EDT
| § Change Output Settings | Local Time Zone AmericaMNew_Y

Operating System Windows 7 (6. 1
| View Daemon Output | Niagara Runtime nre-core-win-xt
| set Module Fiter: | Architecture amds4

Module G doc-Hai-Hruntime
| B4 Backup | Strip line nos. false
| z:kﬁ Commissioning | Java Virtual Machine suN-jre-win-x6¢

Niagara Stations Enabled enabled
| Reboot | Sedona Support unsupported

Niagara R2 Support unsupported

Platform access to a remote Windows-based host (JACE-NXT, JACE-NXS) also provides a User Manager
view in which you can manage Windows users and groups local to that host.

Privileged group selections For platform admin level access, you can select from a list of user groups
known to Windows on that host, as shown in Figure 1-51.
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Figure 1-51  Group selections include Windows built-in user groups
E platformPlatformAdminAuthMethodWin32-2b.png* [1:1] {Backa: 3] =]
& [2 |
Users Groups

|Name |Comment | B |

OEM-6417-416%\Operator Operator Lser
OEM-6417-4169\Tridium  |Built-in account for adminis|

BUILTIN\Administrators k
BUILTIM\Backup Cperators
BUILTIM\Guests
BUILTIMN\Network Configuration Operators
BUILTIM\Power Users

BUILTINRemate Desktop Users
BUILTIMReplicator

BUILTIMUsers

NT AUTHORITY\DIALUP

NT AUTHORITY NETWORK

WT Al THORTTYIRATCH

| New Group || Delete Group ‘

bers of "BUILTIN\Administrators" group
Type |Name | B
user  OEM-6417-4169%Tridium

4 | [

Groups include Windows “built-in” user groups (include “BUILTIN” or “NT AUTHORITY” prefix), as
well as any locally-defined user groups. If the remote host has been added to a Windows domain, groups
defined in that domain are also listed and available.

Domain groups are limited to only those in which the login user is a member.

If a user has membership in both assigned Windows user groups, upon successful platform login they
have admin-level platform access.

Default group selections for a Niagara Win32 installation (either Workbench/Supervisor installation or a
factory-shipped JACE-NXS) are as follows:

o User Group — BUILTIN/Users
+  Admin Group — BUILTIN/Administrators

Change HTTP Port

This selection from the main Platform Administration view lets you change the HTTP port monitored
by the host’s platform daemon for “regular” (that is, non-SSL) platform client connections. By default,
port 3011 is monitored for such connections. This differs from any port used for station (Fox) connec-
tions or for any secure (SSL) connection. For more details, see “About a platform connection” on page 1-3.

Ifthere is a firewall on the host (or its network), before changing this port make sure that it will allow traffic
to the new port. For JACE-NXT (or JACE-NXS) related details, see the section “Review the Windows XP
Firewall” in the JACE-NXT NiagaraAX Install and Startup Guide.

Figure 1-52  Update Platform Daemon HTTP Port dialog
x

Enter the new HTTP port on which the platform daemon will listen.
Once the changes are made, any connections to the
platform daemon will be briefly interrupted.

port [3015 |

If needed, you can change the daemon monitored port to another HT TP port. You may choose to do this
for specific firewall reasons, or perhaps for additional security. As shown in Figure 1-52, you can type in
the new port number in the Port field, which enables the OK button.

-

When you click OK, the platform daemon restarts, and your platform connection reopens (note this does
not affect the operation of any running station). The platform icon shows in the Nav tree with the new
HTTP port number (:#) in parenthesis.

Before closing the host (removing it from the Nav tree), carefully note the new (non-default) port number
you entered. You must specify that port number whenever reopening a platform in a non-SSL connection.
You can check this port number in a station running on the host, by opening its Config, PlatformServices
property sheet.
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Change SSL Settings

(AX-3.7 or later platforms that use the Hotspot Java VM, and with the necessary modules installed). This
selection from the Platform Administration view lets you configure for secure (SSL/TLS) platform
connections, as well as change related secure platform connection (platformssl) parameters.

Figure 1-53 shows the dialog with default values.

Figure 1-53  Platform SSL Settings with default values (disabled)

x
state  [oied ]7]
port

Certtcate [oriarm ]
Protocol  [S5Lv3+TLSv1 [+ ]

Fields in this dialog are as follows:

+  State
Either Disabled, Enabled, or Ssl Only, to specify how Workbench clients can connect to this host’s
platform daemon.
«  Disabled — Secure platform connections not possible (only regular platform connections).
+  Enabled — Secure platform connections permitted, as well as regular platform connections.
«  Ssl Only — Only secure platform connections are allowed. Behavior from an attempt to open a
regular platform connection differs between AX-3.7 and AX-3.8, as follows:

—  With a AX-3.8 platform, any such attempt goes unresolved (errors out).

—  Witha AX-3.7 platform, any such attempt is automatically redirected to the port servicing
secure platform connections. (Note this not supported for the host as a target in a tunneled
platform connection).

This state is reflected among the properties listed on the main Platform Administration view, as
“Platform SSL Support” state.

« Port
Software port monitored by the platform daemon for a secure platform connection, where port 5011
is the default. Note this is different than the default HTTP port (3011) for a “regular” (unsecure) plat-
form connection.

A

Caution Again, if there is a firewall on the host (or its network), before changing this port make sure that it will allow
traffic to the new port.

+  Certificate
The “alias” for the server certificate in the platform’s “key store” to use for any platformssl connec-
tion. The default is the “cridium” self-signed certificate, which is automatically created when SSL is
first loaded (by presence of certain modules and proper host licensing). If another certificate has
been imported in the platform’s key store, you can use the drop-down control to select it instead.
Certificates on the platform are managed via the platform Certificate Management view. For
general information in this document, see “Certificate Management” on page 1-19, or for complete
details refer to document NiagaraAX SSL Connectivity Guide.

+  Protocol
Either SSLv3, TLSv1, or SSLv3+TLSv1, specifying the protocol for the secure platform connection.
+  SSLv3 — Only SSL version 3 (Secure Socket Layer) is used.
e TLSvl — Only TLS version 1 (Transport Layer Security) is used.
+  SSLv3+TLSvl — Either TLS version 1 or SSL version 3 can be used for the platform connection.

This is typically recommended, and is the default.

Note: If an AX-3.8 platform configured for FIPS 140, protocol is automatically set to TLSv1, and
made read-only. For related FIPS 140 details, refer to the NiagaraAX FIPS 140 Configuration Guide.

Figure 1-54 shows an example dialog for a a JACE enabled for platform SSL (only).

NiagaraAX-S.S &3.7ul

Platform Guide

1-47



Platform Administration

Chapter 1 — Niagara platform

Change Date/Time

Note:

Note:

December 18,2013

Figure 1-54  Example settings for a JACE enabled for SSL, with a signed certificate
zl

state [0y 7]

port
Certicate [epazacee 7]

Protocol [SSLv3+TiSvi |+ |

In this example, the JACE uses a signed certificate with alias “cpubsjaces” (previously imported), with
the port and protocol settings left at defaults.

Save notes on SSL platform settings

When you click Save after making any changes in Platform SSL Settings, those changes are immediately
applied. Often this means your current platform connection closes, and then reopens in Workbench. For
example if you change state from “Ssl Only” to “Disabled’, your secure connection will close and then
reopen as a regular (unsecure) platform connection. Or, if while secure connected, if you change Port
from (default) 5011 to another port number, your reopened platformssl connection will use this new port,
shown in parentheses (nnnn) to indicate a “non-default” port is being used.

Before closing the host (removing it from the Nav tree), carefully note the new (non-default) secure platform
port number you entered. In the future you must specify that port number whenever reopening this
platform using the “Platform SSL Connection” method.

Change Date/Time

This selection from the main Platform Administration view lets you change the date and time in the
Niagara platform, as well as specify its time zone (Figure 1-55). The Save button becomes available after
you change one or more fields in the dialog, or when you click Use Local.

Figure 1-55  Set System Date/Time dialog

. Set System Date/Time x|

pate  PEET0E o
Tme  [T509

Time Zone America/Mew_York (-5/-4) [~ |

| Use Local H Save || Cancel |

Upon Save, any change is processed by that host’s operating system.
The three dialog fields are as follows:

+ Date
Click in a day-month-year position to select, then click up/down controls, or click and type in nu-
merals directly, or click the calendar icon for a popup dialog to select the date from a calendar.

. Time
Always displays in 24-hour format. Click in a hour or minute position to select, then click up/down
controls, or click and type in numerals directly.

+ Time Zone
Provides a drop-down selection list of all available time zones in NiagaraAX. Each time zone pro-
vides a text description, and in parenthesis the “hour offset” from UTC (and if daylight savings time
is used) the “offset plus daylight savings.” For example: America/New York (-5,-4).
For more time zone details, see the appendix “Time Zones and NiagaraAX” on page B-1.

Although rare, in some cases a platform’s OS may not support a particular time zone. This relates only to
a few time zones with daylight savings switch-over. For example, America/Santiago (-4, -3)is not
supported in Windows-based hosts because the start and end daylight savings dates are exact dates, versus
a week number and weekday (e.g. 2nd Sunday).

Upon clicking Save for a time zone not fully supported by the host’s OS, a popup dialog (Figure 1-56)
explains that the platform’s OS time zone was set to UTC (+0) during the update.
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Figure 1-56  OS time zone changed to UTC dialog
zl

/7 The date and time were updated, and time zone was successfully changed to "America/Santiago”,
i 1 g Because the operating system on the remote host does not fully suppart "America/Santiago™, the
operating system time zone has been changed to "UTC (+0)".

Use Local

Typically, if your Workbench PC’s current date/time setting are accurate, you click the “Use Local” to
synchronize the remote host’s date, time, and time zone with your Workbench PC. Upon Save, the
remote host will have the identical settings.

To keep time synchronized across multiple Niagara platforms, configure the NtpPlatformService in the
station running on each platform, as appropriate.

FTP/Telnet
This Platform Administration view selection is available for QNX-based JACE only. (For Windows-based
platforms, you configure/enable FTP and Telnet within local Windows TCP/IP configuration.)

As factory-shipped, a QNX-based JACE has the FTP and Telnet service disabled — this may be best,
especially if the platform is exposed to the public Internet. However, in some cases you may wish to
temporarily enable one or both services, perhaps to facilitate debugging.

FTP and Telnet pose security risks. We strongly recommend you keep each one disabled, unless otherwise
directed by Systems Engineering.

Note that Telnet access to a QNX-based JACE provides “system shell” access, providing (after login using
platform credentials) the same menu as “serial shell access” to its RS-232 port. For related details, see the
“System shell” section in the JACE NiagaraAX Install & Startup Guide.

You can also change the TCP/IP port used by each service from the “well-known” port to some other
port. However, be sure that any firewalls being used on your network will allow traffic to that port.

Figure 1-57 shows the FTP and Telnet dialog with Telnet enabled (both services showing “well-known”
ports).
Figure 1-57  FTP and Telnet dialog

x|

[] FTPEnabled  Port |21

Port

Change Output Settings

This selection from the main Platform Administration view lets you “tune” the amount and content of
the platform daemon output (View Daemon Output). You can do this by changing the log filter settings
of the various daemon processes (Figure 1-58).

Figure 1-58 Daemon Output Settings dialog for QNX-based JACE
zl

Log Filter Setting

niagarad n

webserver

stationRegistry

logfilter
reboot :
updatedaemaon
dis  [messase [7]
fe
gnxosupdate
appout [message [+ ]

By default, all daemon processes have a “Message” log filter level, and include the following:
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+  niagarad — Log for the platform daemon (niagarad) process, with “high level” entries like “niagar-
ad starting, “baja home = ...”,“niagarad stopping”.

+  webserver — Log for HTTP server for incoming platform client connections. Entries are often ge-
neric, before the daemon hands off to the appropriate platform servlet.

+  stationregistry — Log for platform daemon management of stations, including startup, shutdown,
and watchdog actions.

+ logfilter — Logs changes to daemon log states, meaning it tracks changes made in this dialog.

+  reboot — Log for the reboot servlet, one of the servlets the platform daemon manages.

+ updatedaemon — Log for handling Workbench requests for current platform daemon configura-
tion, used mainly by Platform Administration view.

» file — Logs requests made to the platform daemon’s file servlet, used in platform views like the File
Transfer Client, Commissioning Wizard, Software Manager, Station Copier, and so on. Many differ-
ent things can print on this log, like “request for file xxx”, or “wrote file xxx’.

+ gnxosupdate — Log for the OS upgrade servlet created by the platform daemon. Workbench uses
this servlet to upgrade the QNX OS in the host JACE when using the Commissioning Wizard or Dis-
tribution File Installer. Entries here can reflect a problem when updating the QNX OS, such as “os
crc isn’t right”, or “waitpid when launching osupdate command failed’.

+ appOut — Log for the thread managing buffers associated with station output, making that output
visible in the Application Director view. Entries may reflect buffer size changes (available in Appli-
cation Director interface), or if a problem occurs streaming the output to Workbench.

Log filter settings

For any item, use the Filter Setting drop-down to select one of the following:

+ Trace
Returns all message activity (verbose). This includes all transactional messages, which may result in
too many messages to be useful. Be careful using Trace!
+«  Message
(Default) Returns informational “MESSAGE”s, plus all “ERROR” and “WARNING” types.
+«  Warning
Returns only “ERROR” and “WARNING” type messages (no informational “MESSAGE”s).
«  Error
Returns only “ERROR” type messages (no “WARNING” or informational “MESSAGE”s).

View Daemon Output

This selection from the main Platform Administration view lets you examine standard output from the
host’s platform daemon (Figure 1-59), in real time. It is available for troubleshooting purposes.

Output is different from the output of a running station, as seen in the Application Director.

Figure 1-59  Example Output for platform daemon
RI=IEY

MESSAGE [13:19:06 22-Apr-2012] [tid
MESSAGE [13:19:10 22-Apr-2012] [tid
MESSAGE [13:19:10 22-Apr-2012] [tid
MESSAGE [13:19:10 22-Apr-2012]
MESSAGE [13:19:10 22-Apr-2012]
MESSAGE [13:19:56 22-Apr-2012]
ERROR  [15:03:42 25-Apr-2012]
ERROR  [15:07:06 25-Apr-2012]
ERROR  [15:06:07 25-Apr-2012]
ERROR  [15:06:07 25-Apr-2012]
ERROR  [15:06:07 25-Apr-2012]
MESSAGE [15:16:23 25-Apr-2012]
MESSAGE [15:17:03 25-Apr-2012]
;zp.pon [15:17:09 25-Rpr-2012]

2] niagarad: starting, baja home=/niagara

2] webserver: web server threads started [threadC
2] app registry: station registry starting

16] engine watchdog: station J6E_Test37 watchdog
16] station: station J6E_Test37 starting

app: station JEE Test37 startup complete
t3rvc: socket error: Socket Closed tid 21
tSrve: socket error: Socket Closed tid 21
tSrve: socket error: Socket Closed tid 21
tSrvc: socket error: Socket Closed tid 23
tSrvec: socket error: Socket Closed tid 22
logfilter: set "niagarad” log to LOG TRACE
logfilter: set "niagarad™ log to LOG_MESSAGE
tSrve: socket error: Socket Closed tid 21

4] [ »

| Pause Qutput || Clear Qutput || Close |

Depending on the log filter settings set in platform administration’s Daemon Output Settings
dialog (Change Output Settings), the activity level in the output window will vary. Output is “non-modal,’
meaning that you can leave this window open and still do other Workbench operations (including change
output settings).

As needed, use the scroll bars to navigate through messages, which will have headings “TRACE;
“MESSAGE,; “WARNING;, or “ERROR; depending on message type. Each message includes a
timestamp and a thread id number.

Use the Windows copy shortcut (CTRL + C) to copy text of interest to the Windows clipboard.
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Click Pause Output to freeze the output from updating further (no longer in real time). When you do
that, note that the button changes to Load Output. This means that daemon messages are still
collected. When you click Load Output, the display loads the collected messages and continues again
in real time.

Click Clear Output to clear all collected messages from the current daemon output window. This not
a “destructive clear; as another (or new) daemon output window retains daemon messages.
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Set Module Filter

This selection from the Platform Administration view lets you globally change the “module content level”
of the connected platform. This affects how much file space is consumed by installed Niagara modules.

+  Forany Windows-based host (providing it has hard drive for file storage), you typically want the full-
est possible content level, meaning including all documentation (doc+ui+runtime).

+  ForaQNX-based JACE, with more limited flash-based file storage, you may wish to change module
content level. Selection produces the Update Module Content Filter dialog (Figure 1-60).

Typically, you specify the module content level once during initial JACE commissioning, then never change it.

Figure 1-60 Update Module Content Filter Level dialog
Xl

“ Update Module Content Filter Level
I Choose the filter level

Flea: ontent is to be induded in module jars on this host:

<@ vi+runtime
<> runtime

| Back || Next H Finish || @Canoel|

Module content level is one of the following, from largest to smallest:

+ doc+ui+runtime — Typically appropriate only for Windows-based platforms.

+ ui+runtime — Appropriate for any JACE that is to run the Web Service. This is typical for any
“standalone” JACE, as well as any JACEs that serve PxPages directly to browser clients.

+  runtime — Typically only for a QNX-based JACE not running Web Service (all PxPages served in-
stead by a Supervisor).

Operations from a change in module content level differ according to the “direction” of the change.

Operations from a change in module content level
Depending on how you change the module content filter level, operations on the platform vary:

«  Ifyou restrict the content level (say, go from “ui+runtime” to “runt ime”), modules already installed
are not automatically re-installed (to reduce storage). You simply click the Finish button to close
the dialog, and platform/station operation is otherwise unaffected. However, if you later re-install
existing modules, or install new modules, the new content filter level is applied—typically with re-
sulting savings in storage space.

Therefore, if “freeing” storage space is the goal when restricting module content, after changing the
content level, you should re-install existing modules. Do this using the Software Manager.

«  Ifyouincrease the content level (say, from “runtime” to “ui+runtime”), this typically requires mod-
ules to be re-installed in that platform. In this case, the dialog provides a Next button and explains
that this automatically occurs, with the station first stopped as a result, as shown in Figure 1-61. Note
that if a QNX-based platform, this also automatically results in a reboot of that host platform.
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Backup

Figure 1-61  Dialog messages resulting from increasing module content level

.= Update Module Content Filter Level x|

_ Update Module Content Filter Level
| Reinstall software

The following modules already installed on the remote host do not have the right
content for the new filter level. If you select 'Finish', the modules listed below
will be reinstalled. Any running stations will have to be stopped while the
installation takes place,

alarm .- Update Module Content Filter Level x|

ID

app
backup .“ Update Module Content Filter Level
baja
bajaScript
e Completing installation:
hine <) Stop running stations ~ Success

¥ ) Commit Changes Running

4| Back Reboot host Not Started

Stopping stations

Making the changes...

Updating module content filter to "Runtime+UI™
Transferring files... %
Sending !modules/alarm.jar

Sending 'modules/app.Jjar

Sending !'modules/backup.jar

ISendin; 'modules/baja.jar

Backup

This selection from the Platform Administration view performs a complete backup of the connected
JACE, saved as a dist file on your PC. The backup dist contains the entire station folder plus the specific
NRE config used by that JACE platform, including license(s) and certificate(s). The dist also contains
pointers to the appropriate NRE core, Java VM, modules, and OS. If ever needed, you restore a backup
dist using the platform Distribution File Installer view.

The backup dist file also contains the TCP/IP configuration of the host when it is backed up. When
restoring the backup, you can select to restore these settings, or retain the TCP/IP settings currently in use
by the target host. See “Restoring a backup dist” on page 1-25.

You can perform a backup with a station running on the target host, or when no station is running.

+  IftheJACE is running station, a confirmation dialog appears to connect to it (Figure 1-62). This rou-
tine uses that station’s BackupService to perform an “online backup.” (If the station is not al-
ready open in Workbench, you must then logon as a station user.)

»  If no station is running on the JACE, the platform daemon performs its own “offline backup.”

Figure 1-62  Backup with station running, station connection

. Connect to Station? x|

@ Station "J6E_Test37" is currently running. Do you
want to connect to the station to back it up?

=il =

After station login and connection to the station (or if no station is running), the File Chooser
appears (Figure 1-63) for you to navigate to the target location to save the backup dist file, and to rename
if desired.

Control access to (keep secure) any saved backup dist files, as they contain sensitive information that could
be valuable to any “system hacker”.
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Figure 1-63  File Chooser to select target folder and dist file name

w4 File Chooser x|
@ File Spaces m}
==| My File System ! backups

4R 0 o - K [d
{3 backup_nxttest_120425_1559.dist
£ backup_Summit_120424_0823.dist
1 backup_Sup37_T1_120425_1608.dist

H_ | Bookmarks a

File name: |bac‘.kup J6E_Test37_120425 1611.dist

|
Files of type: |Dish’\butinn File | - ‘ oy

By default, the Backup function automatically creates (if not already present) a backups subdirectory
under your Niagara build directory. The default name for a backup file uses a format of:
backup stationName YYMMDD HHMM.dist

For example, “backup_J6E_Test37_120425_1611.dist” for a backup made of station “J6E_Test37” on April
25,2012 at 4:11 pm.

After you click Save the backup starts.

«  Ifthe station is running, a Fox Backup job is performed. A notification popup appears in the lower
right of your display when the backup is done. This job is recorded in the station’s BackupService
and visible in that component’s BackupManager view. Details are also available by accessing the
job in the station’s Job Service Manager.

+  Ifdoing an “offline backup” (no station running), the platform daemon provides another progress
dialog during the backup to a dist file, as shown in Figure 1-64.

Upon completion, you can click Close to return to the Platform Administration view, or click De -
tails to see another popup with a log of actions performed in the backup (Figure 1-65).

Figure 1-64  Backup from Platform Administration, no station running

.= Saving Backup Distribution File x|

File Ibackups /backup_192. 168. 1. 100_120425_1618.dist (2,272.8 KB written)

Status  r Running

Figure 1-65 Available Details from backup using platform daemon (no station running)

.. Backup Distribution Job Log x|
Status Timestamp B

@ Message |25-Apr-12 4:20 PMEDT |Backup starting...
Success | 25-Apr-12 4:20 PMEDT | Analyzing modules

Success | 25-Apr-12 4:20 PMEDT | Writing : certificates/Tridium. certificate
Success  25-Apr-12 4120 PMEDT  Writing : daemon,/daemen.properties
Success | 25-Apr-12 420 PMEDT  Writing : daemon,/daemonlog.properties
Success | 25-Apr-12 4:20 PMEDT  Writing : lb/bacnetObjectTypes. xml
Success | 25-Apr-12 4:20 PMEDT | Writing : lib/build.jar

Success | 25-Apr-12 4:20 PMEDT  Writing : lib/colorCoding.properties
Success | 25-Apr-12 4120 PMEDT  Writing : lib/devkit, properties

Success | 25-Apr-12 420 PMEDT  Writing : lib/editions fi2me /activation.jar
Success | 25-Apr-12 4:20 PMEDT  Wiriting : lb/editions fj2me/dasses. zip —

()88 (8 80 (8 (8 (& (&) (&

Commissioning

This selection from the Platform Administration view launches the Commissioning Wizard, an ordered
sequence of various steps. Included views are similar to a subset of those listed in “Types of platform
views” on page 1-5.

Typically, you use the Commissioning Wizard for the initial Niagara installation and startup of a JACE
controller. For related details, see “About the Commissioning Wizard” in the JACE NiagaraAX Install &
Startup Guide.

You also use the Commissioning Wizard to upgrade a JACE. For related details, see “Upgrading a JACE”
on page 1-29.

Note: The Commissioning Wizard is intended for a remote JACE only. Please note that this button is unavailable
whenever you are connected to your “localhost” (Supervisor) platform.
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Reboot

This selection from the Platform Administration view reboots the host of the connected platform. One
confirmation dialog appears, after which the daemon attempts to stop any running station before issuing
the final reboot (Figure 1-66).

A

Caution For any Windows-based host, never use reboot in place of restart station (from Application Director),
unless there is a specific need for it! Reboot is a drastic action to take on any Niagara host.

Figure 1-66 Reboot performs operating system reboot

%, System Rebook x|

é ! § Do you wish to reboot the system?

= =l

.- Stopping All Applications: x|

A request has been sent to stop all running applications. Please wait until
the applications have finished shutting down. This may take several minutes.

(/LS LSS/

i 192.168.1.100 Rebooting x|

The remote computer at 192, 168, 1,100 is now rebooting.

A reboot restarts the host OS, Java VM, platform daemon, and finally the Niagara station (providing that
it is configured to “Auto-restart,” see “Application Director” on page 1-13).

When the platform reboots, your Workbench platform connection to it is dropped. Depending on the
platform type, it may take from several seconds to a couple of minutes before you can connect again.

Note: Reboot is intended for a remote JACE only. Please note that this button is unavailable whenever you are
connected to your “localhost” (Supervisor) platform.

Software Manager

Note: Ifplatform connected to a (retrofit board) JACE-603 or JACE-645 controller configured for Niagara R2 (and

not NiagaraAX), this view is not used. Instead, you use a “R2 Software Manager” tab under a different
platform view, the “R2 Platform Tool’. For details, refer to the “R2 Software Manager” section in the Retrofit
Board Niagara R2 Install & Startup Guide.
As shown in Figure 1-67, the Software Manager is one of several platform views. This view lets you
install, uninstall, or simply review all NiagaraAX software modules installed in a remote JACE platform.
By default, this view compares the platform’s modules against your “locally available” modules, meaning
the most current NiagaraAX modules in the software database on your Workbench PC.

Figure 1-67  Software Manager compares remotely installed modules to locally available

= = & |
- |12 | Nav ? Current free space 72,550 KB To be installed 0 KB Estimated free space
-] (@ My Netwoa - || [File Installed Yersion | Avail. Version [ [
Ij = | |videoDriver - Tridium 3.7.36 Mot Installed |
= 192,168.1.86 [ |whSeriallennic - Tridium 2.0.25.2 Mot Installed
weather - Tridium 3.7.36 Mot Installe
E+HES Platform th d led
B applcation Director| | |zaye - Tridium 3.7, 36 Mot Installed
@ Certificate Manage: alarm Tridium 3.7.36 Tridium 3.7.36 Up to Date
,g‘ DDNS Configuration] app Tridium 3.7.36 Tridium 3.7.36 Up to Date
2445 Distribution File Ins backup Tridium 3.7.36  Tridium 3.7.36 Up to Date
Eile Transfer Client baja Tridium 3.7.36 Tridium 3.7.36 Up to Date
dﬂ]] &PRS Modem Confi bajaScript Tridum 3.7.36 | Tridum 3.7.36 Up to Date
A Lexicon Instal bajaui Tridium 3.7.36 Tridium 3.7.36 Up to Date
o hedeon nstalEr bax Tridum 3.7.35  Tridium 3.7.36 Up to Date
£ License Marager bal Tridium 3.7.36  |Tridium 3.7.36 Up to Date
| Platform Administral | opart Tridium 3.7.35 | Tridium 3.7.36 Up to Date
A8} Software Manager control Tridium 3.7.35 Tridium 3.7.36 Up to Date
@ Station Copier converters Tridium 3.7.36 Tridium 3.7.36 Up to Date =
U@ TCP/IP Configurati cryptoCore Tridium 3.7.36 Tridium 3.7.36 Up to Date [
== Remote File Syste 1 daemonCruntn Tridium 3.7.36 Tridium 3.7 3/ Lin tn Date x
P ‘ ‘ ‘ 'l_ |UpgradEAHOutnfDatE‘ |]mpurt' | ‘[nstaHHUninstall‘|[Dmmit|
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The first time you run the Software Manager, it copies modules in your Workbench’s | /modules folder
into the build-named subfolder in your “software database” (! /sw), for example ! /sw/3.7.105.
Note this can take several minutes, with a popup similar to the one below.

Figure 1-68 Copying modules into your software database

= Analyzing installable fi x|

O Copying module “wbutil™

LSS S S S S S s

Copying also occurs whenever you “import” software into your Workbench's software database.

Then every time you access the Software Manager it rebuilds the modules list, reflecting the latest
revision of your available modules, as well modules currently installed in the opened Niagara platform.

The following sections explain further:

+  Software Manager notes

+  About your software database

+  Default module listing and layout
+  Filtering displayed software

+  Software actions

Software Manager notes

Since AX-3.5, the “scope” of installables in the Software Manager has been modules only—whereas in
Workbench AX-3.4 and earlier, all types of software was shown, including “dist” files for NRE, VM, OS,
and so on. These and other Software Manager changes are summarized as follows:

+  Only software modules are shown, versus all “installable parts” including dist files, etc. However,
starting in AX-3.7, note that “standard lexicons” are distributed in NiagaraAX builds as modules,
named (by convention) as niagaraLexiconLc.jar (Where Lc is a two-character language code).
This differs from the previous “lexicon sets” of directories, each with a set of text-based lexicon files.
You can still edit and install text-based lexicons (using the platform Lexicon Installer view). Howev-
er, Lexicon Tools in AX-3.7 and later Workbench now allow you to make your own lexicon modules,
which you install using the Software Manager view. For details, see the NiagaraAX Lexicon Guide.

+  Module statuses of “Out of Date” and “Not Installed” can now include “Requires Commissioning”
too, for example “Out of Date (Requires Commissioning)”. You cannot install such modules without
first commissioning (upgrading) the JACE, using the Commissioning Wizard.

+ Insome cases you can install a new module or modules without rebooting the JACE, with its station
kept running. This does not apply if upgrading (or downgrading) an existing module on the JACE.

+ Ifneeded, you can install an earlier version of a module, versus its latest “Available” version—pro-
viding earlier versions are in your Workbench’s software database. See “Right-click option to install
earlier version” on page 1-62.

These changes are described and noted in other sections of this document, and are summarized here only
to assist if you are already familiar with previous Workbench versions.

About your software database

The software database for your Niagara Workbench is located under the Niagara build folder’s “sw”
subdirectory. If Workbench was installed using the “use as an installation tool” option, this
directory will contain a several subdirectories, each named using “version numbers”.

You can see your sw subdirectory structure using either Windows Explorer or the local “My File System”
in Workbench, as shown in Figure 1-69.
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Figure 1-69  Software database is everything under sw
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Numbers of subdirectories and version number names in your sw subdirectories will be different, this is
only a simple example. Do not manually create or rename subdirectories in this area for proper
operation—instead, let the Software Manager automatically administer this database.

Using the Figure 1-69 example of an AX-3.7 installation, this sw software database has many versioned
subdirectories, a few of which are described in this example as follows:

.

.

.

1.1.26 — Reflects version of Sedona Framework-related modules. Contains 6 module files.
1.6.0.31 — Reflects version of Sun JVM for Win32/Win64 hosts. Contains 2 "sun-jre" dist files.
2.3.20110520.2 — Reflects version of IBM J9 JVM used on older QNX-based platforms. Contains an
“ibm-j9” dist file.

2.6.17 — Reflects version of QNX operating system. Contains 9 different qnx dist files.

3.6.44 — Reflects a previous Niagara release, by build number. Contains 358 files, including mod-
ule files as well as dist files for nre “core” and “config”. Likely this was created in a software import.
3.7.36 — Reflects the current Niagara release, by build number. Contains numerous Niagara nre
“config” and “core” dist files, installed by the “installation tool” Workbench installation option. Also,
after the Software Manager is first used, contents of the build’s modules directory (module .jars)
are automatically copied here too.

inbox — Provides a means for you to copy any installable file here, and have the Software Manager
automatically create a proper “versioned” subdirectory for it. Or, if the correct subdirectory already
exists, the Software Manager will copy the inbox file(s) there.

As an equivalent to the inbox feature, you can use the Import button at the bottom of the Software
Manager to add to your Workbench software database. For details, see “Software Import” on page 1-60.

When you add different-versioned installable files, the number of different subdirectories under your sw
directory will continue to increase. By default, the Software Manager displays only the most recent
version of any module as the “Avail. Version”

You can select to install an older version of any module listed in the Software Manager, if available in your
software database. See “Right-click option to install earlier version” on page 1-62.

Note that older software files (modules, dists) are also useful in your software database when restoring a
backup dist for a JACE, if the backup was made using a previous software release. You use the platform
Distribution File Installer to restore a backup.

Default module listing and layout

By default, the Software Manager lists all the JACE'’s out-of-date modules at the top of the table, then
uninstalled modules, and lastly up-to-date modules (sorted alphabetically); see Figure 1-70.
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Figure 1-70  Software Manager default listing out-of-date, then uninstalled modules

E [ |

? Current free space 24,450 KB To be installed 0 KB Estimated free space
File Installed Version | Avail. Version B
svg Tridium 3.6.44 | Tridum 3.7.36 | Qut of Date (Requires Commissioning) | |
whutil Tridium 3.6.44  Tridum 3.7.36  |Out of Date (Requires Commissioning)

web

wiresheet Tridium 3.6,44  Tridum 3.7.36  |Out of Date (Requires Commissioning)
workbench Tridium 3.6.44  Tridum 3.7.36  |Out of Date (Requires Commissioning)

aaphp - Tridum 3.7.36 Mot Installed
aspup - Tridum 3.7.35 Mot Installed
ak255 - Tridum 3.7.36 Mot Installed
alarmOrion - Tridium 3.7.36 Mot Installed
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andoverInfinity - Tridum 3.7.36 Mot Installed
axisVideo - Tridium 3.7.36 Mot Installed
bacnetiws - Tridum 3.7.36 Mot Installed
bacnetOws - Tridum 3.7.36 Mot Installed L
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Tridium 3.6,44 Tridum 3.7.36 | Out of Date (Requires Commissioning) =

‘UpgradeAIlOutnfDate| |1m|x}rt" |Insta|l||UninstaH|‘Comm\t|

out of Date modules are older than what you have in your PC software database.

Not Installed modules do not exist on the platform, but are in your PC software database.

Up to Date modules are the same (or possibly newer) than that in your PC software database.
Note: Both ‘out of date” and “not installed” modules may also show a “Requires Commissioning”
status. This indicates you must upgrade the JACE first, before installing that module version. For more
details, see status descriptions for Software Manager table columns below.

As needed, you can scroll down the table or click on headers of table columns to resort alphabetically.

Software Manager table columns
The Software Manager lists modules using four columns, from left-to-right labeled as follows:

.

.

File — File name of locally available module file, or blank if the module is on the remote host only.
Installed Version — Version of the module installed in the remote host, or blank if not installed.
For related details, see “About module versions” in the User Guide.

Avail. Version — Latest version of locally available module, or blank if the software is on the remote

host only.

<unlabeled> — Status of the module in the remote JACE platform. For each module, status is one of

the following:

+  Not Installed — Module is not in remote platform, but is available locally.

Blue text is used for this status.

+  Not Installed (Requires Commissioning)— Module is not in remote platform, but is available
locally. Blue text is also used for this status.

Dependencies prevent you from installing it, unless you first upgrade the JACE, using the Com-
missioning Wizard. See “Upgrading a JACE” on page 1-29.

+  UptoDate — Module is installed in the remote platform, and is equal to (or higher) than locally
available module version.

+  Out of Date — Module is installed in remote platform, and is older than your local version.
Red text is used for this status.

+  Out of Date (Requires Commissioning)— Module is installed in remote platform, and is older
than your local version shown. Red text is also used for this status.

Dependencies prevent you from installing it, unless you first upgrade the JACE, using the Com-
missioning Wizard. See “Upgrading a JACE” on page 1-29.

+  Not Available Locally — Module installed in remote platform is not in your software database.

B Cannot Install — Local module is unreadable or has a bad manifest; you cannot install it.

+  Bad Target — Remotely installed module is unreadable or has a bad manifest, and is therefore
unusable by a station. Software in this state should probably be fixed, since it could cause the
station to not work correctly.

«  Downgrade to <version> — Remotely installed software is intended to be replaced with a mod-
ule having a lower version.

. Install <version> — Module is intended to be installed; it does not currently exist on the remote
platform.

+  Re-Install <version> — Remotely installed module is intended to be replaced with a module
having a the same version.

+  Uninstall <version> — Remotely installed module is intended to be uninstalled.

«  Upgrade to <version> — Remotely installed module is intended to be replaced with a module
having a higher version.
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Note: ‘Intended” status values like “Install <version>" reflect un-committed actions made during
your Software Manager session. Blue text is used to list these statuses.

You can also view software details about any item in the table. In addition, you can filter (reduce) the
number of software items listed, based on text included in file name or the softwares’ status values. See
“Filtering displayed software” on page 1-59 for more details.

Software Details
From the Software Manager, double-click any module to see a popup dialog with details (Figure 1-71).

Figure 1-71  Software Details dialog from Software Manager

zl
Module box
Description Building Object eXchange Protocol
Installed Available
Version Tridium 3.7.38 Tridium 3.7.36
Status Ok QK

Processed for Jace Wed Apr 25 15:51:32 EDT 2012 on sc-400 Mot Processed

Installable File Details
Path D:‘\niagara\Miagars-3.7.36'ew!3. 7. 36'box . jar
Size 73.5KB

Dependencies

Software that "box" requires:
baja (Tridium 3.7)
file (Tridium 3.7)
iz (Tridium 3.7)
net (Tridium 3.7)
oro (Tridium 3.7)
web (Tridium 3.7)

Software that requires "box™
test
bajascript
boxAnalyzer
testBajaScript
mabile:

Details include a brief module description, comparisons between installed and available module, module
file and size, and whatever module dependencies exist, by part names. Dependencies are listed for both
cases: what software is required by this module, plus software dependent o# this module.

Note: Essentially, dependency details are for information only. When installing modules from the Software
Manager, all dependent modules are automatically included when you select a module to install.

Filtering displayed software

By default, the Software Manager lists all remotely installed and locally available modules, which can
produce a very large table. A filter control provides an Edit Filter dialog (Figure 1-72), in which you select
items for listing, thereby filtering undesired items.

Figure 1-72  Filter control and dialog to limit displayed modules

[ |
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andoy Bad Remate Fil2
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You can use either Filter by status or Filter by name, or a combination of the two.
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Filter by status

Modules with an “Out of Date” or “Out of Date (Requires Commissioning)” status always appear in the
Software Manager. So do any with uncommitted (intended) status values, such as “Install,” “Uninstall,’
and so on.

When you enable filter by status, you can check other statuses to include (or clear to omit) the listing of
associated items in the table, as follows:

B Not Installed — Modules on your PC that can be installed, but are not in the remote platform.

+  Not Installed (Requires Commissioning) — Modules on your PC, but not in the remote platform.
The remote JACE must be upgraded (using Commissioning Wizard) first.

+  Up to Date — Modules on your PC and in the remote platform, where the software is not older.

+  Cannot Install — Local module is unreadable or has bad manifest, you cannot install it.

+  Bad File — Remote module is unreadable or has bad manifest.

With status filtering enabled, you can also simply “check all” and “clear all checked”

o Ifall status items are cleared, only “Out of Date” and uncommitted status modules appear.

« Ifall status items are checked, the display is similar to disabled status filtering, except “non-module”
items are not listed.

Filter by name

Name filtering lets you include or exclude items based on character string portion of module File name.
When enabled (checked), you can type in a string of characters, and then check one of the following:

+  Show rows with names containing text — Only items with file name containing this string.

+  Show rows with names which do not contain text — Only items with file name that does not contain
this string.

This feature can be useful to filter many modules with common name characters, for example “lon” or

“doc” part-named modules.

Software Import

As shown in Figure 1-73, an Import button at the bottom of the Software Manager provides two menu
choices for you to add new (or earlier) installable software files (module . jars, .dists) in your
software database.

Also see the next section, “Import vs. copy into modules’.

Figure 1-73  Import choices to bring in file(s) or entire folders

D3jaLI ITIEIIM 3. /.36 Inidiimi 37,56 Up td Uate
box Tridium 3.7.36 Tridium 3.7.36 Up to Date H

|UpgradeAII OutufDate| |1mpnrt |Insta\l| |Uninsta|l| |Cnmmit|
Import: Import installable files or dire(| PAEEEIEREURIES

[C5) Import software from directory

The two import options are:

+  Import software from files
This produces the standard File Chooser dialog, in which you navigate to the proper location
and select one or more software files for import.
+ Import software from directory
This produces the standard Directory Chooser dialog, in which you navigate to the proper lo-
cation and select a directory, for inclusion of any contained software files. For example, you might
do this for an earlier installed build of Niagara, selecting its “sw” folder, or a portion thereof.
Upon import, the software list is again rebuilt by the Software Manager (popup dialogs appear while
software files are copied). Afterwards, any modules that are newer-versioned, or that did not previously
exist, will now be represented by default in the software table.

If imported modules are earlier versions, they are also available for installation in the Software Manager.
See “Right-click option to install earlier version” on page 1-62.

Import vs. copy into modules

When receiving updated or new module jar files (say sent from Systems Engineering or downloaded from
Niagara Central), you have two basic options when copying them to your Workbench PC, as follows:

1. Copy directly into your ! /modules directory. This makes the module(s) available in your
Workbench environment, and also available to install in other remote platforms (when the installer
runs, the module(s) are also copied into your software database, available for installation). This is the
typical choice.

NiagaraAX"3'8 &3.7ul

Platform Guide



Chapter 1 - Niagara platform

Software Manager

December 18, 2013

NiagaraAX-S.S &3.7ul

Note:

Note:

Software actions

2. Copy into your ! /sw/inbox directory (or, use the equivalent “Software Import” feature in the
Software Manager). In this case, the module(s) are not used in your Workbench environment, but
are available in your software database for installation in remote platforms.

This would be the choice where you want to keep using a newer (or older) version of the received
module(s) in your Workbench environment. A scenario that fits here, is if you received older ver-
sions of modules, perhaps needed to restore an older backup dist file in a certain remote platform.

Software actions

As needed, from the Software Manager you can take actions on modules, such as install, uninstall,
upgrade, downgrade, and re-install. You flag intended actions on software items using action buttons near
the bottom of the manager’s view pane, as shown in Figure 1-74. Action buttons become enabled when
you have one or more items selected.

Figure 1-74  Software Manager action buttons

videoDriver - Tridium 3.7.38 Mot Installed

whSerial Jennic - Tridium 2.0.25.2 Mot Installed
Trldlum 3.7.36 Mot Installed
- Tridium 3.7.36 Not Installed
Tridium 3.7.36 Tridium 3.7.36 Up to Date —
Tridium 3.7.36 Tridium 3.7.36 Up to Date .

Lin bn Diobe

hacl, Teicl z Teich z
|UpgradeAIIOntnfDate‘ |Impurt' | Insta! |Uninsta|l||CDmmit|

Install: Install the selected software

Included in action buttons are Reset and Commi t. When you reset, all flagged module changes (since
the last commit) are cleared. Commit is how you actually launch the flagged changes.

When you Commi t, one of these two things happens:

+  Ifupgrading (or downgrading) modules, a confirmation popup dialog appears, telling you the host
must be rebooted and/or station stopped. Then, after the software operation completes, the host is
rebooted (if a QNX-based JACE), or if a Windows-based JACE, its station is restarted.

Note: Before committing, make sure that controlled equipment that might be adversely affected by
the JACE's station stopping and then host rebooting (from software changes) is put in a manually
controlled state.

+  Inmany cases, if only installing new module(s), meaning modules not previously installed, the sta-
tion continues running on that platform. The software is immediately installed.

The following action buttons are explained in further detail:

+  Upgrade All Out of Date

B Install

+  Uninstall

. Re-Install, Upgrade, Downgrade
+  Commit and Reset

Also see “Right-click option to install earlier version” on page 1-62.

Upgrade All Out of Date

Whenever one or more local modules are newer than in the opened JACE platform, the Software
Manager enables an Upgrade All Out of Date button. This allows you to flag all out-of-date
modules to be upgraded. Unlike other action buttons, specific item(s) do not need selection first.

When you click it, the status of all out-of-date modules changes to “Upgrade to <version>, and the button
becomes unavailable. If needed, you can still make additional changes, such as choosing additional
modules to install.

Install

This button is available in the Software Manager when you have one or more modules selected with a
status of “Not Installed” When you click it, the status of the selected modules changes to “Install
<version>, and the button changes to Cancel Install.

If a selected module has dependencies on modules not already installed (or also flagged to install), a dialog
appears explaining additional software is needed, as shown in Figure 1-75. After you click OK from this
dialog, the additional modules are flagged, the status of all affected modules changes to “Install <version>,
and the button changes to Cancel Install.
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Figure 1-75 Installing Additional Software dialog
|Fi|e |Insta||ed Version |Avawl‘ ersion | B
remoteVideo - Tridium 3.7.36 Not Installed A
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Install: Install the selected software

Uninstall

This button is available in the Software Manager when you have one or more installed modules selected
(status of either “Up to Date” or “Out of Date”). If the selected module(s) are not dependencies of other
installed modules, when you click Uninstall the module(s) status changes to “Uninstall <version>,” and
the button changes to Cancel Uninstall.

If other installed modules have dependencies on one or more modules you selected, a dialog appears
explaining the uninstall cannot occur, as shown in Figure 1-76. You can then decide if you want to reflag
another uninstall, selecting also all modules that are dependent.

Figure 1-76 Cannot Uninstall dialog
xl

-

Cannot uninstall "cryptoCore” because the following parts
depend on it:

platCrypto
daemonCrypto

Re-Install, Upgrade, Downgrade

In the Software Manager, when you have one or more installed software items selected, the “install”
button changes to show one of these options.

+ Re-Install appears if the installed item is the same version as your locally available one.

+  Upgrade appears if the installed item is an earlier version than your locally available one.

+ Downgrade appears if the installed item is an newer version than your locally available one.
When you click this button, the software’s status correspondingly changes to either “Re-Install
<version>’, “Upgrade <versions’, or “Downgrade <versions’, and the button changes to

Cancel <action>,for example: Cancel Re-Install.

Commit and Reset
In the Software Manager, when you have one or more pending actions in place on software items, the
Commi t button is available. This is how you initiate the software action.

At any time before you commit, you can also click the Reset button. This removes all pending actions
in place on software items, and makes the Commi t button unavailable again.

Right-click option to install earlier version

In addition to button-based Software actions in the Software Manager, you can also select an earlier
version of a module to install, providing one is in your Workbench'’s software database.
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Security update 1 changes to Station Copier usage

Figure 1-77  Right-click option to install earlier module version in Software Manager

aaphp Tridium 3.7.36 Tridium 3.7.36 Up to Date
Tridium 3.7.36 Tridium 3.7.35 Up to Date
1 Software Details Up to Date
Install Tridium 3.7.36 Up to Date

Install Tridium 3.7.35 Up to Date
Up to Date
Uninstall

Up to Date
Up to Date
Up to Date
Up to Date -

Reset
Upgrade AlOL . e nstall| |Uniastall

" T 5. 7o 00 TIT . 72 00 DL Date

backup Tridium 3.7.36 Tridum 3.7.36  Up to Date

bacnet Tridium 3.7.36 Tridum 3.7.36  Up to Date

Simply right-click a module row, and from the shortcut menu select any “Install vendor 3.n.nn”
items shown (Figure 1-77). Note if a “downgrade’, a host reboot/station restart will result after you
commit. For related details, see “About your software database” on page 1-56.

The Station Copier is one of several platform views. You use it to install a station in a remote NiagaraAX
platform, as well as make a local backup copy of a remote station (copy its station database and files to
your PC). You can also rename and delete stations, either locally or remotely.

Ifplatform connected to a (retrofit board) JACE-603 or JACE-645 controller configured for Niagara R2 (and
not NiagaraAX), this view is not used. Instead, you use a “R2 Station Copier” tab under a different platform
view, the “R2 Platform Tool’ For details, refer to the “R2 Station Copier” section in the Retrofit Board
Niagara R2 Install & Startup Guide.

As always, this platform view is not seen when opening a local platform connection at your Supervisor
computer—usage has always been intended for remote NiagaraAX JACE hosts only.

Figure 1-78  Station Copier view
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As shown in Figure 1-78, this view is split into two main areas:

+  Local stations on your Workbench computer (left side)

«  Remote station on the opened JACE platform (right side)

By default, contents of the ! /stations folder is shown on the Workbench (left) side. If you have station
folders located elsewhere, click the folder icon for a “Change Directory” dialog, and point the Station Copier
to that location. That alternate location is remembered the next time you access the Station Copier.

The following sections provide more details:

+  Security update 1 changes to Station Copier usage

+  Station copy direction

+  Station Copier dependencies check (if familiar with the Station Copier prior to Workbench AX-3.5)
»  Station Transfer Wizard

+  Renaming stations

+  Deleting stations

Security update 1 changes to Station Copier usage

In the 2013 NiagaraAX update releases (e.g. AX-3.7ul), station password storage changed to become
much more secure. Now, in some cases you may need to edit a saved station database (config.bog
file) before installing it (copying it) to a remote platform using the Station Copier.
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Note: Forany station copied from a host running AX-3.8, config. bog file edits are unnecessary. Such files are
saved in a more “portable format” than when using an 2013 update release. Therefore, the following
sections apply to hosts running 2013 “update releases” only.

+  When config.bog edits are not needed
+  When config.bog edits are needed

Note: For more details on the changed password storage in the 2013 “update 1” releases (e.g. AX-3.7ul), as well
as additional AX-3.8 changes, refer to the document NiagaraAX 2013 Security Updates. Included is infor-
mation regarding system upgrades and usage of the platform Distribution File Installer, as
well as details related to the platform Station Copier.

When config.bog edits are NOt needed

Edits to a config.bog file are not needed for any AX-3.8 station copy. For a AX-3.7ul station copy;, if
you want to simply re-install a saved copy back to the same source host that you copied it from (using the
Station Copier), typically no edits to the station config.bog file are needed. This also applies to a

previous station copy made using a pre-update NiagaraAX release (AX-3.7, AX-3.6, or AX-3.5), or after.

« Inthe first case, when the remote AX-3.7ul or later host (typically JACE) starts up the newly copied
station, it automatically converts all the passwords in the station to the newer storage formats, and
immediately re-saves that station (config.bog file) in its file space.

Now, if you use the Station Copier to save that station back to your Workbench, that station database
(config.bog file) has all passwords stored in the updated, more secure formats.

+ Inthe second case, the saved AX-3.7ul station database (config.bog file) already has passwords
stored in the updated formats. Providing that you re-install it to the same JACE host that you saved
it from, no edits to that config.bog file are necessary.

The two exceptions to this are as follows:

+  Ifafter you saved that station, a “clean dist” file was installed on that JACE, and you then in-
stalled (or re-installed) an update (e.g. AX-3.7ul) or later release. In this case, note all the “client
passwords” in the saved config.bog (e.g., the Password property of the ClientConnection
under each NiagaraStation, or the Password of the OutgoingAccount under the EmailService)
are no longer valid, even if the JACE hardware is the same. In this case you can simply re-enter
all the client passwords and re-save that station.

+  IfthatJACE had since been “downgraded” to a pre-update release, e.g. AX-3.7 or AX-3.6. In this
case, that station will not successfully start (as its software doesn’t know how to handle the new
password storage formats). Before this station is usable on any such host, you need to edit its
config.bogfile offline in Workbench, re-entering all password property values—both “cli-
ent passwords” and all station User passwords (under UserService).

When config.bog edits are needed

Before the 2013 update releases such as AX-3.7ul, you could use the Station Copier to copy/save a station
from one host, and install/copy it to another different (but similar) host, all without any issues. This same
ability returned in AX-3.8, providing that the saved station was running AX-3.8.

However, in the AX-3.7ul update release, because of the different station password storage methods, the
following scenarios typically require you to perform some offline editing of the saved station file
(config.bog) first, that is before using the Station Copier to install/copy it to other different platforms.

+  When the saved station is to be replicated on multiple updated (e.g. AX-3.7ul) hosts.
In this case, although all station User passwords (under UserService) will be working (they are con-
sidered “portable”), all the “client passwords” in the station will not work (unless installed back to
the original host). Examples of these passwords are the Password property of the ClientConnection
under each NiagaraStation, or the Password of the OutgoingAccount under the EmailService.
These passwords in the config.bog will not work because they are encrypted based on files in the
platform’s !security folder that are different (and unique) to each JACE controller.
For related details, refer to the NiagaraAX 2013 Security Updates engineering notes document, in-
cluding section “Making modifications to archived station files”.

+  When a station saved with Workbench AX-3.7ul or later is to be installed on any host running a
“pre-update” release, e.g. AX-3.7 or AX-3.6. Again, in this case the station will not successfully start
(as its software doesn’t know how to handle the new password storage formats).
Before this station is usable on any such host, you need to edit its config . bog file offline in Work-
bench, re-entering all password property values—both “client passwords” and all station User pass-
words (under UserService).

AX-3.8 &3.7ul
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Station copy direction

Station copy direction

The copier works in either direction. In other words, click a station on one side (to copy to the other side).
When you click a station, the station is selected (highlighted) and the appropriate Copy button, by
direction, becomes enabled to clarify the source and target. See Figure 1-79.

Figure 1-79  Copy direction by station side selection

52 Stations on this computer £ stations on "192.168, 11007
|/3: /niagara/Niagara—3.T.36/3:3\:]:@ | !stations |
dema nxttest

demoAppliance

J500E_T1

15oft_37
=

() Delete

In AX-3.7ul, in some cases a copy local-to-remote (install) may first require offline editing of the saved
config.bog file, or alternatively some subsequent password editing after the install. (Note this does not apply
if the station’s host is running AX-3.8.) See “Security update 1 changes to Station Copier usage” on page 1-
63 for more details.

To perform the following station operations, you:

+  Click in left side for a copy from local-to-remote.
Do this to install a station in a JACE. This is called “installing” in remaining document subsections.

«  Click in right side for a copy from remote-to-local.
Do this to make a local backup copy of a station, saved to your Workbench computer. This is de-
scribed as a “backup” in the following document subsections.

When you click a Copy button, a Station Transfer Wizard guides you the rest of the way.

Dependency checks may prevent the installation of a selected station—where the Station Transfer Wizard
does not start. See the next section “Station Copier dependencies check” for more details.

Station Copier dependencies check

The Station Copier checks whenever installing a station, and the target JACE platform does not already
have all modules installed that are required by that station. Changes are summarized as follows:

« Ifany module needed by the station has a dependency that requires the JACE to be commissioned
(upgrade core Niagara software or QNX OS), the station install immediately stops, upon station se-
lection. (Steps in the Station Transfer Wizard do not appear.) A dialog explains the JACE needs com-
missioning, and provides the option to start the Commissioning Wizard. See Figure 1-80.

Figure 1-80 Selected station cannot be installed without first commissioning the JACE.

“=. Uncommissioned Host x|

The host must be commissioned before the station can run there.
Do you want to commission it now?

== [IC |

Click Yes to start the Commissioning Wizard, or No to simply return to the Station Copier.

Two different examples of when this might occur:

+  You have a platform connection to a JACE running AX-3.6. The station you are trying to copy
(install) has been engineered with “apps”, using the app module introduced in AX-3.7. The app
module has 3.7 dependencies on baja and other modules.

In this case, providing you bought a 3.7 license for this JACE, you could click Yes to start the
Commissioning Wizard, then upgrade the JACE—selecting to also install the same station.

+  You are trying to install a station in a new, uncommissioned “out-of-the-box” JACE.

Despite documentation to first commission any new JACE using the platform Commissioning
Wizard, this continues to occasionally come up. For complete details, see the JACE NiagaraAX
Install and Startup Guide.

«  Ifall modules needed by the station are found on your Workbench computer, the Station Transfer

Wizard starts normally. However, upon reaching the “Modules step”, in some cases you may see a

caution. For further details see “Modules step” on page 1-68.
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Station Transfer Wizard

This wizard assists with any station copy (installing or backing up) by presenting a number of steps. The
exact steps vary by the direction of copy, as well your selections in wizard step dialogs. In each step, click
Next to advance to the next step. As needed, click Back to return to a previous step and make changes,
or click Cancel to exit from the wizard (no station copy performed).

Use Cancel if you need to select a different station to copy; this reruns the wizard.

The wizard’s Finish button is enabled only in the final step. When you click Finish, the related opera-
tions begin, and you see progress updates in the wizard’s Transferring station dialog. When complete, you
click Close in that dialog to exit the wizard.

The following sections describe all possible steps in the Station Transfer Wizard:

+  Name step

+  Delete step

+  Content step

« Disposition step

+  Station settings step

o Detalils step

+  Modules step

«  Stop station step

+  Review step

In the unlikely case where the source station config. bog file is currently in use (“locked”), the wizard
opens in a state where you must Cancel to exit (no other steps are given).

o Ifinstalling a station, the source config.bog is locked if it contains unsaved changes (it is being
edited elsewhere in Workbench). After saving changes, you can try the copy again.

+  Ifbacking up a station, the source config. bog is locked if currently in process of being saved. You
can retry the copy later.

Name step
The first step in the Station Transfer Wizard isto confirm the name (or type a new name) for
the copied station directory.

Figure 1-81  Station Transfer Wizard dialog, name step

_+=. Station Transfer Wizard x|

Transferring station "eSup_Mobile"
What name would you like the new station to have?

Station name [elixt_Mobile |

| Back || P Hext || Finish || @c.meel|

Default name is the station directory being copied. If you rename the station, it will be identical to the
source (copied) station in every way except name of its station directory.

Delete step

This step is skipped for any station backup, or if a station install in either of these cases:

«  No existing station exists.

+  The existing station is named the same as the one you are installing.

This step occurs because all JACE platforms have a support limit of one (1) installed station. The delete
step simply cautions you that the existing station will be deleted (Figure 1-82).

Figure 1-82  Station Transfer Wizard dialog, delete step
x

Transferring station "eSup_Mobile”
Delete existing stations

/7 The remote host can only have one station, If you proceed, existing
= % station "J603_T1" will be deleted.

| 4 Back || B Next ” Finish || @c.moel|

The entire remote station directory (all subdirectories and files) is deleted when the station install starts.
If unsure, it may be best to Cancel, then backup the remote JACE station first.
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Station Transfer Wizard

The next step is the content step.

Content step
This wizard step is skipped if the source station consists of only a config.bog file.

After the name step and possibly delete step, the wizard asks you to select what station files to copy, with
the default selection being “all” files and folders under that station directory (Figure 1-83).

Figure 1-83  Station Transfer Wizard dialog, content step

.= Station Transfer Wizard x|

Transferring station "eSup_Mobile”
Which station files are to be copied?

» Copy files from selected directories
<% Copy every file in the station directory and its subdirectories
<> Copy only the "config.bog™ station database file

| 4 Back || P Next ” Finish || @c.moel|

The three possible selections are:

+  Copy files from selected directories (not shown if source station has no subdirectories).
If you select this, a later “details step” allows you to select the source subdirectories.

+  Copy every file in the station directory and its subdirectories.

+  Copy only the “config.bog” station database file.

The next step is the disposition step.

Disposition step
This wizard step occurs only when an identically-named target station already exists.
If the target station already exists, a disposition step asks what is to be done with it (Figure 1-84).

Figure 1-84  Station Transfer Wizard dialog, disposition step
X

Transferring station "J2wBnet3512"
How do you want to deal with any existing files?

4 Delete the existing "J2wBnet3512" directory before copying

£» Overwrite existing station files with new files, while leaving other files intact

| 4 Back || P next || Finish || @c.-moel|

The two possible selections are:

+  Delete existing station directory before starting the copy

+  Overwrite existing station files with new files, while leaving other files intact.

If you previously selected “copy everything” from the content step, the default pre-selection is the first
(delete existing station directory). Otherwise, the second selection (overwrite) is pre-selected.

The next step is the station settings step.

Station settings step
This wizard step is skipped for any station backup.
This step specifies the station’s Auto-Start setting (Figure 1-85).

Figure 1-85 Station Transfer Wizard dialog, station settings

X
Transferring station "eSup_Mobile"
Station Startup Options

[ START AFTER INSTALL: Start the station immediately after it is copied

AUTO-START: Start the station every time the platform daemon starts

| 4 Back || B next ” Finish || @c.-moel|

Two items are listed:

+  START AFTER INSTALL: Start the station immediately after it is copied.
« AUTO-START: Start the station every time the platform daemon starts.
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Auto-start is one of two station settings for any station, as specified in the Application Director view
by using start checkboxes.

Depending on the target platform, default settings in this step vary:

«  IfaWin-32 based JACE (JACE-NXT, SoftJACE)
+  START AFTER INSTALL: Enabled.
¢« AUTO-START: Enabled.
o Ifa QNX-based JACE.
«  START AFTER INSTALL: shown cleared and unavailable (dimmed). A QNX-based JACE re-
quires a reboot for the station to start. After clicking Next, a separate dialog asks if the remote
host should be rebooted (Figure 1-86).
¢« AUTO-START: Enabled.

Figure 1-86 Reboot remote host after copying the station

=, Station Transfer Wizard x|

Transferring station "eSup_Mobile”
Reboot remote host?

Reboot the remote host after copying the station

[ dsac [ Fuea |

Faimish || (=) cancel |

Typically, you enable all settings and continue to the next step, either the details step or modules step.

Details step
This wizard step is skipped unless you selected ‘copy selected directories” in the content step.
This step provides a tree (Figure 1-87) to select station subdirectories (folders) to include in the copy. By

default, all selectable folders are both expanded and selected, while unselectable folders are not (note that
if present, a station’s alarm and history folders are unselectable).

Figure 1-87 Station Transfer Wizard dialog, details step
x

Transferring station "eSup_Mobile”
Copy files from selected directories

Please check each of the directories to be copied:

B eSup_Mabile
Ej EE] Images
EB TempSensor
EB nav
HC) Pics
EHEIED) Px

~[lL) OldGraphics
SeriesTransform

[ deade |[ puex ||

Finish || () Cancel |

For any selectable folder, click to toggle it as either selected (with X) or unselected (no X).

Modules step

This wizard step is skipped if a station backup, or if all modules required by the station being installed are
already in the remote JACE platform. In this case, you see either the stop station step or review step instead.
This step occurs if the target JACE platform is missing one or more of the modules required by the station
being copied (installed). It lists the missing modules/versions that will be installed during the station copy
operation. If included, this is the final step before the station copy process starts.

Dependencies of the missing modules are compared against the software that is already installed in the
target JACE platform. The Station Copier looks for versions of those missing modules in your Workbench
software database that can be installed without re-commissioning the JACE, by default.

There are two possible results when the wizard reaches this step:

«  Station can be installed with most current modules
«  Station can be installed with “out of date” modules
In either case, to continue you click either:

+  Finish — Start the local-to-remote copy, including installation of the listed modules. Progress up-

NiagaraAX—3.8 &3.7ul
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Station Transfer Wizard

dates appear in a Transferring station dialog.

. Cancel — Exit from the Station Transfer Wizard, then either select another station to install, or if
a JACE upgrade is possible (and you have purchased an upgrade license for it) run the Commission-
ing Wizard to upgrade the JACE, including the installation of a station.

Station can be installed with most current modules If all missing modules can be installed using the
most current versions, they list without any warning, as shown in Figure 1-88.

Figure 1-88 Station install example, all missing modules are most current versions

= Station Transfer Wizard x|

Transferring station "eSup_Mobile"
Please review your changes
Fileg in the following directories will be copied from the local computer to "192. 168, 1.66"

[C) !stations/e5up_Mabile

E' IstationsfeSup_MobileImages

|C) 'stations fesup_Mabile/Images TempSensor

B IstationsfeSup_Mobile nav

|C5) 'stations/eSup_Mobile/Pics

) !stations/eSup_Mabile/Px

E' IstationsfeSup_Mabile /Px fOldGraphics

[C) 'stations/eSup_Mabile Px/SeriesTransform

The following software needs to be installed before the station can run:

(") exportTags (Tridium 3.7.36)

() kitControl (Tridium 3.7.38)

() mobile (Tridium 3.7.38)

(1 axvelocity (Tridium 3.7.38)

() seriesTransform (Tridium 3.7.38)

() pxEditor (Tridium 3.7.38)

() weather (Tridium 3.7.36)
If you proceed with the installation, the software listed above will be installed. To avoid
installing this software, hit the "Cancel” button now,

Please select the “Finish” button to start the transfer.

| 4 Back H Hext || </ Finish || @ Cancel |

Station can be installed with “out of date” modules If any module to be installed is not the most
current version, you have the option to cancel the station install. A dialog explains that you can use the
Commissioning Wizard to upgrade the JACE. An example of this dialog is shown in Figure 1-89.

Figure 1-89  Station install example, one or more missing modules not current versions

= Station Transfer Wizard x|

Transferring station "J2wBnet3512"
Please review your changes

Al station files will be copied from the local computer to "192.168. 1.88"

The following software needs to be installed before the station can run:
) bacnet (Tridium 3.7.38)
(1 platBacnet (Tridium 3.6.44)
() platMstp (Tridium 3.6.44)
The versions of some of the software shown above are not the latest available

Ay in your software library. To install the later software versions, hit "Cancel”
now and run the Commissioning Wizard.

Please select the "Finish” button to start the transfer.

‘ | Back || Nexct || <// Finish || (& €ancel ‘

In the example above, a station using the BACnet driver is being installed in AX-3.6 JACE which does not
already have BACnet-related modules installed (bacnet, platBacnet, platMstp). Here, the Workbench
AX-3.7 software database includes some 3.6 modules—likely “imported” using the Software Manager.

For related details, see Software Manager topics “About your software database” on page 1-56 and
“Software Import” on page 1-60. Also see “Upgrading a JACE” on page 1-29.

Stop station step

You can see this wizard step in any of these scenarios:

+  You are copying the station running in a remote platform to your local computer, and you selected
either “copy files from selected directories” or “copy only the config.bog station database file” in the
previous content step. Note this step is skipped if you elect to “copy every file in the station directory
and its subdirectories”. However, a station save occurs before the station copy transfer starts.

+ Ifinstalling a “same-named” station.
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This step reminds you that the station must be stopped while it is copied (Figure 1-90).

Figure 1-90  Station Transfer Wizard dialog, stop station step

.= Station Transfer Wizard

Transferring station "eSup_Mobile”
Running station must be stopped

X

The station cannot be copied while it is running. It will be stopped before copying

begins, and restarted afterward.

| dseck |[TBwea|

Finish H (& Cancel |

Click Next to go to the review step.

Review step

Note: This wizard step is skipped when installing a station where additional modules are required. (Instead, the
modules step provides the Finish button. See Figure 1-88 on page 1-69 for an example.

This step provides a summary of choices from previous steps, and a Finish button to begin the station
copy process. As shown in Figure 1-91, if you selected only specific station subdirectories to copy (from

the details step), they are listed.

Figure 1-91

Transferring station "eSup_Mobile"”
Please review your changes

Station Transfer Wizard dialog, review step

x|

[C) !stations/e5up_Mabile

E] IstationsfeSup_Mobile /Images

|C) 'stations eSup_Mabile/Images TempSensor
b IstationsfeSup_Mobile fnav

|C) 'stations/eSup_Mobile Pics

) 'stations/eSup_Mabile /Px

E] IstationsfeSup_Mabile fPx/CldGraphics

|C) 'stations feSup_Mabile Px/SeriesTransform

Please select the "Finish” button to start the transfer.

Fileg in the following directories will be copied from the local computer to "192. 168. 1.66"

|

[»

(4o ]

Next || </ Finish || © cancel |

If needed, click Back to make changes, or click Finish to begin the copy process and observe progress

in the Transferring station dialog.

Transferring station

After clicking Finish in the wizard’s modules step or review step, the station copy process begins and
updates appear in a this dialog, as shown in Figure 1-92.

Figure 1-92  Station Transfer Wizard, Transferring station (copy) process

- Transferring station 5'

() Transferring station

Completing transfer:

) Stop station(s)  Success
) Transfer files Success
+) Reboot host Success

Stopping station "eSup Mobile™...done
Transferring files...
Sending !stations/eSup_Mobile/RHUl.bog

Sending !stations/eSup Mobile/Images/PowerMeter-sm.png

Sending !stations/eSup_Mobile/Images/TempSensor/sensor duct bulbtemp bottod
Sending !stations/eSup Mobile/Images/TempSensor/senscr duct bulbtemp left.

[P EE— - = i~ aom - Ualhremg rigl

TIE T Jniagara/ Statlnnsfedup_mulidlng.px‘
FileStore: wrote '"/niagara/stations/eSup Mobile/config.bog'
FileStore: wrote '/niagara/stations/eSup Mobile/nav/Demo.nav’
FileStore: wrote '/niagara/stations/eSup Mobile/nav/Mobile.nav’
FileStore::commitInstance commit complete

Remote host rebooting.

Tranafer complete.

< [»

K10

Depending on the type of copy, the following operations may be included in this process:
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Renaming stations

+ Ifinstalling a station (copy local-to-remote):

+  Stop all stations — whenever modules require to be installed.

+  Stop one station — any JACE where same station is being reinstalled.

+  Delete station(s) — if you chose to delete station in the disposition step, or if a station needs to
be deleted to stay under maximum number of stations (only one for any JACE platform)

+  Transfer files — includes station and module files (actual copy portion).

«  Start station — if a station had required to be stopped (module installation), or if you chose to
start the station in the station settings step. Note that if a QNX-based platform, the process will
finish with a host reboot.

»  Ifbacking up a station (copy remote-to-local):
»  Save station — whenever remote station is currently running.
«  Transfer files — includes station and module files (actual copy portion).

A popup explaining that the existing station must be stopped may appear for a few seconds. Following, and
during execution of the various operations, a Cancel button is available. If you click Cancel before all
operations complete, the installation (or backup) is not valid.

After all operations are finished, a Close button is available and the last update in the dialog is
“Transfer complete.” Click Close to exit the wizard.

By default, after installing a station, the wizard exits with a popup (Figure 1-93) asking if you wish to
switch to the Application Director platform view. Because it is a good idea to observe a station’s output
upon first startup, you typically select Yes.

Figure 1-93  Switch to Application Director popup

“. Open Application Direck x|

i i Open the Application Director now?

To always automatically switch to the Application Director after installing a station, click the checkbox to
“Don’t ask again” before selecting Yes. Then, you do not see this popup again.

Renaming stations

The Station Copier lets you rename any station, either on your local PC (left side) or a remote platform
(right side). A Rename dialog (Figure 1-94) appears when you select a station and click Rename.

Figure 1-94  Rename station dialog

"+, New Station Name x|

New Station Name
Please enter the new name for the station

Be careful when renaming stations, as there is no undo. Furthermore, please note the following:

+ Any running station that is renamed must first be stopped—a confirmation dialog will inform you of
this after you enter the new station name and click OK. In the case of a QNX-based JACE, this also
results in a host reboot.

+ Ifarenamed running station is already included in the NiagaraNetwork of other stations, its corre-
sponding NiagaraStation component will remain “down” until renamed to match the new name.
Thus, all child components (Niagara proxy points and so on) will also be down until this is done. In
addition, other unforeseen consequences may result from changing the name of a station that has
already been integrated into other stations.

Therefore, station renames are best done on local (left side) stations, or when initially configuring a
job site network, such as when installing (copying) a station.

Deleting stations

The Station Copier lets you delete any station, either on your local PC (left side) or a remote platform
(right side). A confirmation dialog (Figure 1-95) appears when you select a station and click Delete.
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Figure 1-95  Confirm delete station dialog
zl

Are you sure you wish to delete station "nxttest™?

Note: Be careful when deleting stations, as there is no undo. Furthermore, please note the following:

+  The entire selected station directory gets deleted, including all subdirectories and file contents.

«  Special notification does not occur if you choose to delete a running station (you may briefly see a
“stop station” popup, with opportunity to Abort).

+  Also in general (as a precaution), before deleting a remote station, it is generally recommended to
make a backup copy first. If desired, when backing up you can rename it using some “temp” conven-
tion to flag it for later housekeeping.

TCP/IP Configuration

TCP/IP Configuration is one of several platform views. Typically, you use it to initially configure a remote
JACE'’s TCP/IP settings. Some earlier JACE models have only a single Ethernet port (interface) for config-
uring TCP/IP, but if equipped with two Ethernet ports, both interfaces are accessible (Figure 1-96).

Figure 1-96  TCP/IP Configuration shows available Ethernet interface(s)

E |
HostName  [NEMg-357714 |
Hosts File ¥
Use IPv6 [] Yes
DNS Domain |:|1y:1c:nain‘ net
IPv4 Gateway |132.163.1.1
DNSvaServers [5.2.4.4 ]
@
IPv6 Gateway |
DNSvE Servers ()
Interface 1
Interfaces
Interface 2 ¥
o
Interface 1
puo) end
Description Onboard Ethernet Adapter end
Physical Address 00:01:FD:8A:EA:A4
Adapter Enabled Enabled
5" IPv4 Settings (g IPv6 Settings |
Interfaces DHCPv4 [] Enabled
IPv4 Address 192.168.1.30
IPv4 Subnet Mask 255.255.255k0
DHCPv4 Server nfa
DHCPv4 Lease Granted n/a
DHCPv4 Lease Expires nfa
Interface 2 ¥

If connected to your localhost (PC) platform, this view also provides access to your PC’s Windows TCP/
IP settings. However, you typically use the Windows Control Panel for making these changes.

Note: Regardless of platform connection, if you make any changes in this view, a reboot of that platform is
necessary before those changes are effective. A popup dialog appears when you click Save (Figure 1-97),

asking if you wish the platform daemon to reboot that host now. When making multiple changes, wait until
entering all changes before you click Save, Yes.

Figure 1-97  Reboot confirmation dialog from TCP/IP configuration change
zl

The changes require that the remote computer at 192. 168, 1. 36 be rebooted. Reboot now?

= =l
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TCP/IP changes in AX-3.6

More details on the TCP/IP Configuration view are in the following sections:

+  TCP/IP changes in AX-3.6 (IPv6 support for “Hotspot JACE” vs. “J9 JACE”)
o TCP/IP Host fields

+  TCP/IP DNS fields (host-level for QNX-based platforms only)

+  TCP/IP Interface fields

TCP/IP changes in AX-3.6

IPv6 support

Starting in AX-3.6, IPv6 support is available in some of the newer QNX-based JACE platforms, providing
that they are running AX-3.6 or later. Starting in AX-3.6, these same JACE platforms also use the Sun
Hotspot JVM (Java virtual machine), versus the IBM J9 JVM used in AX-3.5 and earlier.

Thus, there are now two “subgroups” of QNX-based controllers, sometimes referred to as follows:

B Hotspot JACE
Includes the newest NPM3 and NPM6E-based models (JACE-3E, JACE-6E, JACE-603, JACE-645),
and also the JACE-7 (JACE-700) and JACE-6 and JACE-602 Express (both NPM6-based) controllers,
providing they are running AX-3.6 or later. These models support IPv6 in addition to IPv4.

« J9JACE
Includes any QNX-based JACE controller running AX-3.5 or earlier, including some of the models
above, as well as all other JACE controllers (regardless of AX-level), such as the JACE-2 and JACE-
202 Express (both NPM2-based). None of these controllers support IPv6.

The two QNX-based JACE sub groups are sometimes referred to as “Hotspot JACE” or “J9 JACE” in this
document. Also see “Sun Hotspot JVM or IBM J9 JVM” on page 1-7 for related details.

Related to this, AX-3.5 and later Workbench began support for “IPv6’, where for any selected Ethernet
interface, there are now separate tabs for (standard) IPv4 Settings aswellas IPv6 Settings.

Note that TCP/IP property field descriptors maintain an “IPv4’, “v4’, “IPv6’, or “v6” qualifier, to clarify
separate properties.

For example: I1Pv4 Address (IP Address)

JACE WiFi

Also starting in AX-3.6, a wireless 802.11b/g (WiFi) option became available for the JACE-700 controller,
effectively adding a third available interface for its platform TCP/IP configuration. For related details, see
the Engineering Notes II document “NiagaraAX JACE WiFi Option’.

TCP/IP Host fields

The top of the TCP/IP Configuration view provides the platform’s TCP/IP host settings.

Figure 1-98  Hosts fields on platform TCP/IP Configuration view

= E |
Host Name [7202-Lynchaw |
Hosts File 3
Use IPvE [ Yes
DNS Domain | |

These available host fields are as follows:

+  Host Name
Synonymous with “computer name,” this is a string that can be processed by a DNS server to resolve
to an IP address. By default, hostname for any QNX-based platform is “localhost”.
Note: On Win32 systems, this is also the computer name. Be aware that changing it will have
important consequences with regards to the computer’s identification in its workgroup or domain!

If using hostnames in your network, you should assign each Niagara platform a unique hostname.
+ Hosts File

The hosts file is a standard TCP/IP hosts file, where each line associates a specific IP address with a

known hostname. To review and edit, you click on the expand control to see all entries.

. To add an entry, click at the end of the last line and press Enter.

Then type the IP address, at least one space, then the known hostname.
+  Todelete an entry, drag to highlight the entire line, then press Backspace.
Click the expand control again to collapse the Hosts File editor.
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« UselIPv6

Default is No (unchecked). If set to Yes (checked), NiagaraAX (platform daemon and station) re-

spond to IPv6 requests, that is, creates IPv6 server sockets (daemon) and IPv6 fox multicast sockets.

This property is applicable only to the following hosts:

«  AX-3.6 and later “Hotspot JACE”, that is JACE-7 (JACE-700) and JACE-6 and JACE-602 Ex-
press running AX-3.6 or later. See “IPv6 support” on page 1-73 for background details.

+  AX-3.4 and later Windows-based hosts, providing that the host platform has the Microsoft
TCP/IP version 6 protocol installed.

¢ AX-3.4 and later Linux-based Supervisor.

TCP/IP DNS fields

If connected to a QNX-based JACE platform, the DNS and gateway settings are also “host-level” param-
eters in the TCP/IP Configuration view, as shown in Figure 1-99.

If a Windows-based host, DNS and gateway settings are available under each Interface section. See “TCP/
IP Interface fields” on page 1-74.

Figure 1-99  Host-level fields for QNX-based platform includes DNS and gateway
HostName  [WEM6-357714 |
Hosts File ¥
Use IPv6 [ es
DNS Domain [mydomain. netl | |
IPv4 Gateway |[152.163.1.1 All QNX-based
ACES
DNSv4 Servers |5.5.4.4
Q

IPvE Gateway |

“Hotspot” JACEs only
(AX-3.6 and later)

DNSv6 Servers ()

Interface 1 ¥
Interface 2 ¥

Interfaces

The available fields for QNX-based JACE platforms are as follows:

+« DNS Domain
The TCP/IP Domain Name System (DNS) domain this host belongs to, if used.

+  IPv4 Gateway
The IP address for the device that forwards packets to other IPv4 networks or subnets. A valid gate-
way address is required in multi-station (JACE) jobs to allow point discoveries under NiagaraNet-
works.

+«  DNSv4 Servers
The IP address for one or more DNS servers (if available), where each can automate associations be-
tween hostnames and IPv4 addresses. Included are icon-buttons to Add (to enter IP address of serv-
er), Delete, and move Up/Down (to set the DNS search order).

+ IPv6 Gateway
Available only if a AX-3.6 and later “Hotspot JACE”. The IPv6 address for the device that forwards
packets to other IPv6 networks or subnets.

+ DNSv6 Servers
Available only if a AX-3.6 and later “Hotspot JACE”. The IPv6 address for one or more IPv6 DNS
servers (if available), where each can automate associations between hostnames and IPv6 addresses.
Included are icon-buttons to Add (to enter IP address of server), Delete, and move Up/Down (to set
the DNS search order).

TCP/IP Interface fields

For each Ethernet port on the connected platform, the TCP/IP Configuration platform view provides an

expandable Interface n ¥ section.

Some JACE models have two Ethernet ports: LAN1 and LAN2, which are Interface 1 (eno) and
Interface 2 (en1). Other JACE models may have a single Ethernet LAN port, Interface 1 (eno).

A JACE-700 can have an optional “WiFi” adapter installed. It appears in the TCP/IP Configuration
view as yet a third Interface 3 (bco).

NiagaraAX—3.8 &3.7ul
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TCP/IP Interface fields

Figure 1-100 TCP/IP Interface fields, top properties

Interfaces

Interface 1
D end
Description Onboard Ethernet Adapter end

Physical Address 00:0L:FD:8AEA:IAS
Adapter Enabled Enabled

IPv4 Settings ’/ # IPv6 Settings |

DHCPv4

[] Enabled

1Pv4 Address 137.19.61.42

As shown in Figure 1-100, each Interface has the following properties at the top:

.

ID

A read-only OS identifier for the hardware interface, such as “en0” if a QNX-based platform, or if a
Windows-based platform, either a 128-bit GUID (globally unique identifier) or a Windows network
connection name, such as “Local Area Connection 2”.

Description

A read-only text string such as “Onboard Ethernet Adapter en0” for a QNX-based host, or “Intel(R)
PRO/100 VE Network Connection” for a Win32-based host, describing a NIC model.

Physical Address

(Value is available only if platform is running AX-3.5 or later) The unique 48-bit MAC address of the
Ethernet adapter, in six two-hexadecimal digits. For example, for a JACE: 00:01:F0:80:13:E6
Adapter Enabled

Checkbox to specify whether the Ethernet port is usable. On Windows-based hosts, this is read-only.

Below the properties above, each Interface has two separate tabs, as follows (each with properties):

.

.

IPv4 Settings
IPv6 Settings

IPv4 Settings

Figure 1-101 [Pv4 tab for Interface of QNX-based JACE, in platform TCP/IP Configuration view

Interfaces DHCPv4 [] Enabled
1Pv4 Address
1Pv4 Subnet Mask 255.255.255.0
DHCPv4 Server nfa

Interface 1 %
D end
Onboard Ethernet Adapter enil

:F0:8D:7A:44

Description
Physical Address 00:0
Adapter Enabled Enabled

" 1Pva Settings ”gﬁ IPv6 Settings |

DHCPv4 Lease Granted nja
DHCPv4 Lease Expires njfa

The following properties are on the IPv4 Settings tab of the selected Interface:

.

DHCPv4
Note: Only ONE adapter of any QNX-based JACE may have DHCP enabled.

A checkbox to specify DHCP (Dynamic Host Configuration Protocol) instead of static IP addressing.
Successful use requires a DHCP server installed on your network. If enabled, other interface fields
such as IP Address and Subnet Mask become read-only, as these are assigned by the DHCP server
after the platform reboots.

Note: In general (for stability), static IP addressing is recommended over DHCP. If configuring for
DHCEP it is recommended that you reserve a specific, fixed IP address for this JACE host in the
network’s DHCP server/router configuration, noting the MAC address of this adapter as shown above.

Caution Do not enable DHCP unless sure that your network has one or more DHCP servers! Otherwise, the JACE
may become unreachable over the network.

NiagaraAX-S.S &3.7ul

.

DNS Domain
(Windows-based hosts only) The TCP/IP Domain Name System (DNS) domain this host belongs to,
if used.
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IPv4 Address
The “static” IP address for this host, unique on your network.
Note: Be careful to understand the following:

. If enabling both LAN ports, note that the LAN1 IP address and LAN2 IP address must be on
different subnets, otherwise the ports will not function correctly.
For example, with a typical “Class C” subnet mask of 255.255.255.0, setting Interface
1=192.168.1.99 and Interface 2=192.168.1.188 is an invalid configuration, as both addresses are
on the same subnet.

+  AJACE controller does not provide IP routing or bridging operation between different Interfac-
es (LAN ports, GPRS, dialup, WiFi).

IPv4 Gateway

(Windows-based hosts only) IP address for the device that forwards packets to other networks or

subnets.

IPv4 Subnet Mask

The “static” IP subnet mask used by this host.

DHCPv4 Server

Applies only if DCHP is enabled. Shows read-only address of the DHCP server from which this host

last obtained its IP address settings.

DHCPv4 Lease Granted

Applies only if DCHP is enabled. Shows a read-only timestamp of when the DHCP lease started.

DHCPv4 Lease Expires

Applies only if DCHP is enabled. Shows a read-only timestamp of when the DHCP lease will expire,

and will need renewal.

DNSv4 Servers (DNS Servers)

(Windows-based hosts only) The IP address for one or more DNS servers, each of which can auto-

mate associations between hostnames and IP addresses. Included are icon-buttons to Add (to enter

IP address of server), Delete, and move Up/Down (to set the DNS search order).

IPv6 Settings

.

IPv6 support is provided in most QNX-based JACE models running AX-3.6 or later (“Hotspot
JACE”), but is not available in any “J9 JACE” or any QNX-based JACE running AX-3.5 or earlier. See
“IPv6 support” on page 1-73 for background.

Windows-based hosts have IPv6 properties that are read-only. Any adjustments, if necessary, must
be made directly from the Windows OS interface, that is the Control Panel.

Figure 1-102 [Pv6 tab for Interface of (Hotspot) QNX-based JACE, in platform TCP/IP Configuration view

Interfaces IPv6 Support

Interface 1 %

D end

Description Onboard Ethernet Adapter end
Physical Address 00:01:F0:80:7A:44

Adapter Enabled [#] Enabled

" IPv4 Settings | &Y IPv6 Settings

IPv6 Enabled
Obtain IPv6 Settings Automatically Yes

IPv6 Address [geg0::201:s085: ez 7044

IPv6 Network Prefix Length 64

The following properties are on the IPv6 Settings tab of the selected Interface:

.

IPv6 Support

Yes or No, as read-only. Indicates if host platform’s OS supports IPv6.

+  Some QNX-based JACEs running AX-3.6 or later (with “Hotspot” JVM) support IPv6. For
those hosts that do not, the rest of the properties below do not appear.

+  Windows-based OS hosts typically provide IPv6 support, as does Linux.

IPv6 Enabled

Checkbox for Enabled. Read-write for AX-3.6 or later “Hotspot JACE” only, where default is disabled

(cleared). If a Windows-based host this is read-only, and indicates whether the host is configured

with the IPv6 protocol.
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Note:

Users management

+  Obtain IPv6 Settings Automatically
Checkbox for Enabled (default). Changeable for a AX-3.6 or later “Hotspot JACE” only. Provides for
“auto-configuration” of IPv6 address, if acceptable. If enabled, the next two properties are read-only.
If cleared, the two properties below must be entered manually.

+ IPv6 Address
The host’s IP address in IPv6 format, to be unique on its network.

+  IPv6 Network Prefix Length
The number of left-most contiguous bits of the IPv6 address (in decimal) that compose the subnet
prefix.

+  DNSv6 Servers
(Windows-based hosts only, providing host’s OS has IPv6 enabled) Read-only IPv6 address for one
or more DNS servers, each of which can automate associations between hostnames and IPv6 ad-
dresses.

The User Manager is one of several platform views, available only when connected to a remote Windows-
based JACE. This view allows you to manage Windows OS user and group accounts local to that host
(which otherwise would require accessing “Administrative Tools” in Windows on that host).

You need ‘admin-level” platform access in order to change any user settings. When connected to the
platformvia a “user-level” login, you can review settings, but none of the buttons in this view are available,
nor are “drag and drop” actions possible. See “Levels of platform access” on page 1-45 for related details.

Figure 1-103 User Manager for remote Win32-based host
5 |2 |

Users

Groups

Name

BUILTIM\Administrators
BUILTIN\Backup Operators
BUILTIN'Guests

BUILTINYNetwork Configuration Opef

|NamE |CDrnmEr|t | B |

OEM-5417-4169'Bobo Clown
OEM-6417-4163\IT_Manager IT Manager
OEM-6417-4169\Tridium Built-in account for administen

[»[=

BUILTIN'\Remote Desktop Users -
[« | ]

| New Group H Delete Group

Members of "BU
Type | MName B
OEM-6417-4169'FacMan

user

< |

| New User || Delete User || Change Password ‘ ‘Add Member H Remowe Member,

As shown in Figure 1-103 above, the view has two main sides.

+  Users are listed in a users table on the left side.

«  Groups are listed in a groups table the right side. In addition, a lower “membership” table shows all
members of any currently selected group.

Buttons below each side provide popup dialogs in which you can add or delete a user or group, or change

password for a selected user.

The following sections provide more details:
«  Users management

+  Groups management

Users management

In the users side of the User Manager, click in the users table and buttons below to perform various
Windows user management tasks. You can review, add, and delete users, and change passwords. You can
also drag and drop users into groups.
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Review user
Double-click any existing user in the User Manager for a Details dialog, as shown in Figure 1-104.

Figure 1-104 Details dialog for Windows user

i, Details for DEM-6417-4169\Fac! x|

User Name OEM-6417-4155FacMan
Comment Fadlities Manager
Group Membership

BUILTIN\Guests
BUILTIN\Power Users
BUILTIN\Users

This displays the user’s account name, comment, and group memberships (including domain groups).

Add user

Click the New User button in the User Manager for a New User dialog, as shown in Figure 1-105.

Figure 1-105 New User dialog
[ivewuser x|

User Name | |

Comment | |

Password
e T a——

Groups (check all that apply)
BUILTIN\Administrators

BUILTIN'Backup Operators
BUILTIN'Guests

BUILTINMetwork Configuration Operators
BUILTIM'Power Users

BUILTIN'Remote Desktop Users
BUILTIM'Replicator

BUILTINVsers

In this dialog you must type a user name and password (text in both password fields must match). You
can also type a comment, typically a full user name or description. Click in the groups checklist to
designate which groups the new user should have membership.

When you click OK, the new user is added and appears in the user table.

Delete user

In the User Manager, click to select one or more users (press Ctrl and click to select multiples). Then click
the Delete User button for a confirmation dialog, as shown in Figure 1-106.

Figure 1-106 Confirm Delete dialog
x|

@ Delete selected user(s)?

When you click OK, the selected user(s) is deleted and removed from the user table.

Change user password

In the User Manager, click to select a user, then click the Change Password button for a popup dialog
(Figure 1-107).

Figure 1-107 Change Password dialog
1|

User Name OEM-6417-4163\FacMan

Current d [eeenenes] |

Hew password
Hew Password(retype) [ersvses |

You must type the current user’s password, then the new password twice (text in both new password fields
must match). When you click OK, the password for that user is changed to your new password.
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Note:

Note:

Groups management

Drag and drop
In the User Manager, you can “drag and drop” rows from the users table on top of a row in the groups
table. This adds the selected user(s) to the target group, without any popup dialog.

Or, if a single group is already selected, you can drag and drop user rows into the lower membership table
for that group. This adds the selected user(s) to that group, and updates the membership table.

Groups management

In the groups side of the User Manager, click in the groups table, membership table, and buttons below
to perform various Windows group management tasks. You can review, add, and delete groups, and in
any group, you can add or remove members.

Starting in AX-3.5, Workbench and the NiagaraAX platform daemon changed for a Windows host, such
that only domain groups are shown in which the current user is a member, vs. all possible domain groups.

Previously, it was found that on a large domain (e.g. a corporate domain with thousands of domain
groups), platform daemon issues resulted that prevented proper loading of views such as the User Manager.
This could also affect User Authentication dialogs launched from the Platform Administration view.

Review group
Click any existing group in the User Manager to see user members in the table below (Figure 1-108).

Figure 1-108 Select group to see membership

Groups
B| [Mame B
BUILTIM\Administrators k -

BUILTIMN\Backup Operators
BUILTIN\Guests
rfdoq [BUILTIMWNetwork Configuration Operators —

El T TIM\Prwer | lger.
| 1

| New Group H Delete Group |

Members of "BUILTIN\Administrators” group
Type |Name | B
user  OEM-6417-4169'Tridium

user  OEM-6417-4169\T_Manager

]

ZI | Add Member H Remove Member, |

All users for the selected group are shown.

Add group
Click the New Group button in the User Manager for a popup dialog, as shown in Figure 1-109.

Figure 1-109 New Group dialog

zl
Growtame |

Members

[#] List only local accounts [#] List only users
QEM-6417-4169'Bobo {user)
CEM-6417-4169'FacMan {user)
CEM-6417-4165\T_Manager {user)
OEM-6417-4169\Tridium {user)

AX-3.5 and later hosts limit shown domain groups to those in which the current user is a member.

In this dialog you must type a name for the new group. Click in the users checklist to designate which
Windows users the new group should have as members.

By default, the users checklist is “filtered” to reduce entries as follows:

. List only local accounts — Anydomain users and groups do not appear.
. List only users — Groups do not appear.
As needed, click these checkboxes to add or remove these choices in the users checklist.

When you click OK, the new group is added and appears in the groups table.
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Delete group
You cannot delete any Windows “Built-In” group.

In the User Manager, click to select one or more groups (press Ctrl and click to select multiples). Then
click the Delete Group button for a confirmation dialog, as shown in Figure 1-106.

Figure 1-110 Confirm Delete dialog
|

@ Delete selected group(s)?
(=]

When you click OK, the selected group(s) is deleted and removed from the groups table.

Add member
Select (click) a group in the User Manager, then the Add Member button for a popup (Figure 1-111).

Figure 1-111 Add Member dialog
x

[#]ilist onlly local accounts; [#] List only users
QEM-5417-4169\Bobo (user)
OEM-6417-4169\FacMan {user)

Only users not already members of this group are listed. Click in the users checklist to designate which
Windows users the group should have as members.

By default, as in the New Group dialog (Figure 1-109), the users checKklist is filtered to not list domain
users and groups. If needed, click these checkboxes to add or remove these choices in the users checklist.
When you click OK, the group’s membership is updated with the member(s) you added.

You can also drag and drop users (rows in users table) onto groups (rows in groups table).

Remove member

Select (click) a group in the User Manager, then in the membership table, select one or more users. With
the user(s) selected, click the Remove Member button for confirmation dialog (Figure 1-112).

Figure 1-112 Confirm Remove dialog

x

@ Remove selected member(s) from group?
T

When you click OK, the selected user(s) is removed that group’s membership.
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Note:

Groups management

WiFi Configurationappearsamong platform views, alongwithaWiFi Certificate Manager
view., only ifa AX-3.6 or later JACE host that has an installed 802.11b/g wireless WiFi adapter, At the time
of this document, this applies only to a JACE-700 with a Mini-PCI WiFi adapter card (T7-WIFI option).
This JACE-7 option became available in the initial AX-3.6 software release time frame.

Figure 1-113 WiFi Configuration platform view (AX-3.6 or later)

= =

Wireless Host Setting

Wireless Enabled
WiFi Daemaon State Scanning
Current Adapter  bed

5= My Host : sc-400 (Sup37_T)|
= 192.168.1.75

=8 pitforn Wireless Networks

Application Director
&% DDNS Configuration

S5ID BSSID Mode  [Chamnel [Security  [Strength (%)

r ®
00 Distribution File Insty Bnet_Plant 48:5b:39:20:f7:69 | Managed 3 WEP ll 100 [=]
File Transfer Client 9 rEdsOx2010  |00:1f:33:d2iab:75  Managed & WPAPSK gl 64
-l GPRS Modem Config icholson3 00:25:9c:bftb0:c3  Managed 1 wea2psk | gfl| 22 I
- A Lexicon Installer 2 MGMLMN 00:25:9c:68:90:38  Managed & WPAZ-PSK djj]] 18 =]

-+ (3 | License Manager

— Add Network |
54 Platform Administrat]

i Discover |

-] Software Manager

% Station Copier
--[8 TCPIP Configuratio
- WiFi Certificate Man:

= VWiFi Configuration

==l Remate File System

|.y Roam ||

Connect de Disonnned” i3 Edit Network H_ New Network H 3 Remnvenetmrk‘

This view lets you discover 802.11b/g networks available to the JACE, and add one or more networks, as

necessary.

The JACE's running station also has a ‘WifiPlatformService” among its platform services. Its
default ‘Wifi Platform Service Plugin’view isidentical to theWiFi Configuration view.

Figure 1-114 Wifi Platform Service Plugin view

= ] B @ =

)

)

il = | rianv Wireless Host Settings

S~ &) My Netwark n Wireless Enabled

E}Eﬁ Station (J7_Bnet_38) Lad WiFi Daemon State Scanning
E] Config o Current Adapter  bcD

=P i
EhF Services rWireless Networ

£ UserService

- CategoryService

ssID_[BssID_[Mode [channel [security [Strength (%)

[E

[}-Q JobService

B Lb AlarmsService
¥ HistoryService
[ AuditHistory
G2 LogHistary
9 ProgramService

IZ—JE PlatformServices | g Di 3 || Add Network |
-& SerialPortService

& UsbMonitorPlatformse

= PowerMonitorService S5ID BSSID |Mnde |Pr|or\ty |Channe| ‘Sacurlty |

Status

|Strengt:h (%

) NtpPlatformServiceQn 0 Bret_Plant | 48:5b:39:2b:f7:69 Mansged 0 1] WEP

& TeplpPlatformService
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> |
&d” HardwareScanServitg |

Connecting

il 100
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=
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58 wehservics

Refer to the Engineering Notes II document “NiagaraAX JACE WiFi option” for complete details,
including usage scenario, configuring the JACE for WiFi, and further details on this view.
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WiFi Certificate Manager

Note:

Note:

WiFi Certificate Manager appearsamong platform views, alongwithaWiFi Configuration
view, only if a AX-3.6 or later JACE host that has an installed 802.11b/g wireless WiFi adapter, At the time
of this document, this applies only to a JACE-700 with a Mini-PCI WiFi adapter card (T7-WIFI option).

Starting in AX-3.7, this view changed in appearance from the previous (AX-3.6) WiFi Certificate
Manager view. It now resembles the (unrelated) platform Certificate Management view, used in SSL
support in AX-3.7 and later. However, it uses a different key store, and applies only to WiFi security.

Figure 1-115 WiFi Certificate Manger platform view (AX-3.7 or later)
Ssamirs - L ]

* |& |Nav

e [@wee [

52 My Host : sc-400 (Sup37_T1) (=
EHe2 192.168.1.75 0 ohjects
EHE Platform Key File | Certificate File B

Client Keys rServer Certificates ’/cﬁ Certificates |

You have certificates from these organizations that identify you:

@ Application Director

— %" DDNS Configuration

-} Distribution File Installer
File Transfer Client

,ﬂﬂ GPRS Modem Configurat]

- A Lexicon Installer

License Manager

|54 Platform Administration
) Software Manager

fg?b Station Copier

L8 TCP/IP Configuration

b o \/iFi Certificate Manager

5" WiFi Configuration

[H==i Remate File System
T 9]

| ~ Import H Backup H View H Delete

” «

This view lets you import “CA certificate’, “server certificate’, and client “private key” files onto the JACE
for use in WiFi security types WPA or WPA?2. Usage of these security types (with such digital certificates)
are uncommon except in an “enterprise level” network scenario.

The JACE's running station also has a “‘WifiPlatformService”amongits platform services. However,
at the time of this document, anAX-3.7 or later station has no equivalent WiFi Certificate
Manager view (under its PlatformServices). If WiFi certificate configuration is required, you must use this
view in a platform connection.

Refer to the Engineering Notes II document “NiagaraAX JACE WiFi option” for complete details,
including further details on using this view.

Remote File System

1-82

The Remote File System view is one of several platform views. It provides a read-only view of the remote
platform’s file system.

For QNX-based platforms (only), it also provides browse capability of the file system root (/) of the
remote host, using the Nav tree side bar of Workbench (Figure 1-116).

Figure 1-116 Remote File System for QNX-based host
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Note to actually copy (transfer) files between your Workbench PC and the remote NiagaraAX platform,
you use the platform File Transfer Client view. See “File Transfer Client” on page 1-30.
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CHAPTER

Platform Services

This section explains the platform access available in a running station—in other words, the station’s
perspective on its host platform. Unlike the various platform views, a platform connection is not needed
to access platform services. Instead, you need only a standard station (Fox) connection.

The following main sections provide more details:

+  “About Platform Services” on page 2-2

+  “Component differences for platform services” on page 2-2
+  “PlatformServiceContainer parameters” on page 2-3
+  “PlatformServiceContainer status values” on page 2-3
+  “PlatformServiceContainer configuration parameters” on page 2-4
“Additional PlatformServiceContainer properties” on page 2-6
+  “Model-specific PlatformServiceContainer properties” on page 2-7
+  “PlatformServiceContainer actions” on page 2-7
+  “SystemService (under PlatformServices)” on page 2-8
+  “Platform service types” on page 2-9
+  “Using platform services in a station” on page 2-10

+  “JACE power monitoring” on page 2-10
+  “JACE-NXT (and JACE-NXS) power monitoring” on page 2-11

+  “PlatformServices binding and link caveats” on page 2-12
+  “About the NtpPlatformService” on page 2-13
»  ‘“Interaction with station’s TimeSyncService” on page 2-13

+  “NTP port/firewall considerations” on page 2-13

+  “About the Ntp Platform Service Editor” on page 2-13

+  “About the Ntp Platform Service Editor Win32” on page 2-14

+  “About the Ntp Platform Service Editor Qnx” on page 2-15 (most JACEs)
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About Platform Services

Note:

2-2

Under Config, Services, every running Niagara station has a Plat formServices container
(Figure 2-1), which any station user with admin-level permissions to this component can access.

Figure 2-1  Example JACE station’s PlatformServices
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Platform services in a running station provide two main types of functionality:

+  A“subset” of platform views available in a platform connection. Platform services do not provide the
full set of functions available in Workbench platform connection. For example, you cannot install or
upgrade software, or transfer stations and files. However, a number of platform configuration views
are available under a station’s PlatformServices.

+  Certain platform configuration settings accessible only through PlatformServices—that is, not avail-
able in a client platform connection.

When engineering station security, be careful about assigning user permissions to PlatformServices and its

child service components. In general, you should regard this portion of the station as most critical, as it

allows access to items such as host licenses and TCP/IP settings. Furthermore, right-click actions on the

PlatformServices include “Restart Station” (note that if a QNX-based JACE, this results in a host reboot!).

For details about station security, see “About Security” in the User Guide.

Component differences for platform services (as explained in the next section) should be understood.

Component differences for platform services
PlatformServices is different from all other components in a station in the following ways:

o Itacts as the station interface to specifics about the host platform (whether JACE or a PC).

o Itis built dynamically at station runtime—you do not see PlatformServices in an offline station.

»  Changes you make to PlatformServices and all child services are not stored in the station database.
Instead, changes are stored in other files on that platform, such asits plat form. bog file, or within
the platform’s operating system.

Note: Do not attempt to edit plat form.bog directly; always use PlatformServices’ views!

In summary, when you make changes under a station’s PlatformServices, those changes are independent

of the running station. If you install another station, platform services are dynamically recreated again

when the new station starts, based upon the last settings.

In addition, understand that some changes in platform services views may require the host to be rebooted
to become effective. Examples include TCP/IP changes, or some NTP-related changes in a QNX-based
JACE. A “Reboot Now?” popup dialog appears upon saving such a change.
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PlatformServiceContainer parameters

In addition to being a container, the PlatformServicesContainer provides various status and configu-
ration entries for the host platform. In the Nav tree, double-click PlatformServices to access the “Platform
Service Container Plugin” which lists these entries, as shown in Figure 2-2.

Figure 2-2  PlatformServicesContainerPlugin view (many entries not shown)
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Java VM Vendor Sun Microsystems Inc,
Java VM Version 1.5.0_34-b23
05 Name QX =
05 Arch ppc
05 Version 641
Platform Daemon Port 3011
Platform Daemon 5SL Port 5011
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System Time [Le: 40
Date [11-Dec-2013[F |

Included are many read-only status values as well as configuration parameters. Each is described in
separate sections as follows:

+  PlatformServiceContainer status values
+  PlatformServiceContainer configuration parameters
+ Additional PlatformServiceContainer properties

Note: By default, any PlatformServicesContainer also provides three right-click actions.

PlatformServiceContainer status values
Status values in a station’s PlatformServicesContainer include the following:

+« Name

Name of running station.
+« Host

IP address of host platform.
+  Model

Model of host platform type, such as “NMP6,” “TVLN,” or “Workstation.” See “Models of platforms”
on page 1-11 for further details.
« HostID
NiagaraAX host identifier, a string unique to this one machine.
« Niagara Version
Version and build number of the NiagaraAX distribution running in the host platform.
+« Java VM Name
Java virtual machine used, e.g. either “Java HotSpot(TM) Client VM” or “J9” (QNX-based hosts) or
“Java HotSpot(TM) Client VM” for Windows-based hosts.
+ Java VM Vendor
Vendor for Java VM, e.g. “Sun Microsystems Inc.” (Java HotSpot) or “IBM Corporation” (]9).
+ Java VM Version
Version of Java VM, e.g. “1.5.0_34-b26” (Java Hotspot) or “2.3” (J9)

+ OS Name
Operating System name, such as “QNX” or “Windows XP.”
+  OS Arch.

Machine architecture for OS, such as “ppc” (QNX-based hosts) or “x86” (Windows-based hosts)

+  OS Version
Operating System version, such as “6.4.1” (QNX) or “5.1” (Windows XP)

+  Platform Daemon Port
Port number on which the platform daemon that started the station is listening for its platform serv-
er (3011, or another port number). This can prove useful in case you changed the platform port (see
“Change HTTP Port” on page 1-46), but then forgot what the new port is.
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Note:

+  Platform Daemon SSL Port
Port number on which the platform daemon is listening for its platform SSL server (5011, or another
port number, providing that platform SSL enabled). If platform SSL is disabled, it reads “Unknown”.
This can prove useful in case you changed the platform SSL port (see “Change SSL Settings” on page
1-47), but then forgot what the new port is.
Note: In the container plugin, most of the remaining entries are configuration parameters. However
a few status values are also mixed in, and are described below.

+  Number of CPUs
Number of CPUs used in the host platform (typically 1).

+  Current CPU Usage
Percentage of CPU utilization in the last second.

+  Overall CPU Usage
Percentage of CPU utilization since the last reboot.

+  Filesystem
File storage statistics for the host, including total file space, available (free) space, and file block size
(minimum size for even the smallest file). For a QNX-based JACE host, it may look similar to:

Total Free Block Size Files Max Files
/E£fs0 126,976 KB 77,160 KB 2,048 bytes 732 4096
/aram0 31,488 KB 29,832 KB 1,024 bytes 28 4096

Note: The “Files” and “Max Files” values require the JACE to be running AX-3.6 or later.

+  Physical RAM
Current total and free RAM statistics for the host. For a QNX-based JACE, it may look similar to:

Total Free
262,144 KB 70,160 KB

+  Serial Number
(Appears only if QNX-based JACE running AX-3.6 or later). The controller’s unique serial number.

+  Hardware Revision
(Appears only if QNX-based JACE running AX-3.6 or later). Hardware revision of the controller.

+  Hardware Jumper Preset
(Appears only if QNX-based JACE) Either true or false—indicates whether or not the mode jumper
is installed for “serial shell mode” access. Read at boot time only. See “About JACE serial shell mode”
in the JACE NiagaraAX Install & Startup Guide.

+  EWF Overlays
(Appears only if a CompactFlash-based JACE-NXT or JACE-NXS host) Status of the Enhanced
Write Filter overlays which protect the CompactFlash card from excessive writes. Two overlays are
listed, one for OS, and one for History. The current State can either be “Enabled,” “Disabled,” or
“Unknown.” The state should always say “Enabled” for both overlays under normal operation. The
Command should normally be “Commit.” Other possible values are “noCmd” and “CommitAndDis-
able.” Ram Usage is the amount of RAM used by the overlay, and should “cap out” at some maxi-
mum number during normal operation. The history overlay theoretical maximum is about 5% larger
than the size of the History partition, about 85MB.
Also see the JACE-NXT NiagaraAX Install & Startup Guide and JACE-NXS NiagaraAX Install &
Startup Guide.

PlatformServiceContainer configuration parameters

Configuration properties of a station’s PlatformServices Container are listed below. If needed, you can
change any in the container plugin view (property sheet)—click Save to write to the host platform.

It is recommended that you leave engine-related parameters and other advanced settings at default values,
unless you have been directed otherwise by Systems Engineering.

+ Locale
Determines locale-specific behavior such as date and time formatting, and also which lexicons are
used. A string entered must use the form: language [“_” country [“_” variant]]. For example, U.S. En-
glish is “en_Us” and traditional Spanish would be “es_ES_Traditional”. For details, see Sun doc-
umentation at http://docs.oracle.com/javase/1.4.2/docs/api/java/util/Locale.html.

+  System Time
Current local time in host.

+ Date
Current local date in host.

+ Time Zone
Current local time zone for host. For more details, see “Time Zones and NiagaraAX” on page B-1.

“« »
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Engine Watchdog Policy

Note: The engine watchdog is a platform daemon process, to which the station periodically reports
its updated engine cycle count. The watchdog purpose is to detect and deal with a “hung” or “stalled”
station, and is automatically enabled when the station starts.

The Engine Watchdog Policy defines the response taken by the platform daemon if it detects a sta-

tion engine watchdog timeout. Watchdog policy selections include:

+  Log Only — Generates stack dump and logs an error message in the system log.

+  Terminate — (Default) Kills the VM process. If “restart on failure” is enabled for the station
(typical), the station is restarted.

+  Reboot — Automatically reboots the host JACE platform. If “auto-start” is enabled for the sta-
tion, the station is restarted after the system reboots.

Engine Watchdog Timeout

Default is 1 minute, and range is from 0 ms to infinity. If the station’s engine cycle count stops chang-

ing and/or the station does not report a cycle count to the platform daemon within this defined pe-

riod, the platform daemon causes the VM to generate a stack dump for diagnostic purposes, then

takes the action defined by the Engine Watchdog Policy.

Enable Station Auto-Save

Either Enable (default) or Disable. Allows for “auto save” of running station to

“config backup_<YYMMDD>_ <HHMM>.bog” file at the frequency defined in next property. Auto-

saved backup files are kept under that station’s folder.

Station Auto-Save Frequency

Default is every 24 hours for any QNX-based host, or every (1) hour if Windows-based host. Range

is from 1 to many hours.

Station Auto-Save Backups to Keep

Oldest of kept backups is replaced upon next manual save or auto-save backup, once the specified

limit is reached. The default value for QNX-based JACE hosts is 0 (none), and should be kept low.

However, changing to 1 provides a benefit in the case where a catastrophic (yet inadvertent) station

change is made, such that a station “kill” can be issued to revert back to the backup copy on the JACE.

In Windows-based hosts, the default is 3, and typically (unless a CompactFlash-based JACE-NXT or

JACE-NXS) can be safely adjusted up, if desired.

Battery Present

Applies to configuration of a QNX-based JACE’s backup battery, requiring the JACE to also be run-

ning build 3.6.44 or later. Used to specify whether the controller has an integral backup battery, typ-

ically an onboard NiMH battery. The default property value is true—which is recommended unless

the controller is both SRAM-equipped and is without an attached backup battery (there is no way to

detect the latter through software).

If set to false and saved, upon the next reboot the station’s PowerMonitorService no longer monitors

for a backup battery, with the underlying “power daemon” stopped. This prevents nuisance “battery

bad” alarms. Station backup is dependent totally on SRAM and the station’s DataRecoveryService

(the JACE must have the platDataRecovery module installed, and be licensed for DataRecovery).

Note: The configuration described above is only one of three possible backup options for an SRAM-

equipped controller (e.g. JACE-6E, JACE-2,-6,-7 with an SRAM option card), as well as the newest

JACE-3E controller. The two other options are to use both backup battery and SRAM for backup, or

to use backup battery only (and not SRAM). These other two options require that this Battery Present

property is set to true.

For related details, refer to the Engineering Notes II document JACE Data Recovery Service (SRAM

support).

Failure Reboot Limit

Limits the number of system reboots that can be triggered by station failures, within the Failure Re-

boot Limit Period, below (if the host is so configured using the Application Director, see

“Start checkboxes” on page 1-17). Default value is 3.

Failure Reboot Limit Period

Specifies the repeating frequency of the Failure Reboot Limit period, with default value at 1 hour.

Note: These two “Failure Reboot” settings are also adjustable (in any version of QNX-based host)

within that JACE's ! daemon/daemon . properties file, in the following two properties:

+ failureRebootLimit=x (where x is integer, default is 3)
+  fajlureRebootLimitPeriod=y (where y is long in milliseconds, default is 3600000)

Also see next section, “Additional PlatformServiceContainer properties” on page 2-6.
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Additional PlatformServiceContainer properties

A station running on a QNX-based platform has the following additional PlatformServicesContainer
properties, as shown in Figure 2-3.

Figure 2-3  Additional PlatformServiceContainer properties for QNX-based host.
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These properties are in addition to the other standard configuration properties. Each of these additional
properties has a read-only Status field on the far right side, plus the following configuration fields:

+  RAM Disk Size

Has two configurable fields:

B Min Free — minimum allowable free size in %. If status is not Ok, a “Low RAM disk space”
warning is overlaid in all Workbench views of the station.

. Size —in MB, where default is 16 for a JACE-4/5 series, 8 for a JACE-2 series, 32 for a JACE-6
series, or 48 for a JACE-7 series. Specifies the size of RAM disk used to store history and alarm
files. Specifies size of RAM disk used to store history and alarm files.

« Java Heap

Has one configurable “Min Free” field, in MB. Specifies the minimum free Java heap size, in MB,
against which the station compares (tests) for low memory conditions, that is excessive Java heap.
The default varies according to JACE model. This test automatically runs once a minute. If the heap
free byte count is less than the defined minimum free heap size, a “low memory warning” appears in
all Workbench views of the station. The warning is a yellow message box overlaid on any new view
accessed, or on any current view that is refreshed. This warning is removed when the heap free byte
count rises above the defined minimum size—such as might occur if enough components are deleted
from the station.

Note: All memory statistics, including those for heap, are accessible on a station opened in

Workbench, via the Resource Manager view of the Station component.

+  Open File Descriptors
Has one configurable “Min Free” field, related to number of files (and/or open sockets). Specifies the
maximum amount of file descriptors that can be used. That is, the read-only “Max Open” number
minus the “Min Free” amount. File descriptors are used for histories, modules, and Fox connections
If exceeded a “Station has too many open files or sockets” warning is overlaid in all Workbench views
of the station.

+ FreeRAM
Has one configurable “Min Free” field, in KB. Specifies the minimum RAM that can be left free dur-
ing station operation. If status is not Ok, a “Low free RAM” warning is overlaid in all Workbench
views of the station.

+ Disk Space
Has one configurable “Min Free” field, in %. Specifies the minimum percentage of disk storage that
can be left free during station operation. Below this amount, a “Platform running low on disk space”
warning is overlaid in all Workbench views of the station.

+ Files
Has one configurable “Min Free” field, to specify the minimum number of free files available during
station operation. Below this amount, a related platform warning appears. Note that starting in AX-
3.6, the PlatformServiceContainer status property “Filesystem” includes both the current number of
files and the maximum number of files for each partition on a QNX-based JACE.

Note: Current statistics for memory, heap, and file descriptors (fd) are accessible on a station opened in
Workbench, via the Resource Manager view of the Station component.

Also see previous section, “PlatformServiceContainer configuration parameters” on page 2-4.
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Model-specific PlatformServiceContainer properties

Some QNX-based JACE models may have yet more PlatformServices properties, specific to special
hardware features. This is in addition to the standard and additional properties described above.
Typically, these are configured at JACE commissioning time.

For more details, see “Controller-specific PlatformServices properties” in the JACE NiagaraAX Install &
Startup Guide.

PlatformServiceContainer actions
The PlatformServicesContainer also provides three (right-click) actions, as shown in Figure 2-4.

Figure 2-4  PlatformServicesContainer actions.
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These actions are described as follows:

+  Send Thread Dump to Console
Causes that host’s platform daemon to have the station send a VM thread dump to its standard out-
put (console), equivalent to the “Dump Threads” command in the Application Director. Typically
used only during troubleshooting.
Note: Apart from Application Director (platform access) to view station output, you can also view
a “snapshot” of station output in a browser. Do this via the “stdout” link in the spy utility, at URL
http://<hostIP>/ord?spy:/stdout

+  Request Garbage Collection
Causes the JVM running the station to perform garbage collection. This results in a “best effort” to-
wards releasing unused objects and making more memory available on the “heap”. Note that current
heap and memory statistics for any running station are available on the ResourceManager view of
the station component.

+  Restart Station
Produces a popup confirmation dialog. Applies directly to a station running in a Windows-based
platform, where it is equivalent to issuing a “Restart” command from the Application Director (sta-
tion is saved on its host, then restarted). If issued to a station running on a QNX-based platform, this
results in a host reboot (station restart not available unless host is rebooted).

Note: Also, most child services under the PlatformServicesContainer have an available “Poll” action, which
refreshes their property values. See “Platform service types” for a listing of possible child services.

2-7
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SystemService (under PlatformServices)

PlatformServices also contains a child “SystemService” container, accessible from its property sheet as
shown in Figure 2-5. Unlike other child services, SystemService does not appear in the Nav tree.

Figure 2-5  SystemService from property sheet of PlatformServices.
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When you expand SystemService, you see most of the same properties available in the default Platform
Service Container Plugin view (see “PlatformServiceContainer parameters” on page 2-3). In addition, as
shown in Figure 2-6, there are two other slots: “Local Daemon Ssl Port” (if a AX-3.7 or later platform),
and a container slot “Station Save Alarm Support”.

Figure 2-6  Station Save Alarm Support expanded in property sheet of SystemService.
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The “Local Daemon Ssl Port” value will be “-1” if the platform is not configured (and enabled) for
platform SSL, or else otherwise shows the port used for secureSSL connections, for example, 5011.

Properties under “Station Save Alarm Support” allow you to configure the alarm class and other param-
eters to use for “station save” alarms. Such an alarm may occur, for example, if there is insufficient disk
space to complete the save. Properties work the same as those in an alarm extension for a control point.
For property descriptions, see the User Guide section “About alarm extension properties”.

Note: Other platform warnings from defined limits, such as for low memory, low disk space, and so on (see
Figure 2-3 on page 6 for related properties) are not really alarms—they simply generate a yellow overlay in
the lower right corner when viewing the station in Workbench. If you need actual alarms, you can link from
an appropriate boolean slot of the SystemService component (for example, “LowHeap”) into other persisted
station logic in another area of the station.

If linking to PlatformServices, be aware that you should change the link type from “handle” to “slot path”
For related details, see “PlatformServices binding and link caveats” on page 2-12.
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Platform service types

In addition to the SystemService found under its property sheet, the PlatformServicesContainer has
various child services, of which different types are listed below.

Note: Some platform services are intended to support installations where all configuration must be done using
only a browser connection (and not a Workbench platform connection to a JACE’s platform daemon).
Examples include types TcpIpService and LicenseService.

The list of visible platform service types includes the following:

.

NiagaraAX-S.S &3.7ul

TcplpService

Provides access to the same configuration using the platform’s TCP/IP Configuration view.
See “TCP/IP Configuration” on page 1-72.

LicenseService

Provides access to the same configuration using the platform’s License Manager view. See “Li-
cense Manager” on page 1-35.

SerialPortService

Allows review of available serial ports on the host platform. For older QNX-based JACEs with con-
figurable serial ports (e.g. JACE-403), this is where you configure port usage. For a related procedure,
see “JACE serial port configuration” in the JACE NiagaraAX Install & Startup Guide.
PowerMonitorService

Currently applies to QNX-based JACEs, providing configuration and status of the JACE’s battery
monitoring and AC power-fail shutdown routines. See “JACE power monitoring” on page 2-10 for
details. This service also applies to some models of the (Win32-based) JACE-NXT and JACE-NXS,
see “JACE-NXT (and JACE-NXS) power monitoring” on page 2-11.

NtpPlatformService

Provides the Niagara interface to the NTP (Network Time Protocol) service or daemon of the plat-
form’s OS (QNX, Win32, Linux), including several configuration parameters and a list specifying
one or more NTP time servers. For details, see “About the NtpPlatformService” on page 2-13.
GprsPlatformService

Auvailable only for a QNX-based JACE with a GPRS modem option card installed, providing that the
platGprs module is installed. Refer to the section “About the GprsPlatformService” in the Engi-
neering Notes document GPRS modem option for more complete details.
UsbMonitorPlatformService

(Applies to JVLN, i.e. JACE-7 platforms only). Provides read-only debug type details related to USB
port monitoring on the JACE-7 series controller. If client applications are installed that interface
with this service, system notifications may occur when USB devices are inserted or removed.
DataRecoveryService

Allows monitoring the service that automatically creates and manages static RAM buffers in the
controller, allowing “battery-less” operation (if so configured), or usage of the SRAM along with an
installed backup battery. For details, refer to the Engineering Notes II document JACE Data Recovery
Service (SRAM support).

Note: In the initial AX-3.6 release, this service automatically removed any former PowerMoni -
torService. However, starting in build 3.6.44, this changed such that both services are retained.
However, ifthe PlatformServiceContainer’s configuration property “Battery Present” is set to false, the
PowerMonitorService no longer monitors for a battery, preventing “battery bad” nuisance alarms.

HardwareMonitorService

Applies to station in a Win32-based JACE only (JACE-NXT, JACE-NXS, JACE-NX). Provides status
of several internal environmental variables, including alarm limit configuration. See “JACE-NXT
hardware monitoring” on page 2-11 and “JACE-NXS hardware monitoring” on page 2-11 for details.
WifiPlatformService

(Applies if a JACE-700 with installed WiFi option only). Allows configuration of the optional WiFi
adapter installed in the JACE controller, providing that the platwifi module is installed. For de-
tails, see the “About the WiFiPlatformService” section in the Engineering Notes I document Niaga-
raAX JACE WiFi option.
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Note:

Note:

Apart from configuration usage, some platform services under the PlatformServicesContainer provide
status values that you can further incorporate. Typically, each value also provides built-in alarm features.
Usage is typical for the following:

+  JACE power monitoring

+  JACE-NXT (and JACE-NXS) power monitoring
+  JACE-NX hardware monitoring

+  JACE-NXS hardware monitoring

JACE power monitoring

By default, through the PowerMonitorService, any QNX-based JACE provides status monitoring of
the following items, via “Boolean” type slots:

« ACpower

(“Primary Power Present” slot) — True whenever AC power is currently supplied to the JACE.
+  Battery level

(“Battery Good” slot) — True if last JACE test of NiMH backup-battery was good.

Also included is a “Time of Last Test” slot that provides a timestamp for the last battery test.

If needed, you can make Px bindings or links to these slots (however, see “PlatformServices binding and
link caveats” on page 2-12).

In addition to these read-only status slots, the PowerMonitorService provides related configuration slots,
which you typically review at commissioning time. For more details and a related procedure, see “JACE
power monitoring configuration” in the JACE NiagaraAX Install & Startup Guide.

A station running in a JACE controller with an “SRAM option card” may not have a PowerMonitorService,
if running an AX-3.6 build prior to 3.6.44. Such a JACE is always considered “battery-less; where its
“DataRecoveryService” (for SRAM support) automatically removes the PowerMonitorService.

This changed starting in build 3.6.44, such that any SRAM-equipped JACE (e.g. JACE-6E, JACE-3E, or
another JACE with SRAM option card), always retains its PowerMonitorService, along with a DataRecov-
eryService (if the platDataRecovery module is installed). So, you can selectively disable battery monitoring.
See the next section “Battery monitoring disabled”. Additionally, other SRAM support options exist. For
related details, refer to the Engineering Notes II document JACE Data Recovery Service (SRAM support).
As new QNX-based JACE platforms are introduced, additional power-monitoring capabilities may be
present in the station’s PowerMonitorService. For example, both the JACE-7 series and JACE-x02 Express
series (“M2M JACE”) may be installed with two backup batteries: the NiMH battery like a JACE-2/6, plus
an optional 12V sealed lead-acid (SLA) battery that provides system operation for some duration during
a power outage. In this “dual battery” PowerMonitorService, separate slots exist for the monitoring and
alarming of both batteries. For related details, see the latest JACE NiagaraAX Install & Startup Guide.

Battery monitoring disabled

As mentioned in the first Note above, an SRAM-equipped JACE can be configured for “battery-less”
operation (the platDataRecovery module must be installed, and JACE licensed with for the “dataRe-
covery” feature). Prior to build 3.6.44, battery monitoring stopped simply because the station’s Power-
MonitorService was automatically removed.

However, starting in build 3.6.44, a station’s PowerMonitorService is always retained. This service will
continue to monitor for an (optional) backup battery, and upon loss of AC power allows continuous
operation on battery power until the Shutdown Delay time is reached—unless you set the “Battery
Present” property (of its PlatformServiceContainer) from true (the default) to false. This disables backup
battery support and prevents ongoing “battery bad” nuisance alarms—when there is no backup battery.
For related details see “PlatformServiceContainer configuration parameters” on page 2-4,
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Note:

JACE-NXT (and JACE-NXS) power monitoring

JACE-NXT (and JACE-NXS) power monitoring

Often, a hard-drive based JACE-NXT or JACE-NXS does not have the special SITOP DC UPS module
(with battery accessory), in which case its PowerMonitorService will have no application. The following
slots do apply to the CompactFlash-based JACE-NXT or JACE-NXS, which will be so equipped.

Currently, through the PowerMonitorService, a station running in a JACE-NXT or JACE-NXS
provides status monitoring of the following items, via “Boolean” type slots:

+ DCpower
(“Primary Power Present” slot) — True whenever DC power is currently supplied to the UPS.

+  Battery level
(“Battery Ok” slot) — True if last UPS backup-battery test was good.

«  UPS Connectivity
(“Ups Talking” slot) — value is “talking” if last JACE attempt to communicate to the UPS was success-
ful. Another possible state is “no comm.” Note that a USB cable must be connected between the
JACE-NXS and the SITOP UPS module.

If needed, you can make Px bindings or links to these slots (however, see “PlatformServices binding and
link caveats” on page 2-12). In addition to these read-only status slots, this PowerMonitorService
provides related configuration slots, which you typically review at commissioning time.

For more details and a related procedure, refer to:

+  “Power monitoring JACE-NXT configuration” in the JACE-NXT NiagaraAX Install & Startup Guide.
+  “Power monitoring JACE-NXS configuration” in the JACE-NXS NiagaraAX Install & Startup Guide.

JACE-NXT hardware monitoring

A station in the Windows-based JACE-NXT provides status monitoring of internal hardware param-
eters, via “Float” type slots under its HardwareMonitorService.

The three items monitored are:

+« CPU temperature

(“Cpu Temp” slot) — Value in degrees (C or F) of the mainboard under the JACE-NXS’s CPU.
+ Board temperature

(“Board Temp” slot) — Value in degrees (C or F) of the space inside the chassis.
+«  RAM temperature

(“Ram Temp” slot) — Value in degrees (C or F) of the space inside the chassis.

If needed, you can make Px bindings or links to these slots (however, see “PlatformServices binding and
link caveats” on page 2-12). In addition to these read-only status slots, the HardwareMonitorService
provides related configuration slots, which you typically review at commissioning time. For more details
and a related procedure, see “Hardware monitoring JACE-NXT configuration” in the JACE-NXT
NiagaraAX Install & Startup Guide.

JACE-NXS hardware monitoring
A station in the Windows-based JACE-NXS provides status monitoring of internal hardware parameters,
via “Float” type slots under its HardwareMonitorService.

The two items monitored are:

+« CPU temperature

(“Cpu Temp” slot) — Value in degrees (C or F) of the mainboard under the JACE-NXS’s CPU.
+ Board temperature

(“Board Temp” slot) — Value in degrees (C or F) of the space inside the chassis.

If needed, you can make Px bindings or links to these slots (however, see “PlatformServices binding and
link caveats” on page 2-12). In addition to these read-only status slots, the HardwareMonitorService
provides related configuration slots, which you typically review at commissioning time. For more details
and a related procedure, see “Hardware monitoring JACE-NXS configuration” in the JACE-NXS
NiagaraAX Install & Startup Guide.

JACE-NX hardware monitoring

A station in the (discontinued) Windows-based JACE-NX provides status monitoring of various internal
hardware parameters, via “Float” type slots under its HardwareMonitorService.

A few of the items monitored include:

+« CPU temperature
(“Cpu Temp” slot) — Value in degrees (C or F) of the mainboard under the JACE-NX’s CPU.

2-11
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+ CPU fan Speed
(“Cpu Fan Speed” slot) — RPM value of the CPU fan inside the JACE-NX.
+  Chassis fan Speed
(“Sys Fan Speed” slot) — RPM value of the JACE-NX’s rear-mounted chassis fan.

Also included are various internal voltage values (Vtt, CPU core, Vcc 3 and 5, +12, -12, Vsb).

If needed, you can make Px bindings or links to these slots (however, see “PlatformServices binding and
link caveats” on page 2-12). In addition to these read-only status slots, the HardwareMonitorService
provides related configuration slots, which you typically review at commissioning time. For more details
and a related procedure, see “Hardware monitoring in the JACE-NX” in the JACE-NX NiagaraAX Install
& Startup Guide.

PlatformServices binding and link caveats

Because any station’s PlatformServices are dynamically built upon startup, if binding its slots to Px
widgets (or linking to other station components), be aware of the following limitations/guidelines:

+  Subscription behavior is unique to a station’s PlatformServices slots, in that property values initially
load, but do not automatically update. To explicitly refresh such properties, you must invoke the
“poll” action of the container for those properties.

For example, if on a Px page you bind a BoundLabel to the PowerMonitorService’s “Battery Good”
slot, it will display text as “true” or “false.” However, this value does not update until the user right-
clicks for the “Poll” action, which forces a fresh read.

Figure 2-7  Poll action on bound PlatformServices property
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+  Links from PlatformServices (and child slots) to other station components must use a source ord
“slot path”, versus “handle”. Otherwise, after a station restart or host reboot, handle-sourced links
may be lost. An example link being edited to use slot path is shown in Figure 2-8.

Note: Consider the “update limitation” before linking PlatformServices slots into other components
that provide control logic. Linked slot values may well be outdated shortly after station startup, yet
still “subscribed” and not marked as “stale”

Figure 2-8  From LinkSheet of target component, editing link to use slot path for source ord.
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However, note that the station’s plugins (views) for the PlatformServices do provide updated property
values, as they work in concert with the special polling used for platform-resident data.
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Note:

Note:

PlatformServices in any station (AX-3.4 or later) contains a child NtpPlat formServices0S, which
provides an interface to the RFC 1305-compliant NTP (Network Time Protocol) service or daemon
running on that host platform. NTP is the currently recommended time synchronization protocol to use
between inter-networked devices, offering more accuracy than the RFC 868 Time Protocol.

By default, this platform service is disabled.

« Ifleft disabled, this platform service does nothing.

+  Ifenabled, this platform uses NTP as a client to sync its clock with time values retrieved from one or
more NTP time servers, according to other configuration properties.
Note: An enabled NtpPlatformService will not allow client synchronization with time servers using
RFC 868, even ifthe station also has a TimeSyncService under its Config, Services folder. See the
section “Interaction with station’s TimeSyncService” for related details.

See the following sections for more details:

+ Interaction with station’s TimeSyncService
+  NTP port/firewall considerations
+  About the Ntp Platform Service Editor

Interaction with station’s TimeSyncService

Typically, an NTP-only solution is used to synchronize time among NiagaraAX hosts running AX-3.4 or
later, such that all platforms use their enabled NtpPlatformService for their OS type, and each has no
TimeSyncService component in their station. A Supervisor may be NTP-configured to sync with one or
more domain controllers, or perhaps to sync to one or more well-known Internet public NTP time
servers. Whereas JACEs typically specify the Supervisor as the NTP time server. Or alternatively, a JACE
may be configured to sync to other JACEs, or (providing it has access to DNS and a gateway), a public
NTP time server.

However, it may be possible that RFC 868 time server support is still required, for example an AX-3.4 or
later Supervisor on a job that includes one or more AX-3.3 JACEs. In this scenario, the Supervisor could
synchronize its own time using NTP (as a client) using its NtpPlatformServiceWin32, and also behave as
an RFC 868 time server via the TimeSyncService in its running station. Note in this configuration, any
child “TimeSyncClient” components under its TimeSyncService are irrelevant—as whenever the
NtpPlatformService is enabled, client synchronization is only possible using NTP.

However, in the TimeSyncService of any remote AX-3.3 (or earlier) JACE station, it could reference the
Supervisor as the TimeSyncClient (time server) to request/receive REC 868 synchronization.

NTP port/firewall considerations

On any host, NTP requires the use of UDP port 123—this port is not configurable. On a QNX-based
JACE this is not an issue. However, on a Windows or Linux host platform, you typically need to make the
necessary firewall exception or “iptable” entry to allow UDP port 123 traffic.

Otherwise, NTP time synchronization can fail because of firewall-blocked messages.

About the Ntp Platform Service Editor

Regardless of platform OS type (Windows, QNX, Linux), the default view for any NtpPlatformService is
anNtp PlatformService Editor OSview, your typical interface. Double-click any NtpPlatform-
Service to see this editor.

Although a few differences exist between the different NTP platform service editors in property names,
all three types use a similar division of “key properties” at top, and “specified time server(s)” at the bottom
of the dialog. Specific details on each NTP platform service editor are in the following sections:

+  Ntp Platform Service Editor Win32
+  Ntp Platform Service Editor QNX
«  Ntp Platform Service Editor Linux

All NtpPlatformServices have a right-click action “Poll’. This action refreshes the values shown in the Ntp
Platform Service Editor (received from the NTP daemon), but does not affect messaging between the host
and an NTP server.

However, starting in AX-3.6, the NtpPlatformServiceQnx (for a JACE) does have an additional “Sync Now”
action, which does attempt an immediate sync. See “Sync Now action” on page 2-16 for more details.

Platform Guide
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Note:

About the Ntp Platform Service Editor Win32

An example Win32 host Ntp Platform Service Editor is shown in Figure 2-9. This is the default view for
the RFC-1305 compliant NtpPlatformService on a Windows-based (Win32 or Win64) host.

Figure 2-9  Ntp Platform Service Editor Win32
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This dialog provides access to some of the key settings of the Windows Time service (W32Time) on the
host platform.

Settings are only a small subset of those possible to configure—for more fine-grained tuning of the time
service, Windows registry settings can be set according to Microsoft’s latest instructions. Visit the Microsoft
tech support site for more information on a particular Windows OS, for example using this search:

http://search.microsoft.com/en-us/SupportResults.aspx?q=ntp+time+service

As in all Ntp Platform Service Editors, there are two main areas: Settings at top, Time Servers at bottom.

About Ntp Platform Service Editor Win32 settings
Settings in the Ntp Platform Service Editor Win32 include the following properties:

+  Enabled
If true, the host will use NTP to sync its clock with time values retrieved from other servers.
+  Sync Policy
Specifies how the host should sync, where possible choices include:
+  none — available only if Enabled = false. Clock is not sync’ed with any time servers.
+  ntp — available only if Enabled = true. Use NTP to sync with servers in the Time Servers list.
+ domain — available only if Enabled = true and the host is a member of a Windows domain. Use
NTP to sync with domain controllers, but not with servers in Time Servers list.
+  both — available only if Enabled = true and the host is a member of a Windows domain. Use
NTP to sync with domain controllers, and also with servers in Time Servers list.
+  Max. Pos. Phase Correction
Maximum amount of time, in seconds, that the clock can be set forward in a sync. Default is 54000,
or 15 hours. If the service determines a larger correction is needed, an event log is created instead.
+  Max. Neg. Phase Correction
Maximum amount of time, in seconds, that the clock can be set backward in a sync. Default is 54000,
or 15 hours. If the service determines a larger correction is needed, an event log is created instead.
+  Min. Poll Interval
The shortest period allowed between polls, where units are in “log-base-two seconds,” or 2 to the
power of n seconds (NTP convention). For example, if this value is 10, then the interval is 2 to the
10th seconds, or 1024 seconds.
+  Max. Poll Interval
The longest period allowed between polls, where units are in “log-base-two seconds,” or 2 to the
power of n seconds (NTP convention). For example, if this value is 14, then the interval is 2 to the
14th seconds, or 16384 seconds.
+  Special Poll Interval
Poll interval, in seconds, for servers in the Time Servers list that have “Use Spec. Interval” set to true.
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About the Ntp Platform Service Editor Qnx

About Ntp Platform Service Editor Win32 time servers

Each entry in the time servers list in the Ntp Platform Service Editor Win32 specifies a server to which
the host’s clock will be sync’ed when the Sync Policy is either “ntp” or “both” These servers are not used
if the Sync Policy is “none” or “domain”

Controls below the list allow you to add & and delete © servers, as well as reorder up A or down V.
Fields for each time server includes the following:

+ Address
Fully qualified domain name, IP address, or host files alias for the NTP time server.
+  Use Spec. Interval
Default is false. If true, the poll interval rules specified by RFC 1305 are ignored, and the specified
Special Poll Interval is used instead.
»  Fallback Only
Default is false. If true, this server is polled only if other servers cannot be reached.
+  Peer Mode
Specifies the server’s sync relationship:
+ unspecified — Use the system default behavior when sync’ing with the server.
+  symmetricActive — Both this host’s and the server’s clocks may be changed as a result of each
sync.
+  client— Only this host’s clock may be changes as a result of each sync.

About the Ntp Platform Service Editor Qnx

An example QNX-based host Ntp Platform Service Editor is shown in Figure 2-10. This is the default
view for the RFC-1305 compliant NtpPlatformService on any QNX-based JACE.

Figure 2-10  Ntp Platform Service Editor Qnx
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This dialog provides access to some of the key settings of the NTP daemon (ntpd) of the QNX OS running
on the host JACE platform.

As in all Ntp Platform Service Editors, there are two main areas: Settings at top, Time Servers at bottom.
Also, starting in AX-3.6, the NtpPlatformServiceQnx has an available “Sync Now” action. For more
details, see “Sync Now action” on page 2-16.

About Ntp Platform Service Editor Qnx settings
Settings in the Ntp Platform Service Editor QNX include the following properties:

+  Enabled
If true, the host will use NTP to sync its clock with time values retrieved from other servers.

+  Sync Local Clock to NTP
If true, this enables the host to adjust its local clock by means of NTP. If disabled (false), the local
clock free-runs at its intrinsic time and frequency offset. This flag is useful in case the local clock is
controlled by some other device or protocol and NTP is used only to provide synchronization (as
server) to other clients. In this case, the local clock driver can be used to provide this function and
also certain time variables for error estimates and leap-indicators.
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+  Sync Time At Boot
Default is false. If true, when the JACE boots, before the stations starts or the ntpd starts, it executes
the ntpdate command. This updates the system local time.

+  Use Local Clock as Backup
If true, should the specified NTP server(s) become unavailable at the time of a poll, the time used is
provided by the system clock. This prevents the timing of the polling algorithm in the ntpd (which
is executed at specified/changing intervals) from being reset.
Note: A true value does not result in any change to the NTP daemon’s polling interval (frequency).
In fact, by using the local system clock the NTP-calculated polling time would remain the same, and

thus not result in more polling.

+  Generate NTP Statistics
If true, the NtpPlatformService reports whatever information it can about its operation. To access
these statistics with the station opened in Workbench, right-click the NtpPlatformServiceQnx and
select Views > SpyRemote. Keep in mind that the ntpd is a QNX process; thus NiagaraAX has
no control over what it reports.

About Ntp Platform Service Editor Qnx time servers

Each entry in the time servers list in the Ntp Platform Service Editor QNX specifies a server to which the
host’s clock will be sync’ed when the service is Enabled (true), and “Sync Local Clock to NTP” is also true.
These servers are not used if either of these properties are false.

Controls below the list allow you to add @ and delete © servers, as well as reorder up 4 or down ¥ (to
establish priority order, highest at top). Fields for each time server includes the following:

+ Address
Fully qualified domain name, IP address, or host files alias for the NTP time server.

+ Peer Mode
Peer mode to use with the server, as either server or peer (symmetricActive).

+  Burst
False by default. If true, when server is reachable, upon each poll a burst of eight packets are sent,
instead of the usual one packet. Spacing between the first and second packets is about 16 seconds to
allow a modem call to complete, while spacing between remaining packets is about 2 seconds.

o  DPreferred
Iftrue, designates a server as preferred over others for synchronization. Note also that priority order
(top highest, bottom lowest) is also evaluated if multiple servers are entered.

+  Min. Poll
Minimum poll interval for NTP messages, from 4 to 16. Note units are in “log-base-two seconds,” or
2 to the power of # seconds (NTP convention), meaning from 2 to the 4th (16 seconds) to 2 to the
16th (65,536 seconds).

+  Max. Poll
Maximum poll interval for NTP messages, from 10 to 17. Note units are in “log-base-two seconds,”
or 2 to the power of #n seconds (NTP convention), meaning from 2 to the 10th (1,024 seconds) to 2
to the 17th (131,072 seconds).

Sync Now action

In addition to the “Poll” action present on any NtpPlatformService, starting in AX-3.6 the NtpPlat-
formServiceQnx component has an additional “Sync Now” action.

Figure 2-11  Sync Now action on NtpPlatformServiceQnx (AX-3.6 and later)
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As shown in Figure 2-11, this action produces a popup Sync Now dialog, which is blank.
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To use, type in the fully qualified domain name of a public NTP server (as shown above), or else the IP
address of any accessible NTP server, and then click OK.

To verify, look for a related entry in the station’s spy “platform diagnostics” log. Do this in Workbench by
right-clicking the station, then selecting Spy > platform diagnostics > log or from the
Workbench File menu, File > Open ord (Ctrl + L) and enter:

ip:JACE IP address|fox:|spy:/platform diagnostics/log

About the Ntp Platform Service Editor Linux

An example Linux host Ntp Platform Service Editor is shown in Figure 2-12. This is the default view for
the RFC-1305 compliant NtpPlatformService on a Linux Supervisor host.

Figure 2-12  Ntp Platform Service Editor Linux
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This dialog provides access to some key settings of the Network Time Protocol (NTP) Daemon on the
Supervisor’s Linux OS.

Note: Settings are only a small subset of those available—for all settings, plus the ability to make changes in the
NTP Daemon, use root login access of the Linux OS on the host. Refer to the Linux documentation about
the NTP Daemon for specific details.

As in all Ntp Platform Service Editors, there are two main areas: Settings at top, Time Servers at bottom.

About Ntp Platform Service Editor Linux settings
Settings in the Ntp Platform Service Editor Linux include the following properties:

+  Enabled
If true, the host will use NTP to sync its clock with time values retrieved from other servers.

+  Sync Local Clock to NTP
If true, this enables the host to adjust its local clock by means of NTP. If disabled (false), the local
clock free-runs at its intrinsic time and frequency offset. This flag is useful in case the local clock is
controlled by some other device or protocol and NTP is used only to provide synchronization (as
server) to other clients. In this case, the local clock driver can be used to provide this function and
also certain time variables for error estimates and leap-indicators.

«  Use Local Clock as Backup
If true, should the specified NTP server(s) become unavailable at the time of a poll, the time used is
provided by the system clock. This prevents the timing of the polling algorithm in the ntpd (which
is executed at specified/changing intervals) from being reset.

+  Generate NTP Statistics
If true, the NtpPlatformService reports whatever information it can about its operation. To access
these statistics with the station opened in Workbench, right-click the NtpPlatformServiceLinux and
select Views > Spy Remote. Keep in mind that the ntpd is a Linux process; thus NiagaraAX has
no control over what it reports.

+ Authenticated Peers Only
If true (default), enables the server to synchronize with unconfigured peers only if the peer has been
correctly authenticated using a trusted key and key identifier.

+  Autokey Regen Interval
Specifies the interval between regenerations of the session key list used with the autokey feature.
Note that the size of the key list for each association depends on the interval and the current poll
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interval. The default value is 12 (units in NTP are in “log-base-two seconds,” or 2 to the power of n
seconds where 12 means 4096 seconds, or about 1.1 hours). For poll intervals about the specified in-
terval, a session key list with a single entry will be regenerated for every message sent.

+  Autokey Revoke Interval
Specifies the interval between regenerations of the private value used with the autokey feature.

+  Monitor
If true (default), enables the ntpd monitoring facility.

About Ntp Platform Service Editor Linux time servers

Each entry in the time servers list in the Ntp Platform Service Editor Linux specifies a server to which the
host’s clock will be sync’ed when the service is Enabled (true), and “Use NTP on Server” is also true.
These servers are not used if either of these properties are false.

Controls below the list allow you to add @ and delete @ servers, as well as reorder up A or down V.
Fields for each time server includes the following:

+  Address
Fully qualified domain name, IP address, or host files alias for the NTP time server.

+  Peer Mode
Peer mode to use with the server, as either server or peer (symmetricActive).

+  Auto Key
If true, all packets sent to the address include authentication field encrypted using autokey scheme.
If false, packets sent to the address include the authentication field encrypted using the specified Key
identifier.

. Key
Applies only if Auto Key is disabled (false). To specify a key identifier, as an unsigned 32-bit integer
less than 65536, used in authentication with packets set to the address.

+« Burst
False by default. If true, when server is reachable, upon each poll a burst of eight packets are sent,
instead of the usual one packet. Spacing between the first and second packets is about 16 seconds to
allow a modem call to complete, while spacing between remaining packets is about 2 seconds.

+  Preferred
Iftrue, designates a server as preferred over others for synchronization. Note also that priority order
(top highest, bottom lowest) is also evaluated if multiple servers are entered.

+  Min. Poll
Minimum poll interval for NTP messages, from 4 to 6. Note units are in “log-base-two seconds,” or
2 to the power of n seconds (NTP convention), meaning from 2 to the 4th (16 seconds) to 2 to the
6th (64 seconds).

+  Max. Poll
Maximum poll interval for NTP messages, from 10 to 17. Note units are in “log-base-two seconds,”
or 2 to the power of n seconds (NTP convention), meaning from 2 to the 10th (1024 seconds) to 2 to
the 17th (131,072 seconds).
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CHAPTER

Platform Component Guides

Component Guides provides summary information on platform-related components.

Component Reference Summary

Summary information is available on components in the following modules:

+  platCrypto

+  platDataRecovery
+  platGprs

+  platform

+  platIEEE8021X (AX-3.8)
+  platHwScan

+  platPower

+  platPowerNxs

+  platSerialQnx

+  platSerialWin32

+  platSysmonNx

»  platSysmonNxs

+  platSysmonNxt

. platWifi

Components in platCrypto

NiagaraAX-3.8 &3.7ul

Note:

+  CertManagerService

platCrypto-CertManagerService

o The CertManagerService is the platform service of a station running on an AX-3.7 or later
host, provided it is licensed with the crypto feature, and has the necessary modules installed
(platCrypto, possibly others depending on build). It has few visible properties, but provides a default

Certificate Management view, equivalent to that same-named platform view.

The Certificate Management view provides the means to import and export signed certificates
(for SSL or TLS secure connections) into the platform’s key store and trust store, and to perform other
related functions.

For complete details, refer to the document “NiagaraAX SSL Connectivity Guide”, including the section
“About the Certificate Management dialog”

platform-DaemonSecureSession

& DaemonSecureSession represents a secure platform connection (SSL or TLS) to a host made in
Workbench, possible starting in AX-3.7. In the Nav tree view, the platform session icon is labeled
Platform, shows a small “padlock’, and is directly under the host to which the platform session is in
progress. To support such connections, the host must be licensed with the crypto feature, have the
necessary installed modules, and have its “Platform SSL Settings” enabled (accessed in its Plat form
Administration view).

As in a regular (un-encrypted) platform connection, the default view is the Nav Container View,
which provides a table of all the various platform views. For related details, see “Niagara platform” on
page 1-1, including “Platform overview” on page 1-2 and “About a platform connection” on page 1-3.
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platDataRecovery-DataRecoveryService December 18,2013

Note:

For details on SSL connections, refer to the document “NiagaraAX SSL Connectivity Guide”.

Components in platDataRecovery module

+  DataRecoveryService

platDataRecovery-DataRecoveryService

E The DataRecoveryService automatically creates and manages buffers in a JACE controller’s
available SRAM (Static RAM), allowing “battery-less” operation. It applies to these platforms:

« A JACE-3E series controller (based on the NPM3 processor, with built-in SRAM). This model was
introduced in 2013, around the time of a NiagaraAX-3.7 update release (build 3.7.105).

+  AJACE-6E series controller (based on the NPM6E processor, with built-in SRAM). This model was
introduced in early 2012, around the time of a NiagaraAX-3.6.44 maintenance release.

+ AJACE-603 or JACE-645 controller configured for NiagaraAX (and not Niagara R2). These “retrofit
board” JACEs are also based on the NPMG6E processor, and are supported in build 3.6.44 or later.

e A JACE-2,-6,-7 series or JACE-x02 Express (XPR or M2M) series controller, with an installed
“SRAM option card”.

Starting in build 3.6.44, an SRAM-equipped JACE can additionally (and optionally) use a backup

battery—such as an NiMH onboard battery pack, and (if applicable) and external 12V sealed lead-acid

battery. In this case, both the DataRecoveryService and PowerMonitorService canrunin the

station’s PlatformServices container, operating independently or in unison, as configured.

For details, see the “About the DataRecoveryService” section in the Engineering Notes II document JACE
Data Recovery Service (SRAM support).

Components in platGprs module

Note:

3-2

+  GprsPlatformService
+  GprsHostSettings
+  GprsRuntimeData

platGprs-GprsPlatformService

4l Gprs Platform Service is the station’s interface to the platform’s GPRS daemon (gprsd). If the host
QNX-based JACE has a GPRS modem option installed, along with the platGprs module, this
service is found under the running station’s PlatformServiceContainer.

The GprsPlatformService hasadefault Gprs Platform Service Pluginview—identical to
the platform view GPRS Modem Configuration. This provides station access to modem configuration
properties, and also runtime data. For details, see “GPRS Modem Configuration” on page 1-32.

This GprsPlatformService also has many properties available, located under a child GprsHostSet-
tings container with its own GprsRuntimeData child container.

For complete GPRS modem option details, refer to the Engineering Notes document “GPRS modem option”.

platGprs-GprsHostSettings

@ GprsHostSettings (Settings) is a container child of the GprsPlatformService in a JACE that is
equipped with a GPRS modem option. Access it under service’s property sheet view. It contains a number
of read-only properties, most of which reflect configuration, as well as a GprsRuntimeData child
container.

See the “GprsPlatformService (latest)” section in the Engineering Notes document “GPRS modem option”.

platGprs-GprsRuntimeData

@ GprsRuntimeData (Runtime Data) is a container child of the GprsHostSettings container under the
GprsPlatformService in a JACE that is equipped with a GPRS modem option. Access it under service’s
property sheet view. It contains a number of read-only properties.

See the “GprsPlatformService (latest)” section in the Engineering Notes document “GPRS modem option”.

NiagaraAX—3.8 &3.7ul

Platform Guide



Chapter 3 - Platform Component Guides Components in platform module

December 18, 2013

platform-DefaultDaemonFileSpace

Components in platform module

NiagaraAX-S.S &3.7ul

Note:

+  DaemonFileSpace

+  DaemonSession

+  LicensePlatformService

+  NtpPlatformServiceLinux

+  NtpPlatformServiceQnx

+  NtpPlatformServiceWin32

+  PlatformAlarmSupport

+  PlatformServiceContainer

+  SystemPlatformServiceQnxJavelina
»  SystemPlatformServiceQnxNpm2xx
»  SystemPlatformServiceQnxNpm6xx
+  SystemPlatformServiceWin32

+  TcplpPlatformService

platform-DefaultDaemonfFileSpace

= The Remote File System (DefaultDaemonFileSpace) represents the files accessible for read-only
access when platform-connected to a remote NiagaraAX host. For more details, see “Remote File

System” on page 1-82.

platform-DaemonSession

& DaemonSession represents a platform connection to a host made in Workbench. In the Nav tree
view, the DaemonSession icon is labeled P1lat form, and is directly under the host to which the

platform session is in progress.

The default view is the Nav Container View, which provides a table of all the various platform views.

For more details, see “Niagara platform” on page 1-1.

If using a simplified, profiled Workbench (without sidebar areas, including the Nav tree), a Workbench

platform connection to a host is represented by a simple table of available platform views. Such a profiled

Workbench may be used for a platform connection to JACE-603 or JACE-645 controller (“upgraded with a

retrofit board”), to configure it for Niagara R2 operation. For related details, refer to the Retrofit Board

Niagara R2 Install & Startup Guide.

platform-LicenseDatabaseTool

& The LicenseDatabaseTool (Local License Database) represents your Workbench PC’s “local license
database”” The default view is the Workbench License Manager, which allows you to manage locally-
stored licenses. For more details, see “Workbench License Manager” on page A-2.

platform-LicensePlatformService

& The LicensePlatformService provides station access to the host platform’s license(s) and certif-
icate(s). This service is found under the running station’s PlatformServiceContainer. From the
default plugin (view), you can perform the same operations as from the License Manager view using a

platform connection. For more details, see “License Manager” on page 1-35.

platform-NtpPlatformServiceLinux

@ The NtpPlatformServiceLinux is the NiagaraAX interface to the NTP (Network Time Protocol)

daemon of the Linux OS running on a Linux Supervisor. If enabled, it provides client and server
support for NTP. The default view of this platform service is the Ntp Platform Service Editor Linux
plugin, in which you can adjust a few settings, as well as specify time servers.

For more details, see “About the NtpPlatformService” on page 2-13.

platform-NtpPlatformServiceQnx

@ The NtpPlatformServiceQNX is the NiagaraAX interface to the NTP (Network Time Protocol)

daemon of the QNX OS running on a JACE. If enabled, it provides client and server support for NTP.
The default view of this platform service is the Ntp Platform Service Editor Qnx plugin, in which you can
adjust a few settings, as well as specify time servers.

For more details, see “About the NtpPlatformService” on page 2-13.
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platform-NtpPlatformServiceWin32

@ The NtpPlatformServiceWin32 is the NiagaraAX interface to the Windows Time service (W32Time)

on a Win32-based platform’s Windows OS. This Windows service uses the SNTP (Simple Network
Time Protocol) to synchronize to one or more designated time servers. The default view of this platform
service is the Ntp Platform Service Editor Win32 plugin, in which you can adjust a few settings of the
Windows Time service, including identifying NTP time servers.

For more details, see “About the NtpPlatformService” on page 2-13.
platform-PlatformAlarmSupport

PlatformAlarmSupport is a container slot that appears for each alarmable value under a Platform
Service, such as (for a QNX-based JACE), the PowerMonitorPlatformServiceQnx, or for a JACE-NXS,
the HardwareMonitorNxsPlatformServiceWin32 (internal JACE-NXS temperature, etc.).

For a QNX-based JACE, example PlatformAlarmSupport components include:

+  Battery Alarm Support

To configure how “low battery level” alarms are handled in the station.
+  Power Alarm Support

To configure how “AC power loss” alarms are handled in the station.

For a JACE-NXT or JACE-NXS, example PlatformAlarmSupport components include:

+  Cpu Temperature Alarm Support
Under the HardwareMonitorService, to configure how “Cpu Temperature Fail” alarms are handled
in the station.
+  Ups Not Found Alarm Support
Under the PowerMonitorService, to configure how “UPS not responding” alarms (if applicable) are
handled in the station.
Properties under each PlatformAlarmSupport container are used to designate the station’s Alarm Class
to be used, and also to populate the alarm record when the specific alarm occurs. These properties work
in the same fashion as those in an alarm extension for any control point.

platform-PlatformServiceContainer

B PlatformServiceContainer provides a container for a station's PlatformService instances. The
Platform Service Containe rPlugin is its primary view. The PlatformServiceContainer is available

when online with any running station, under its Config, Services folder. For more details, see

“PlatformServiceContainer parameters” on page 2-3.

platform-SystemPlatformServiceQnxJavelina

B SystemPlatformServiceQnxJavelina is the QNX implementation of SystemPlatformService in a
station running on a JVLN-based (JACE-700) controller. For more details, see “SystemService (under
PlatformServices)” on page 2-8.

platform-SystemPlatformServiceQnxNpm2xx

B SystemPlatformServiceQnxNmp2xx is the QNX implementation of SystemPlatformService in a
station running on a NPM2-based JACE controller. For more details, see “SystemService (under
PlatformServices)” on page 2-8.

platform-SystemPlatformServiceQnxNpm6xx

B SystemPlatformServiceQnxNmp6xx is the QNX implementation of SystemPlatformService in a
station running on a NPM6-based JACE controller. For more details, see “SystemService (under
PlatformServices)” on page 2-8.

platform-SystemPlatformServiceWin32

B SystemPlatformServiceWin32 is the Win32 implementation of SystemPlatformService. For more
details, see “SystemService (under PlatformServices)” on page 2-8.

Reboot action

Reboot action causes a system reboot. This is not available in Win32 systems if the platform authenti-
cation setting labeled “Stations - allow stations to have admin access to platform daemon” is disabled. See
Figure 1-49 on page 45 and the discussion following it for more details.
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platform-TcplpPlatformService

platform-TcplpPlatformService

g TcplpPlatformService provides station access to the host platform’s TCP/IP settings. This service is
found under the running station’s PlatformServiceContainer. From the default plugin (view), you can

perform the same operation as from the TCP/IP Configuration view using a platform connection.

For more details see “TCP/IP Configuration” on page 1-72.

If a Win32 host and the platform authentication setting labeled “Stations - allow stations to have admin
access to platform daemon” is disabled, TCP/IP properties in this view are read-only. See Figure 1-49 on
page 45.

Components in platHwScan

Note:

platHwScan-HardwareScanService

s« Starting in AX-3.7, the Hardware Scan Service is an available platform service on a JACE
station, providing that the JACE platform has the platHwScan module installed.

To function correctly, the appropriate platHwScanType module also needs to be installed on the
JACE. Otherwise, the default Hardware Scan Service View will simply display:

Jar file platHwScanType is required to support this platform

Where the appropriate platHwScanType is as follows:

Controller Series platHwScanType module
JACE-2/6 (200/600), JACE-6E, JACE-3E platHwScanNpm
JACE-7 (700) platHwScanJdvln

JACE-603 (JACE-403 with retrofit board) |platHwScanJdé03
JACE-645 (JACE-545 with retrofit board) |platHwScanJd645
JACE-x02 Express (202/602-XPR or M2M) |platHwScanXpr
JACE-NXS/NXT platHwScanNx
Security JACE (201/601) platHwScanSec

This default Hardware Scan Service View provides a diagram of the controller that shows its
communication ports and other features (including, if applicable, installed option cards), and has callouts
to a table that explains each item’s location, description (such as COM2), port type, and status.

For complete details, refer to the Engineering Notes 3.7 document “JACE Hardware Scan Service’.

Components in platlEEE8021X

NiagaraAX-S.S &3.7ul

Note:

IEEE 802.1X support is available only for QNX-based “Hotspot” JACEs (JACE-3,-6,-7 series) using AX-3.8.
»  IEEE8021XAdapterSettings

»  IEEE8021XHostSettings

+ IEEE8021XPlatformService

platlEEE8021X-IEEE8021XAdapterSettings

IEEE8021XHostAdapters (en0 or enl) is a container under a station’s [IEEE8021XPlatformService,

accessible through the service’s property sheet, under Settings, Adapter Settings. Each
container holds various properties for a specific Ethernet (port) adapter, and has an available view, IEEE
8021X Adapter Settings Editor. For complete details, refer to the Engineering Notes 3.8
document NiagaraAX IEEE 802.1X Configuration.

platlEEE8021X-IEEE8021XHostSettings

© IEEE8021XHostSettings (Settings) is a container of a station’s IEEE8021XPlatformService, acces-
sible through the property sheet of that platform service. It holds various properties for each of the

available Ethernet (port) adapters, in separate IEEE8021XAdapterSettings subcontainers. For complete

details, refer to the Engineering Notes 3.8 document NiagaraAX IEEE 802.1X Configuration.

platiEEE8021X-IEEE8021XPlatformService

In AX-3.8,the IEE8021X Platform Service isan available platform service on a JACE station,
providing that the JACE host has the plat IEEE8 021X module installed and is licensed with the
“ieee8021x” feature.
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platPower-ExternalSlaBattery

Note:

December 18,2013

IEEE 802.1X support is available only for QNX-based “Hotspot” JACEs (JACE-3,-6,-7 series) using AX-3.8.
This service provides a station interface to configure the host platform (JACE) to be able to join a wired
IEEE 802.1X-authenticated network. The service’s default view, IEEE 8021X Platform Service
Plugin, isidentical to the platform view IEEE 802.1X Configuration, with separate tabs for each
of the two Ethernet adapters on the JACE controller (en0 for LAN1, en1 for LAN2).

A property sheet view also provides access to additional properties for the two adapters. For complete
details, refer to the Engineering Notes 3.8 document NiagaraAX IEEE 802.1X Configuration.

Components in platPower module

3-6

Note:

+  JaceSlaBattery

+ JavelinaBatteryPlatformService

+  Npm2NimhBattery

+  NpmbDualBatteryPlatformService

+  NpmExternalSlaBattery

+  PowerMonitorPlatformServiceQnx

platPower-ExternalSlaBattery

@ ExternalSlaBattery is one of two “Battery” slots in the JavelinaBatteryPlatformService in a JACE-700
(JACE-7 series) controller station’s PlatformServices container. This slot indicates the host JACE
platform can use an optional, sealed-lead acid (SLA) battery, in addition to the onboard NiMH backup
battery.

platPower-JaceSlaBattery

@ JaceSlaBattery is the “Battery” slot under the PowerMonitorService in a JACE-4 or JACE-5 series
station’s PlatformServices container. This slot simply indicates the host JACE platform uses a sealed lead
acid type (SLA) battery.

platPower-JavelinaBatteryPlatformService

= JavelinaBatteryPlatformService (PowerMonitorService) applies to a station running in a JACE-700

(JACE-7 series) controller. It can monitor primary power status and backup battery levels in both the
onboard 12V NiMH battery and an optional 12V sealed-lead acid (SLA) battery. In addition, it can
monitor alarm contacts of an external, customer-supplied UPS— if enabled and wired to the two corre-
sponding onboard contact inputs (CIs) of the controller. Note the JACE-7 controller has three onboard
ClIs, with the intended use for UPS AC power lost, UPS low battery, and (door) tamper switch.

The tamper switch CI on the JACE-7 controller is enabled/monitored by two properties in the PowerMon-
itorService's parent PlatformServiceContainer).

Configuration properties in this PowerMonitorService allow changing the shutdown delay time, and also
specifying whether external equipment is connected (12V SLA battery, UPS). Separate alarm source
configuration properties are available for all five types of alarms (low NiMH battery level, low SLA battery
level, primary power lost, UPS AC power lost, UPS low battery).

Typically, support is enabled and configured at JACE commissioning time. For related details, see “JACE
power monitoring configuration” in the latest JACE NiagaraAX Install & Startup Guide.

platPower-NimhBattery

@ NimhBattery is a “Battery” container slot under the PowerMonitorService in a JACE-700 (JACE-7
series) station’s PlatformServices container. This slot indicates the host JACE platform uses a nickel-
metal hydride (NiMH) battery. Included are two status properties that show the current “State” (Idle,
Charging, Discharging, Unknown) and “Charge Time Left” (in hours and minutes, if state is charging).

platPower-Npm2NimhBattery

@ Npm2NimhBattery is a “Battery” container slot under the PowerMonitorService in a JACE-2/6 series
or JACE-x02 Express (NPM2 or NPM6) station’s PlatformServices container. This slot indicates the host
JACE platform uses a nickel-metal hydride (NiMH) battery. Included are two status properties that show
the current “State” (Idle, Charging, Discharging, Unknown) and “Charge Time Left” (in hours and
minutes, if state is charging).

This slot also appears in the NpmDualBatteryPlatformService (“dual battery” PowerMonitorService) of
a JACE that is capable and enabled for dual battery support.
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platPower-NpmDualBatteryPlatformService

platPower-NpmDualBatteryPlatformService

= NpmDualBatteryPlatformService (PowerMonitorService) applies to a station running in a JACE

platform that is capable and enabled for “dual battery” support, such as a JACE-x02 Express series
(M2M JACE). It is used to monitor primary power status and backup battery levels in both the onboard
NiMH battery as well as the optional sealed-lead acid (SLA) battery. A few configuration parameters
allow changing the shutdown delay time, as well as alarm source configuration for all three types of
alarms (low NiMH battery level, low SLA battery level, primary power lost).

Typically, support is enabled and configured at JACE commissioning time. For related details, see “JACE
power monitoring configuration” in the latest JACE NiagaraAX Install & Startup Guide.

platPower-NpmExternalSlaBattery

@ NpmExternalSlaBattery is one of two “Battery” slots under the NpmDualBatteryPlatformService in a
“dual battery enabled” JACE's station’s PlatformServices container. This slot simply indicates the host
JACE platform can use an optional, sealed-lead acid (SLA) battery, in addition to the onboard NiMH
backup battery.

platPower-PowerMonitorPlatformServiceQnx

= PowerMonitorPlatformServiceQnx (PowerMonitorService) is used to monitor the primary power

status and backup battery level in many QNX-based JACEs. A few configuration parameters allow
changing the shutdown delay time, as well as alarm source configuration for both types of alarms (low
battery level, primary power lost).

This PowerMonitorService is found under the PlatformServiceContainer in a station running on any
QNX-based JACE except for those models that are capable and/or enabled for “dual battery” support.
Typically, support is enabled and configured at JACE commissioning time. For related details, see “JACE
power monitoring configuration” in the latest JACE NiagaraAX Install & Startup Guide.

Components in platPowerNxs module

Note:

platPowerNxs-PowerMonitorPlatformServiceNxsWin32

< PowerMonitorPlatformServiceNxsWin32 (PowerMonitorService) is used to monitor the status of

primary power, UPS communications, and UPS battery condition for a JACE-NXT or JACE-NXS.
Configuration parameters allow changing the shutdown delay time, as well as alarm source configuration
for all three types of alarms (low battery level, primary power lost, UPS communications).

The PowerMonitorService is found under the PlatformServiceContainer in a station running on any
JACE-NXT or JACE-NXS. See “Using platform services in a station” on page 2-10 for related details. For
specific details, see the section “Power monitoring configuration in JACE-NXT” or “Power monitoring
configuration in JACE-NXS” in the appropriate JACE-NXT (or JACE-NXS) NiagaraAX Install & Startup
Guide.

This service applies to any CompactFlash-based JACE-NXT or JACE-NXS, which includes the special
“SITOP” DC UPS and UPS battery modules. However, if a hard drive-based unit (installed without this
UPS option), you can safely ignore this service, and its contained slots.

Components in platSerialQnx module

NiagaraAX-S.S &3.7ul

+  SerialPortPlatformServiceQnx
+  SerialPortPlatformServiceQnx403
«  SerialPortPlatformServiceQnx404

platSerialQnx-SerialPortPlatformServiceQnx

SerialPortPlatformServiceQnx is the station’s interface to the platform’s serial port configuration,
such as used by a JACE-2,-6,-7 series host. This service is found under the running station’s Platform-
ServiceContainer as the SerialPortService.

platSerialQnx-SerialPortPlatformServiceQnx403

SerialPortPlatformServiceQnx403 is the station’s interface to the platform’s serial port configu-
ration, in this case specific to a JACE-403 series host. This service is found under the running station’s
PlatformServiceContainer as the SerialPortService.
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platSerialQnx-SerialPortPlatformServiceQnx404

SerialPortPlatformServiceQnx404 is the station’s interface to the platform’s serial port configu-
ration, in this case specific to a JACE-545 series host. This service is found under the running station’s
PlatformServiceContainer as the SerialPortService.

platSerialQnx-SerialPortQnx

@ SerialPortQnx contains properties that describe how a serial port (RS-232 or RS-485) on a QNX-
based JACE is being used in software as COMu#. Each one is a child of that JACE’s SerialPortService
(SerialPortPlatformServiceQnx). Properties are as follows:

. Owner — The driver network or function currently associated with that COM port, for example,

“NrioNetwork”, “dialup”, “none”, “ModbusAsyncNetwork”, or “dbgjmpr” (latter indicated
for COM1 when “serial shell” jumper is installed on JACE).

+  Os Port Name — How the port is known to the QNX OS and associated low-level drivers.

+  Port Index — Unique serial port index number, starting with 1 for COM1.

Components in platSerialWin32 module

platSerialWin32-SerialPortPlatformServiceWin32
SerialPortPlatformServiceWin32 is the station’s interface to the platform’s serial port configuration,

used by any 32-bit Windows based host, such as a JACE-NXT or Supervisor PC. This service is found
under the running station’s PlatformServiceContainer as the SerialPortService.

platSerialWin32-SerialPortWin32

@ SerialPortWin32 contains properties that describe how a serial port (RS-232 or RS-485) on a Win32-
based host is being used in software as COM#. Each one is a child of that host’s SerialPortService
(SerialPortPlatformServiceWin32). Properties are as follows:

«  Owner — The driver network or function currently associated with that COM port, for example,
“ModbusSlaveNetwork” or “none”.

+  Os Port Name — How the port is known to the Windows operating system, e.g. COM1 or COM3.

+  Port Index — Unique serial port index number, starting with 0 for COM1.

Components in platSerialWin64 module

platSerialWin64-SerialPortPlatformServiceWin64

SerialPortPlatformServiceWin64 is the station’s interface to the platform’s serial port configuration,
used by any 64-bit Windows based host, typically a Supervisor PC. This service is found under the
running station’s PlatformServiceContainer as the SerialPortPlatformServiceWin64.

platSerialWin64-SerialPortWin64

@ SerialPortWin64 contains properties that describe how a serial port (RS-232 or RS-485) on a 64-bit
Windows host is being used in software as COM#u. Each one is a child of that host’s SerialPortService
(SerialPortPlatformServiceWin64). Properties are as follows:

B Owner — The driver network or function currently associated with that COM port, for example,
“ModbusSlaveNetwork” or “none”.

+  Os Port Name — How the port is known to the Windows operating system, e.g. COM1 or COM3.

+  Port Index — Unique serial port index number, starting with 0 for COM1.

Components in platSysmonNx module

3-8

platSysmonNx-HardwareMonitorNxPlatformServiceWin32

& HardwareMonitorNxPlatformServiceWin32 (HardwareMonitorService) is the station’s interface to

internal environmental parameters in the host JACE-NX, such as CPU temperature, fan speeds, and
various voltages. This service appears under the running station’s PlatformServiceContainer as the
Hardware Monitor Service.
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platSysmonNxs-HardwareMonitorNxsPlatformServiceWin32

See “Using platform services in a station” on page 2-10 for related details. For specific details, see the

section “Hardware monitoring JACE-NX configuration” in the JACE-NX NiagaraAX Install & Startup
Guide.

Components in platSysmonNxs module

»  HardwareMonitorNxsPlatformServiceWin32

platSysmonNxs-HardwareMonitorNxsPlatformServiceWin32
& HardwareMonitorNxsPlatformServiceWin32 (HardwareMonitorService) is the station’s interface

to internal environmental parameters in any JACE-NXS host, namely the CPU temperature and

board temperature. This service appears under the running station’s PlatformServiceContainer as the
Hardware Monitor Service.

For more details, see the section “Hardware monitoring JACE-NXS configuration” in the JACE-NXS
NiagaraAX Install & Startup Guide.

Components in platSysmonNxt module
+  HardwareMonitorNxtPlatformServiceWin32

platSysmonNxt-HardwareMonitorNxtPlatformServiceWin32

& HardwareMonitorNxtPlatformServiceWin32 (HardwareMonitorService) is the station’s interface
to internal environmental parameters in any JACE-NXT host, namely the CPU temperature and

board temperature. This service appears under the running station’s PlatformServiceContainer as the
Hardware Monitor Service.

For more details, see the section “Hardware monitoring JACE-NXT configuration” in the JACE-NXT
NiagaraAX Install & Startup Guide.

Components in platUsbmon module

+  UsbMonitorPlatformServiceQnx

platUsbmon-UsbMonitorPlatformServiceQnx

& UsbMonitorPlatformServiceQnx (Usb Monitor Platform Service) is the station’s interface to low-
level details from monitoring USB ports on the host JACE-7 (JVLN) platform. If client applications

are installed that interface with this service, notifications may occur when USB devices are inserted or
removed.

Components in platWifi module

platWifi-WifiPlatformService

= (AX-3.6 and later) WifiPlatformService is the station’s interface to a WiFi-equipped JACE,
providing views to discover and connect to a wireless 802.11 network, as well as a “secondary view”
to install CA (Certificate Authority) certificate files and client private key files on the JACE. Note the

latter view is typically not needed, unless installing the JACE on an “enterprise level” wireless network
that uses either WPA or WPAZ2 security, based upon digital certificates.

The WwifiPlatformService automatically appears in the station’s PlatformServices if the controller
has a WiFi adapter—at the time of this document, this means a JACE-700 series (JVLN) controller with
a WiFi option. For general information, see “WiFi Configuration” on page 1-81.

Note: For complete details, refer to the Engineering Notes document “NiagaraAX JACE WiFi option”.

NiagaraAX-S.S &3.7ul
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CHAPTER

Platform Plugin Guides

There are many ways to view plugins (views). One way is directly in the tree. In addition, you can right-
click on an item and select one of its views. Plugins provide views of components.

Access the following summary descriptions on any plugin by selectingHelp > On View (F1) from the
menu, or by pressing F1 while the view is open.

Plugin Reference Summary
Summary information is provided on views in the following modules:

»  platCrypto
+  platDaemon
+  platDataRecovery

. platDDNS
«  platform
+  platGprs

+  platHwScan
+  platPower
«  platWifi

Plugins in platCrypto

+  Certificate Management

platCrypto-CertManagerView

a The Certificate Management view is a platform view on a host running AX-3.7 or later,
provided it is licensed with the crypto feature, and has the necessary modules installed

(platCrypto, possibly others depending on build). This view is also the default view of a station’s

CertManagerService under its PlatformServices, running on the host as described above.

The Certificate Management view provides the means to import and export signed certificates
(for SSL or TLS secure connections) into the platform’s key store and trust store, and to perform other
related functions.

For complete details, refer to the document NiagaraAX SSL Connectivity Guide, including the section
“About the Certificate Management dialog”

Note: Workbench 3.7 or later provides a similar view, via Tools > Certificate Management.

Alsoincluded is a related Tools > Certificate Signer Tool view. Referto “About the Certificate
Signing dialog” in the NiagaraAX SSL Connectivity Guide for related details.

Plugins in platDaemon module

+  Application Director

+  Certificate Management
+  Distribution File Installer
+  Distribution View

+  File Tranfer Client

+  Lexicon Installer

«  License Manager

NiagaraAX-3.8 &3.7ul
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platDaemon-ApplicationDirector

4-2

Note:

Note:

Note:

Note:

December 18,2013

+  Software Manager

+  Software View

+  PlatformAdministration
+  R2 Platform Tool

»  Station Copier

+  TCP/IP Configuration

«  User Manager

platDaemon-ApplicationDirector

= The Application Director is the platform view that allows you to start, stop, restart, and kill a station
on the connected NiagaraAX platform. You also use it to examine standard station output, for

troubleshooting and debug purposes.

For more details, see “Application Director” on page 1-13.

Starting in NiagaraAX build 3.6.44, the Application Director view also applies in a Workbench
platform connection to a Niagara R2-configured JACE-603 or JACE-645 controller (retrofit board-
equipped JACE-403 or JACE-545 controller). However, in this case there are some differences. For more
details, refer to the “Application Director” section in the Retrofit Board Niagara R2 Install & Startup Guide.

platDaemon-Distinstaller

&  The platform Distribution File Installer allows you to install distribution (.dist) files
from this computer to the remote NiagaraAX host. Typical use is for restoring backups, or for

installing a “clean dist” file to essentially restart configuration “from scratch” For more details, see “Distri-

bution File Installer” on page 1-22.

Starting in NiagaraAX build 3.6.44, the Distribution File Installer view also appliesina
Workbench platform connection to a Niagara R2-configured JACE-603 or JACE-645 controller (retrofit
board-equipped JACE-403 or JACE-545 controller). Chiefly, it is used to restore backups. For more details,
refer to the “Distribution File Installer” section in the Retrofit Board Niagara R2 Install & Startup Guide.

platDaemon-DistributionView

[y Distribution View is the dialog that appears when you double-click a distribution file listed in the
platform’s Distribution File Installer view. A number of details is provided about the selected distri-

bution file, including all contents and any dependencies.

platDaemon-FileTransferClient
The File Transfer Client isthe platform view that allows you to copy files and/or folders
between your Workbench PC and the remote NiagaraAX platform, as needed. For more details, see
“File Transfer Client” on page 1-30.

Starting in NiagaraAX build 3.6.44, the File Transfer Client view also appliesin a Workbench
platform connection to a Niagara R2-configured JACE-603 or JACE-64S5 controller (retrofit board-
equipped JACE-403 or JACE-545 controller). One recommended use is to backup the Niagara R2 license
installed on the controller. For more details, refer to the “File Transfer Client” section in the Retrofit Board
Niagara R2 Install & Startup Guide.

platDaemon-Lexiconinstaller
4 Lexicon Installer allows you to install lexicon files (for Niagara localization) on a remote host. For
more details, see “Lexicon Installer” on page 1-34.

Starting in AX-3.7, standard lexicons in Workbench are distributed as modules, for example: niagaralL-
exiconFr as the French lexicon, or niagaraLexiconDe for German. Workbench lexicon tools now
include a lexicon module maker, to make new or updated lexicon modules from lexicon files.

You can still install lexicon files using the Lexicon Installer, but to install lexicon modules you must
use the platform Software Manager view. For more details, see the NiagaraAX Lexicons Guide.

platDaemon-LicenseManager

& License Manager allows you to view and install files required for Niagara licensing. For more details,
see “License Manager” on page 1-35.

platDaemon-PlatformSessionListView

B PlatformSessionListView is a tabular view of available platform views when platform connected to
a host using a simplified “profiled” Workbench. This Workbench can be used to make platform

connections to a Niagara R2-configured JACE-603 or JACE-645, using Workbench 3.6.44 or later.
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Note:

Note:

platDaemon-SoftwareManager

In this case, this view is synonymous with the “main platform view”. For more details, refer to the Retrofit
Board Niagara R2 Install & Startup Guide.

platDaemon-SoftwareManager

7 The Software Manager is the platform view you use to install, upgrade, or remove modules in the
connected Niagara platform. For more details, see “Software Manager” on page 1-55.

platDaemon-SoftwareView

b Software View is the dialog that appears when you double-click an item (for example, module) listed
in the platform’s Software Manager view. A number of details is provided about the selected item.

platDaemon-PlatformAdministration

5  The Platform Administration view provides access to various platform daemon (and host) settings
and summary information. Included are buttons to perform various platform operations. For more
details, see “Platform Administration” on page 1-40.

Starting in build 3.6.44 or later of Workbench, when platform-connected to a JACE-603 or JACE-645
controller (JACE-403 or JACE-545 controller that was upgraded with an NPMG6E processor-based “retrofit
board”), the Platform Administration view provides a means to configure the unit for either
Niagara R2 operation or NiagaraAX operation (by removing Niagara R2). Refer to the Retrofit Board
Niagara R2 Install & Startup Guide for complete details, including the section “Platform Administration”

platDaemon-R2PlatformTool

Starting in build 3.6.44 or later of Workbench, when platform-connected to a JACE-603 or JACE-
645 controller that has been configured for Niagara R2, the R2 Platform Tool is an available

platform view. Note that JACE-603 or JACE-645 controllers are JACE-403 or JACE-545 controllers that

have been upgraded with an NPM6E processor-based “retrofit board’, which runs the QNX OS.

The R2 Platform Tool view provides a number of functions formerly done in the Niagara R2 “Admin Tool”.
In this case, some Workbench platform views vary, while other views and functions do not apply to the
Niagara R2 host, including the usual NiagaraAX “Commissioning Wizard”. Refer to the Retrofit Board
Niagara R2 Install & Startup Guide for complete details, including the section “R2 Platform Tool”

Alternatively, a retrofit board-upgraded JACE-603 or JACE-645 controller can be configured for AX-3.6
or later, in which case the R2 Platform Tool platform view does not apply. In this case you use the
normal NiagaraAX commissioning process, the same as for any other QNX-based JACE.

platDaemon-StationCopier
2 The Station Copier is the platform view that you use to install a station in a remote NiagaraAX JACE

host, as well as make a local backup copy of a remote NiagaraAX JACE station onto your Workbench
PC. You can also delete stations using this view. For more details, see “Station Copier” on page 1-63.

platDaemon-StationTextSummaryEditor

[ StationTextSummaryEditor is the dialog that appears when you click the export tool button when
using the Application Director view. Setup in this dialog allows you to include/exclude the platform

summary data, platform daemon console output, station console output, as well as limit both the daemon

and station output.

platDaemon-TcplpConfiguration

‘@ TCP/IP Configuration isthe platform view you use configure a remote JACE host’s TCP/IP
settings. Typically, you make initial settings when you first commission a JACE for NiagaraAX, where

this view is one step in the platform’s Commissioning Wizard.

For more details, see “TCP/IP Configuration” on page 1-72.

Starting in NiagaraAX build 3.6.44, the TCP/IP Configuration view also applies in a Workbench
platform connection to a Niagara R2-configured JACE-603 or JACE-645 controller (retrofit board-
equipped JACE-403 or JACE-545 controller). However, this view is not included as a wizard step—you must
select it from the main platform view. For more details, refer to the “TCP/IP Configuration” section in the
Retrofit Board Niagara R2 Install & Startup Guide.

platDaemon-UserManager

2 The User Manager is a platform view available only for Win32 based hosts (e.g. JACE-NXT). It
allows you to manage Windows OS user and group accounts local to that host, which otherwise
would require accessing “Administrative Tools” in Windows on that host.
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platDataRecovery-DataRecoveryServiceEditor December 18,2013

For more details, see “User Manager” on page 1-77.

Plugin in platDataRecovery

+  Data Recovery Service Editor

platDataRecovery-DataRecoveryServiceEditor

[@ The Data Recovery Service Editor is the default view on the DataRecoveryService, as found
in the PlatformServices of the following JACE controllers:

« A JACE-3E series controller (based on the NPM3 processor, with built-in SRAM). This model was
introduced in 2013, around the time of a NiagaraAX-3.7 update release (build 3.7.105).

+  AJACE-6E series controller (based on the NPM6E processor with built-in SRAM). This model was
introduced in early 2012, around the time of a NiagaraAX-3.6.44 maintenance release.

+ AJACE-603 or JACE-645 controller configured for NiagaraAX (and not Niagara R2). These “retrofit
board” JACEs are also based on the NPM6E processor, and supported in build 3.6.44 or later.

o A JACE-2,-6,-7 series or JACE-x02 Express (XPR or M2M) series controller, with an installed
“SRAM option card”.

This view allows monitoring of the “battery-less” support provided by this service. Starting in build
3.6.44, an SRAM-equipped JACE can additionally (and optionally) use a backup battery—such as an
NiMH onboard battery pack, and (if applicable) and external 12V sealed lead-acid battery. In this case,
both the DataRecoveryService and PowerMonitorService can exist in the station’s Platform-
Services container, operating independently or in unison, as configured.

For details, see the “About the DataRecoveryService” section in the Engineering Notes Il document JACE
Data Recovery Service (SRAM support).

Plugin in platDDNS

platDdns-DdnsConfigurationView

& DDNS Configuration allows for DNS IP addresses to be dynamically updated. For more details, see

“DDNS Configuration” on page 1-21.

Plugins in platform module

4-4

+  License Platform Service Plugin

«  Ntp Platform Service Editor Linux

+  Ntp Platform Service Editor Qnx

+  Ntp Platform Service Editor Win32
+  Platform Service Containe rPlugin

+  Platform Service Properties

+  System Platform Service Plugin

»  System Platform Service Qnx Plugin
«  Tcplp Platform Service Plugin

platform-LicensePlatformServicePlugin
License Platform Service Plugin allows you to manage the host's licenses and certificates under a
station’s PlatformServiceContainer. It provides the same interface as the License Manager view
in a platform connection. See “License Manager” on page 1-35.

platform-NtpPlatformServiceEditorLinux

Nitp Platform Service Editor Linux is the default view of a station’s NtpPlatformServiceLinux, which
provides the platform interface to the NTP daemon (process) running on a Linux-based host. This
view provides access to a few related settings, plus allows specifying one or more remote time servers.

L

For more details, see “About the Ntp Platform Service Editor Linux” on page 2-17.

platform-NtpPlatformServiceEditorQnx

Ntp Platform Service Editor Qnx is the default view of the station’s NtpPlatformServiceQnx, which
provides the platform interface to the NTP daemon (process) running on a QNX-based JACE. This
view provides access to a few related settings, plus allows specifying one or more remote time servers.

LV
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platform-NtpPlatformServiceEditorWin32
For more details, see “About the Ntp Platform Service Editor Qnx” on page 2-15.

platform-NtpPlatformServiceEditorWin32

@ Ntp Platform Service Editor Win32 is the default view of the station’s NtpPlatformServiceWin32,

which provides the platform interface to the Windows Time service (W32Time) running on the host
platform’s Windows OS. This Windows service uses the SNTP (Simple Network Time Protocol) to
synchronize to one or more designated time servers.

For more details, see “About the Ntp Platform Service Editor Win32” on page 2-14.

platform-PlatformServiceContainerPlugin

B The Platform Service Container Plugin allows you to view and edit platform parameters on the host
running the opened station. It is the default view for a station’s Plat formServices container. For
related details, see “PlatformServiceContainer parameters” on page 2-3.

platform-PlatformServiceProperties

B PlatformServiceProperties allows you to view and edit platform parameters on the host running the
opened station, using a property sheet. See “PlatformServiceContainer parameters” on page 2-3.

platform-SystemDateTimeEditor

[@ Asanavailable view on a station’s PlatformServiceContainer, the System Date Time Editor
allows you to set the date, time, and time zone for the host running the station. For related time zone
details, see “Selecting a time zone in NiagaraAX” on page B-2.

platform-SystemPlatformServicePlugin

B System Platform Service Plugin allows you to view and edit platform parameters on a Windows
based host running the station, and is the default view on the station’s SystemService
(SystemPlatformServiceWin32). See “SystemService (under PlatformServices)” on page 2-8.

platform-SystemPlatformServiceQnxPlugin

B System Platform Service Qnx Plugin allows you to view and edit platform parameters on any QNX-
based JACE host running the station, and is the default view on the station’s SystemService
(SystemPlatformServiceQnx). See “SystemService (under PlatformServices)” on page 2-8.

platform-TcplpPlatformServicePlugin

«@ Tcp Ip Platform Service Plugin allows you to manage the host's TCP/IP settings under a station’s
PlatformServiceContainer. It provides the same interface as the TCP/IP Configuration viewin
a platform connection. See “TCP/IP Configuration” on page 1-72.

platform-WorkbenchLicenseManager

Workbench License Manager allows you to browse and manage the contents of your Workbench
PC’s “local license database” For more details, see “Workbench License Manager” on page A-2.

Plugins in platGprs

NiagaraAX-S.S &3.7ul

Note:

platGprs-GprsConfiguration

4l Gprs Configuration (GPRS Modem Configuration)is the platform view used to configure the
wireless GPRS modem option card that may be installed in the host JACE. For general details, see
“GPRS Modem Configuration” on page 1-32.

For complete details, refer to the Engineering Notes document “GPRS modem option”.

platGprs-GprsPlatformServicePlugin

4l TheGprs Platform Service Pluginisthe default view onthe GprsPlatformService

in a station running on a JACE with a wireless GPRS modem option card installed (AX-3.6, or build
3.5.35 or later). It provides the identical interface as the platform view GPRS Modem Configuration.
For general details, see “GPRS Modem Configuration” on page 1-32.

For complete details, refer to the Engineering Notes document “GPRS modem option”.
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Plugins in platHwScan

platHwScan-HardwareScanServiceView

[@ TheHardware Scan Service Viewisthe default view on the platform service HardwareS-

canService in a station running AX-3.7 or later on most JACE models, providing that the JACE
platform has the platHwScan module installed, along with the appropriate platHwScanType
module. This view provides a graphical diagram of communication ports and other features on the
hosting JACE platform, including callouts to a table that explain the location, description (such as
COM2), port type, and status.

Note: For complete details, refer to the Engineering Notes 3.7 document “JACE Hardware Scan Service’.

Plugins in platIEEE8021X
Note: IEEE 802.1X support is available only for QNX-based “Hotspot” JACEs (JACE-3,-6,-7 series) using AX-3.8.
» IEEE 8021X Adapter Settings Editor

+ IEEE 802.1X Configuration
+  IEEE 8021X Platform Service Plugin

platlEEE8021X-IEEE8021XAdapterSettingsEditor

The IEEE 8021X Adapter Settings Editor isthe default view on an en0 or enl container

(IEEE8021XAdapterSettings) component, accessible through the property sheet of JACE station’s
platform service for IEEE 802.1X configuration (IEEE8021XPlatformService). Each view is identical to
one of two separate tabs in this platform service’s default view (or, one of two tabs in the identical IEEE
802.1X Configuration platform view). For complete details, refer to the Engineering Notes 3.8
document NiagaraAX IEEE 802.1X Configuration.

platiEEE8021X-IEEE8021XDaemonSessionPlugin

The IEEE 802.1X Configuration view isan available platform view on an AX-3.8 JACE

platform, providing that has the plat IEEE8021X module installed and is licensed with the
“ieee8021x” feature. This view is identical to the platform service IEEE 802.1X Platform
Service Plugin, with separate tabs for each of the two Ethernet adapters on the JACE controller (eno
for LAN1, en1 for LAN2). For complete details, refer to the Engineering Notes 3.8 document NiagaraAX
IEEE 802.1X Configuration.

Note: IEEE 802.1X support is available only for QNX-based “Hotspot” JACEs (JACE-3,-6,-7 series) using AX-3.8.
platlEEE8021X-IEEE8021XPlatformServicePlugin

The IEEE 8021X Platform Service Plugin isthe default view on a JACE station’s platform

service for IEEE 802.1X configuration (IEEE8021XPlatformService). This view is identical to the
platform view IEEE 802.1X Configuration, with separate tabs for each of the two Ethernet
adapters on the JACE controller (eno for LAN1, en1 for LAN2). For complete details, refer to the
Engineering Notes 3.8 document NiagaraAX IEEE 802.1X Configuration.

Note: IEEE 802.1X support is available only for QNX-based “Hotspot” JACEs (JACE-3,-6,-7 series) using AX-3.8.

Plugins in platPower

platPower-JavelinaBatteryPlatformServicePlugin

= TheJavelina Battery Platform Service Plugin is the default view on the platform

service PowerMonitorService in a JACE-7 (700) series controller. This view provides parameters for
changing the shutdown delay time, as well as alarm source configuration settings. For related details in
this document, see “JACE power monitoring” on page 2-10.

Typically, support is enabled and configured at JACE commissioning time. For related details, see “JACE
power monitoring configuration” in the latest JACE NiagaraAX Install & Startup Guide.

platPower-PowerMonitorPlatformServicePlugin

= ThePower Monitor Platform Service Pluginisthe default view on the platform service
PowerMonitorService in most QNX-based JACE models. This view provides parameters for
changing the shutdown delay time, as well as alarm source configuration settings. For related details in
this document, see “JACE power monitoring” on page 2-10.
Niagara®X38&37u1
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Typically, support is enabled and configured at JACE commissioning time. For related details, see “JACE
power monitoring configuration” in the latest JACE NiagaraAX Install & Startup Guide.

Plugins in platWifi module

AX-3.8 & 3.7ul

Note:

Note:

Note:

platWifi-WifiConfiguration

Wifi Configuration is the platform view available in a WiFi-equipped JACE to discover and
connect to a wireless 802.11 network. This platform view appears only if the controller has a WiFi
adapter—at the time of this document, this means a JACE-700 series (JVLN) controller with a WiFi

option. For general information, see “WiFi Configuration” on page 1-81.

For complete details, refer to the Engineering Notes I document “NiagaraAX JACE WiFi option”.

=

platWifi-WifiPlatformServicePlugin

TheWifi Platform Service Plugin isthe default view on a station's WifiPlatform-
Service, and is identical to the platform Wifi Configuration view. The platform service is
available in a WiFi-equipped JACE, to discover and connect to a wireless 802.11 network. At the time of
this document, this means a JACE-700 series (JVLN) controller with a WiFi option. For general details,
see “WiFi Configuration” on page 1-81.
For complete details, refer to the Engineering Notes II document “NiagaraAX JACE WiFi option”.

=

platWifi-WifiSecurityManager

Wifi Certificate Manager (WifiSecurityManager) is the platform view available in a WiFi-
equipped JACE to import CA (Certificate Authority) certificates and client private key files. This can
allow the JACE to access to an “enterprise level” wireless 802.11 network that uses either WPA or WPA2
security with digital certificates. For general information, see “WiFi Certificate Manager” on page 1-82.

=

This view is also a secondary view on a station’s WifiPlat formService, with the primary view the

WifiPlatformServicePlugin.
For complete details, refer to the Engineering Notes Il document “NiagaraAX JACE WiFi option”.

Niagara
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APPENDIX A

License Tools and Files

This appendix provides details about the Workbench tools related to NiagaraAX license files, including
license-management. Also included are details on the contents of license files.

The following subsections are included:

+  License-related Workbench tools
Unlike platform views (which require a platform connection), or equivalent PlatformServices plugin
views (requiring a station connection), Workbench tools are available whenever running full Work-
bench. Find Workbench tools on the Tools menu, as shown in Figure A-1.
+ Workbench License Manager tool (see “Workbench License Manager” on page A-2)
+ Request License tool (see “Request License” on page A-5)

Figure A-1  Tools menu in Workbench
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+ License management topics (in addition to Workbench License tools):
+  “About the local license database” on page A-6
+  “About license archive (lar) files” on page A-7
+  “About NiagaraAX license files” on page A-8
+  “Items common to all license files” on page A-8
+  “JACE hardware features” on page A-9
+  “Driver attributes” on page A-10
+  “Driver types” on page A-11
+  “Applications” on page A-14
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Workbench License Manager

A-2

Note:

The Workbench License Manager view is available via the Workbench Tools menu, by selecting
Local License Database.

Figure A-2  Workbench License Manager
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As shown in Figure A-2, this view lets you browse and manage the contents of your “local license
database”

For details about the license database structure, see “About the local license database” on page A-6.

This view provides a two-pane window into all the license files and parent “host ID” folders, where

+  Left pane provides tree navigation, where you can expand folders and click (to select) license files.
+  Right pane shows the text contents of any selected license file.

Buttons at the bottom of this view provide a way to manage the contents of your local license database,
and are described as follows:

+  Import File — Always available, this allows you to add license file(s) from a local license file or license
archive (. lar) file.

«  Export File — Always available, this allows you to save all licenses (or any selected licenses) locally,
as a license archive file.

+  Delete — This allows you to delete licenses from your Workbench local license database.

+  Sync Online — Typically available if you have Internet connectivity. This lets you update all licenses
(or any selected licenses) in your local license database with the most current versions, via the online
licensing server.

Import File

The Import File button in the Workbench License Manager is always enabled, and produces the
Import License dialog for you to navigate to a source file (.1icense or .lar), asshownin
Figure A-3. Note only these two types of files appear for selection.

Figure A-3  Import License dialog to find local license file or license archive file
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Select a license file and click OK to add to (or update in) your local license database. A popup dialog
(Figure A-4) informs you of success, and the license(s) are added or updated in your database.
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Note:

Note:

Figure A-4  Import success

: essage ST

Import successful

Ifany of the license(s) you select to import are older than the ones currently in your local database, meaning
that the “generated” attribute timestamp is earlier, newer license(s) in your local license database are not
overwritten. However, the same “Import successful” message popup appears for such file import operations.

Export File
The Export File button in the Workbench License Manager allows you to save any number (or all)
licenses in your local license database locally on your Workbench PC, as a license archive (. 1ar) file.

The license archive format allows you to easily share saved . 1ar files (however named) among multiple
Workbench PCs without overwriting a license file for a different host platform. You can use the Import File
command in the Workbench License Manager to add/update licenses in a license archive, or the equivalent
Import command when in the platform License Manager (or similar License Platform Service Plugin).
For more details, see “About license archive (.lar) files” on page A-7.

If you click Export File without first selecting any licenses (and/or) host IDs, every license in your
local license database will be included in the archive, as noted in a confirmation dialog. See Figure A-5.

Figure A-5  Export All Licenses confirmation dialog
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Export selected licenses to a license archive file

Export every license in the database to a license archive file?

Or, you can select one or more entries in the left pane (host IDs or license files) to include only those
selected (highlighted) licenses to be in the exported archive file.

When you click Yes (if all) or Export File for selected licenses, an Export Licenses dialog
(Figure A-6) lets you navigate to the spot to save the . lar file.

Figure A-6  Export Licenses dialog
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By default, a license archive file is saved in the root of your Niagara release directory. Use the dialog’s
navigation controls to specify another target folder or drive, as needed. Before saving, you can also
rename the license archive file, to make it more identifiable. For example, instead of: licenses.lar,
you could rename it MyJaceNxt . lar.

Upon export of license(s) to a license archive file, a popup dialog appears, as shown in Figure A-7.

A-3

Platform Guide



Delete

Appendix A - License Tools and Files

A-4

Note:

Note:

December 18,2013

Figure A-7  Exportfile success
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Export successful

Delete

The Delete button in the Workbench License Manager is enabled when you have one or more host IDs
and/or license files selected in the left pane, and produces a confirmation dialog to delete licenses from
your local license database, as shown in Figure A-8.

Figure A-8  Delete licenses confirmation
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Click Yes to delete the license(s), or No to leave the local license database unchanged.

Following a delete, you may need to click the '€ Refresh button in order to update the left pane contents.
Note that if the selected “host ID” folder contained only a . 1icense file, the entire folder is removed with
a delete. However, if the folder contained other files (or subfolders), only the . 1icense file is actually
deleted, but it will no longer appear in the left pane.

Sync Online

The Sync Online feature in the Workbench License Manager allows you to update any number (or all)
licenses in your local license database with the most current license, available online from the licensing
server. This feature requires Internet connectivity from your Workbench PC.

For related details, see “About the licensing server” on page 1-39.

If you click Syne Online without first selecting any licenses (and/or) host IDs, every license in your
license database will be included in the sync request, as noted in a confirmation dialog. See Figure A-9.

Figure A-9  Sync All Licenses confirmation dialog
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Synchronize selected licenses with the license server

Or, you can select one or more entries in the left pane (host IDs or license files) to include only those
selected (highlighted) licenses to be included in the sync request.

When you click Yes (if all) or Sync Online for selected licenses, an immediate request is sent to the
licensing server. Intermediate popup dialogs may briefly appear while the sync request is handled. The
operation concludes with a Synchronization Complete dialog, which summarizes the number of
licenses and certificate files updated in your Workbench local license database. See Figure A-10.

Figure A-10 Synchronization Complete dialog
ﬂ

7 licenses and 0 certificates updated

If all licenses (and certificates) were already up-to-date, this dialog will say “0 1icenses and 0 certif-
icates updated”
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The “Request License” item on the Workbench Tools menu (Figure A-1 on page 1) simply opens a
“Bind License form” in your Workbench PC’s default browser. By default, the only pre-filled field in this
form is the host ID of your Workbench PC. See Figure A-11.

Figure A-11 License request form in browser (from Workbench, Tools > Request License)
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Typically, your Workbench PC is already licensed. Otherwise, you would not be able to successfully start
Workbench, and then select Request License from the “Tools” menu.

However, you could use this as quick method to request a license for another PC on which you have
installed NiagaraAX. In that case, you could substitute (type in) the host ID for the other PC in this form,
along with other pertinent information.

A-5
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About the local license database

Any Workbench PC (including an Supervisor) has a “local license database” that is a structured collection
of subdirectories and file under its Niagara release (system home) ! /1icenses/db directory. Each
subdirectory has a unique NiagaraAX “host ID” name, matching that for some remote host platform.
Figure A-12 shows an example of this license database structure, as viewed in the Workbench Nav tree.

Figure A-12  Workbench local license database is everything under !/licenses/db

| = | = |

- |t |Nav |

| Mame Type Size |Modified B
i@ db Directory 24-Apr-12 7:23 AM |
[_j.a My File System Lt @ inbox Directory 25-Apr-12 9143 PM
& ﬁ Sys Home 1 |¢= | firdient_template.xml | ¥miFile 1KB 28-Feb-12 423FM
BHE) backups ] Tridium license LicenseFile 6 KB 03-Apr-12 11:09 Af

BHES) bin

Ej certificates

B deanDist

B daemon

) docs

EI help

El e

B b

55

A0 b

b MXS-2DAB-E3E1-A95B-7531
B Qr-JVLN-0000-00F 7-6310
B Qnx-MNPM2-0000-12C5-DD2C
B Qrx-MPME-0000-13A3-0021

E b Qnx-HPMGE-0000-153C-6E44
b 3] Tricfiumlicense

B Qnx-NPMEE-0000-153C-7BE2

B Win-9DF 7-F7BF-7970-3A86

B Win51-7147-1582-FEF3-A753

) inbox

¥ | firclient_template.xml

- B Tridium license L

BHES) modules - [4] | D

5 @ ‘3,1 My Network ‘ -

Your local license database is created and managed automatically by Workbench, and updated whenever
you perform license operations from platform connections, PlatformService plugins, or when using
Workbench tools such as the Workbench License Manager. Note that you can see the same directory/file
structure when looking at this location on your Workbench PC using Windows Explorer.

Note: The license required for your (local) Workbench PC operation is in the root of the licenses folder, named
simply by your brand, for example Tridium.license.

For details on the Workbench License Manager, see “Workbench License Manager” on page A-2.

Local license database rationale

The local license database design makes it easier for Workbench to store licenses for multiple host
platforms—without inadvertently overwriting one license file with another. Unlike in older Workbench
releases, you do not have to manually create special license folders (subdirectories), and/or rename
license files uniquely. The related “license archive” storage file format ( . 1ar) also facilitates the exchange
of licenses among different Workbench PCs, and is used in updating/synchronizing licenses to the online
licensing server, as well as with provisioning features for Niagara Networks. See “About license archive
(lar) files” on page A-7.

Local license inbox

In addition to the ! 1icenses/db folder, there isalso a ! 1icenses/inbox folder. The inbox allows
“drag and drop” importing into your license database of both individual license files and “license archive”
(lar) files, which may have been “saved” or “exported” from other Workbench computers, or perhaps sent
to you from the licensing server.

When you restart Workbench after copying license files and/or .lar files into your inbox subfolder,
Workbench automatically creates the appropriate “host ID” named subfolders in your local license
database, each containing the corresponding license file. Contents of the inbox folder are then deleted.

Nia araAX—3.8 &3.7ul
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About license archive (.lar) files

Note: If you upgraded Workbench (or an Supervisor) from a release prior to AX-3.3, this inbox feature is partic-
ularly useful. Simply copy all your license files you previously stored (from whatever locations) into your
Workbench computer’s ! 11icenses/inbox folder, renaming files if necessary (to permit copying). After
you restart Workbench, your local license database will be correctly structured. In addition, now you can
use the “Sync Online” feature of the Workbench License Manager to ensure you have the latest version of
all your licenses. See “Sync Online” on page A-4.

About license archive (.lar) files

When you use the platform License Manager view or Workbench’s Workbench License Manager view
(under Tools) to export one or more license files, they are saved in a compressed (Zip compatible) format
known as a license archive, that is a file with a “. 1ar” file extension. Any . lar file is simply a zip of the
exported license file(s) that includes the complete “1icenses/host ID” folder (subdirectory) structure
for any included licenses. See Figure A-13 for an example.

Figure A-13 License archive (.lar) is license file(s) in zip format, including folder paths relative to sys home.
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Figure A-13 shows a .lar file in Windows Explorer being opened using WinZip, and its subsequent
contents. In this case where the archive contains multiple licenses, it was created by an export performed
using the Workbench License Manager tool. However, if you export a license in the License Manager
when platform-connected to a remote host, the license archive file contains just that one license.

Licensing server use of license archives

The NiagaraAX licensing server also uses the “license archive” (.lar) format when it sends out license files,
as a file attachment to emails.

+  You can simply use the Import File command in your Workbench License Manager view (in
your Tools menu) to copy in the 1icenses. lar. This adds or updates those licenses in your local
license database. You can then import licenses from your local license database when either platform
(or station) connected.

Or, if your Workbench PC is Internet-connected while using the platform License Manager (or a sta-
tion’s equivalent PlatformServices, License Manager view) you can use the Import command and se-
lect “Import licenses from the licensing server,” which installs the updated license in the host
platform, and updates your local license database at the same time.

+  Alternatively, you can unzip the contents of the licenses.lar under your ! \1icenses folder, and
use the Install File command in the License Manager to install licenses.
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About NiagaraAX license files

A NiagaraAX license file is a structured XML file that has a . 1icense file extension. It enables a set of
vendor specific features. Each license file is valid for one specific host platform (JACE, PC), matched by
that host’s unique /ost ID. License files are “digitally signed” by the vendor to prevent tampering.

The following sections provide more details on the contents of any license file that validates against the
Tridium certificate:

+  Items common to all license files (license, about, brand, signature)

+  JACE hardware features (e.g. maxheap, mstp, ndio, serial, others)

B Driver attributes (name, expiration, device.limit, history.limit, point.limit, schedule.limit, parts)

. Driver types (many types, including bacnet, lonworks, modbusTcp, obixDriver, niagaraDriver)

. Applications (crypto, eas, email, genericAppliance, provisioning, station, tenantBilling, web, work-
bench, others)

Items common to all license files

license

All license files require an opening <license > line, where the last line in the license file is the closing
</license> tag, and all contents (lines) in between are <feature > elements, plus one signature
element.

In the first <1icense > line, there are a number of common attributes, described below.

<license version="3.2" vendor="Tridium" generated="2007-04-11"

expiration="2008-03-31" hostId="Win-6827-91CB-C49A-6B4B" serialNumber="4856">
version version="3.7" - The highest release version of software which can be installed in the JACE. If
a newer version of software is installed, the JACE will fail on startup with a license version error.

vendor vendor="Tridium" - This is always Tridium.
generated generated="2012-04-11" - The date upon which the license file was generated.

expiration expiration="2013-04-11" - The expiration date of the license file. After the expiration
date the Workbench software will fail start due to a license expired error. Typically, engineering copies of
Workbench have expiration dates which expire on an annual basis. License files for actual projects are
issued with non-expiring licenses, where this attribute value is "never".

hostld hostId="Win-6827-91CB-C49A-6B4B" - Alphanumeric code unique to the specific host,
which is generated upon installation of the NiagaraAX software on a Windows-based platform. QNX-
based JACE controllers are assigned a hostld similar to this: host Id="0Qnx-NPM2-0000-0E8F-2420".
The hostld in the license file must match the hostld of the JACE controller, otherwise the JACE cannot
run a station.

serialNumber serialNumber="329696" - Applies to alicense for a QNX-based JACE only. Designates
its unique serial number assigned from the factory. The serial number in the license file must match the
serial number of the JACE.

about

The "about " feature is used to designate optional information, and does not affect station operation in
any way. This information can be useful for filtering records when searching the license database. Two
attributes in this feature are typically designated when ordering product:

<feature name="about" owner="Tridium" project="Tridium Testing"/>

owner owner="Tridium" - Optional attribute to designate the name of a person who is responsible for
the project or possibly an end user.

project project="Tridium Testing" - Optional attribute to designate a project. This grouping
should typically be assigned to all JACE controllers used for a particular project.

brand

For any license with vendor="Tridium", the NiCS (Niagara Compatibility Structure) provides a
structure (or schema) that OEMs can use to define the various levels and types of Niagara interoperability
that their products will support. The NiCS definitions are contained in the this feature item which is
checked by a station or tool when it starts up. There are five attributes to the NiCS: BrandID, Station
Compatibility In, Station Compatibility Out, Tool Compatibility In, and Tool Compatibility Out. These
elements can be combined in a variety of ways to achieve unlimited flexibility, and are described below.

<feature name="brand" brandId="MyBrand" accept.station.in="*"
accept.station.out="*" accept.wb.in="*" accept.wb.out="*"/>

NiagaraAX—3.8 &3.7ul
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Note:

brandld brandid="mMyBrand" - Every licensed station and tool has a Brand Identifier (BrandID). This
field holds a text descriptor that the OEM chooses as the identifier for its product line. Each station or
tool can have only one BrandID entry.

accept.station.in accept.station.in="*" - A list of brands that this local station will allow
NiagaraAX data to come in from. Simply stated from a JACE perspective, "this is the list of brands that I
can accept data from". The "*" is a wildcard designation to allow all brands.

accept.station.out accept.station.out="+*" - A list of brands that this local station will allow
NiagaraAX data to be shared with. Simply stated, "This is the list of brands that I can share data with".

accept.wb.in accept.wb.in="*" - A list of brands that this station will allow to be connected to it for
engineering of its application. Simply stated, "This is the list of brands that can engineer me".

accept.wb.out accept.wb.out="*" - A list of brands that this tool is allowed to connect to and
engineer. Simply stated, "This is the list of brands that I can engineer".

signature
This element contains a digital signature which is created when the license file is generated. It prevents
tampering with the license file. Attempts to edit the license file to enable additional features will render
the license file useless. Typically, the signature element is the last element contained in the license, so it
is followed by the closing license tag as the last line in the license file.
<signature>MCwCFFOdg4wJcYgvhTVtrf0oSyuCDCwjAhR] +HIpNxQGStBnhEkIgK8rONB10g==</
signatures>
</license>
All licenses for any JACE or Supervisor platform also require a "station” application feature, in order to
run a local station. See the section “Applications” on page A-14 for related details.

JACE hardware features

Alphabetically, JACE hardware license features listed here include dataRecovery, ibmj9j2me. maxheap,
mstp, ndio, nrio, serial, and sunj2se.

dataRecovery

Starting in AX-3.6 for QNX-based JACE platforms, this feature licenses a station’s DataRecoveryService,
sourced from the JACE’s platDataRecovery module. This service is required to support installed SRAM
(Static RAM), whether integral “onboard SRAM” (such as for a JACE-6E or JACE-3E) or a different JACE
model with an installed SRAM option card.

<feature name="dataRecovery" expiration="never" parts="NPB-SRAM">
ibmj9j2me
Starting in AX-3.5 for QNX-based JACE platforms, this feature licenses the IBM J9 Java virtual machine
(VM) to be able to run on the controller, if applicable. The “rev” attribute reflects the version number of

the J9 VM, as found in its version.xml file. Note starting in AX-3.6, some JACE controllers run the
(Oracle) Sun Hotspot VM instead, and so require another sunj2se feature.

<feature name="ibmj9j2me" expiration="never" rev="2.3" parts="VM-J9">

maxheap

This feature determines the maximum size of the Java heap for either a JACE-2 or JACE-6 series
controller. In the absence of this feature, the maximum heap size is limited to 16 MB for a JACE-2, and
48 MB for a JACE-6. When this license feature is present, the maximum heap size is limited to 48 MB for
a JACE-2 and 96 MB for a JACE-6. The feature may not be available on all JACE-2 controllers, earlier
models were manufactured with 64 MB RAM chips. Verify the amount of physical memory in a JACE-2
before attempting to order the memory upgrade option.

<feature name="maxHeap" expiration="never" parts="NPM-128">

mstp
This feature determines how many of the available serial ports may be used for BACnet MS/TP commu-
nications. Note that features bacnet and serial must also exist in the license file.

<feature name="mstp" expiration="never" port.limit="5" parts="DR-MSTP-AX"/>
port.limit port.limit="5" - This specifies the number of serial ports which may be used for MSTP
communications. Typically this number matches the number of physical ports. Some JACE controller
models have option card slots, if additional serial cards are added then the port limit may be less than the
number of physical ports if the port activation has not been ordered as well.
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ndio

This feature enables the NDIO (Niagara Direct Input Output) driver, required to configure and use a
JACE controller's Ndio-type I/O modules. Not all JACE controllers support such I/O modules (which
attach/chain directly to the controller, using 20-pin connectors); refer to specific JACE controller data
sheets to confirm whether this is an available option. Note that in the ndio features line (below), a “device”
equates to an “Ndio Board’, and that history and schedule limits have no practical application.

<feature name="ndio" expiration="never" device.limit="none"
history.limit="none" point.limit="none" schedule.limit="none" parts="DR-NDIO"/>

Refer to the NiagaraAX NDIO Guide for related details.

nrio

This feature enables the NRIO (Niagara Remote Input Output) driver, required to configure and use a
JACE controller's Nrio-type I/O modules and/or the onboard I/O of a JACE-x02 Express (M2M JACE)
controller. Most QNX-based JACE controllers support NRIO modules (which communicate via RS-485).
Refer to specific JACE controller data sheets to confirm whether this is an available option. Note that in
the nrio features line (below), a “device” equates to an “Nriol6Module’, and that history and schedule
limits have no practical application. See Driver Feature Attributes for related details.

<feature name="nrio" expiration="never" device.limit="16" history.limit="none"
point.limit="none" schedule.limit="none" parts="DR-NRIO"/>

Refer to the NiagaraAX Nrio Guide for related details.

serial

This feature enables the use of JACE serial ports for various drivers, for example aapup or modbusAsync.
Note that the JACE license needs this serial feature in addition to any specific driver feature. Only one
serial feature line is needed, regardless of number of serial-based drivers. Note that in the case of a JACE
used for BACnet MS/TP, it would require this serial feature and driver features bacnet and mstp.

<feature name="serial" expiration="never" parts="AX-DEMO"/>

sunj2se

Starting in AX-3.6 for some QNX-based JACE platforms, this feature licenses the (Oracle) Sun Hotspot
Java virtual machine (VM) to be able to run on the controller, if applicable. The “rev” attribute reflects the
version number of the Hotspot VM, as found in its version . xml file. Note some JACE controllers must
run the IBM J9 VM instead, and so require a different ibmj9j2me license feature.

<feature name="sunj2se" expiration="never" rev="5" parts="VM-SUN">

Driver attributes

Each driver is enabled by a feature line (element) in the license file. Most of the drivers utilize the same
attributes within that feature. For simplicity, these common attributes are discussed first, and any unique
attribute specific to a particular driver or service will be discussed in that Driver types section.

<feature name="driver name" expiration="expiration date" device.limit="none"

history.limit="none" point.limit="none" schedule.limit="none" parts="AX-DEMO">
The various "limit type” attribute values can be either "none" or a numerical (limit) value, for example
device.limit=32. Note that a limit value of none means unlimited, whereas a limit value of 0 means
none allowed. Although most drivers include all the attributes shown in the feature line above, some
attributes may not apply to a specific driver, with the exceptions of point.limit and device.limit
attributes, which typically do apply to any driver.

For example, none of the Modbus-related drivers have any history or schedule import/export capability,
due to the simplicity of the Modbus protocol. Therefore, "history.limit"and "schedule.limit”
attributes have no importance in the feature line of those drivers.

name

Feature name of the driver, often the same as the actual module (.jar file) name, for example bacnet,
lonworks, etc.

expiration

Each driver has an expiration date which is typically the same as the expiration property of the license
feature. In some cases such as beta testing agreements, individual drivers may be set to expire where the
main license file is non-expiring.
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Note:

device.limit

This attribute designates a license limit on the number of devices which may be added to this specific
driver network in the station database. Above this limit, any added device component (and all its child
components) will be in fault.

This limit has no impact on the actual physical limitation of a field bus. For example just because the
lonworks feature is set to device.limit="none", this does not mean that you can exceed the normal limit
of 64 devices per segment.

history.limit

This attribute limits the number of NiagaraAX histories that can be imported from remote histories (logs
or trends) into the station's history space, and/or exported from station histories to appear as histories in
remote devices. Above this limit, any added history import descriptor (or history export descriptor) will
be in fault, and the associated import/export will not be successful.

point.limit
This attribute designates the maximum number of proxy points that may be added to the station database
for a particular driver. Above this limit, any added proxy point will be in fault.

schedule.limit

This attribute limits the maximum number of NiagaraAX schedules that can be imported from remote
schedules into the station’s database, and/or exported from station schedules to appear as schedules in

remote devices. Above this limit, any added schedule import descriptor (or schedule export descriptor)
will be in fault, and the associated import/export will not be successful.

parts

This is an alphanumeric part code which is automatically assigned when generating the license file and is
for Tridium internal use.

Driver types

Each driver type is enabled by a separate feature element (or line, starting with name attribute), and has
common Driver attributes as previously described.

New NiagaraAX drivers are continually developed and offered as products. This section includes some, but
not all drivers available. It is included in this section to illustrate how driver features appear in licenses.

Alphabetically, driver types listed here include aaphp, aapup. bacnet, bacnetAws, bacnetOws, bacnetws,
dust, fileDriver, jen6lp, jennic, lonworks, modbusAsync, modbusCore, modbusSlave, modbusTcp,
modbusTcpSlave, obixDriver, opc, niagaraDriver, rdbDb2, rdbOracle, rdbSqlServer, sedonanet, snmp,
videoDriver and zwave.

aaphp

Enables the American Auto-Matrix Public Host Protocol (PHP) driver. The serial feature is also required.

aapup

Enables the American Auto-Matrix Public Unitary Host (PUP) driver. The serial feature is also required.
bacnet

Enables functionality of the BACnet driver for BACnet/Ethernet and BACnet/IP. If a QNX-based JACE,
other features can be added to enable BACnet MS/TP communications over serial ports: mstp and serial.

<feature name="bacnet" expiration="never" device.limit="none" export="true"
history.limit="none" point.limit="none" schedule.limit="none" parts="AX-DEMO"/>

Refer to the NiagaraAX BACnet Guide for details on all BACnet integration with NiagaraAX.

export export="true" - When set to "true" this field enables BACnet server operation. When the
field is set to "false" only BACnet client operation is permitted.

When BACnet export is enabled, any station histories and/or schedules that are exported to BACnet do
not count towards any history.limit or schedule.limit values in the license (if any).

bacnetAws

Provides added functionality as BACnet AWS Supervisor with BTL-certification, as described in the
BACnet “Advanced Operator Workstation” specification (B-AWS). Available for PC platforms only (not
JACE platforms) running AX-3.6 or later. The bacnet feature is also required in the license. More details
are available in an appendix in the NiagaraAX BACnet Guide.
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bacnetOws

Provides added functionality as BACnet OWS Supervisor with BT L-certification, as described in the
BACnet “Operator Workstation” specification (B-OWS). Available for PC platforms only (not JACE
platforms) running AX-3.6 or later. More details are available in an appendix in the NiagaraAX BACnet
Guide.

bacnetws

(Superseded in favor of the BACnet AWS Supervisor and BACnet OWS Supervisor products that meet
BTL certification, starting in AX-3.6). Provides added functionality as a BACnet Supervisor as described
in the BACnet Specification B-OWS device profile, and is for PC platforms only (not JACE platforms).
The bacnet feature is also required in the license. More details are available in an appendix in the
NiagaraAX BACnet Guide.

dust
Enables the Dust Wireless Mesh driver. Details are available in the NiagaraAX Dust User Guide.

fileDriver

Enables the File driver, used to import comma or tab delimited text files and convert into Niagara
histories. For more details, see the “file-FileNetwork” section in the NiagaraAX Drivers Guide.

jen6lp

Applies to an AX-3.6 or later QNX-based JACE with an installed Sedona Jennic option card (with jennic

license feature). Enables a network of wireless Jennic-based Sedona Framework devices

(SedonaJen6lpNetwork), including device and point limits. Limits are independent of any in a sedonanet

license feature (if present). Additionally, if the “export” attribute is set to true, Chopan server function-

ality is provided. Chopan facilitates operation of hibernating devices within the Sedona Jennic network.
<feature name="jené6lp" expiration="never" export="true" device.limit="none"
history.limit="none" point.limit="500" schedule.limit="none" parts="DR-SOX-JEN-AX"/>

To engineer and support, Niagara Workbench requires Sedona Framework TXS software installed, using
the Sedona Installer tool—see the NiagaraAX Sedona Installer Guide for related details.

jennic
Required for a QNX-based JACE controller to use a Sedona Jennic option card, where the jen6lp license
feature is also required to enable a network of wireless Sedona Jennic devices (SedonaJen6lpNetwork).

The jennic feature is also required by a Workbench host to use a USB wireless adapter (coordinator), as
the tools New Jennic Wireless Adapter and Jennic Serial Port Tool do not function without it.

lonworks

Enables the Lonworks driver. Utilizing the driver also requires a LON interface on the JACE controller.
Most JACE controller models require an optional Lonworks interface card to be installed. More details
are available in the NiagaraAX Lonworks Guide.

modbusAsync

Enables the Modbus Master Serial driver. The JACE controller operates as the Modbus Master device
communicating via an available serial port using either Modbus RTU or Modbus ASCII. The
modbusCore and serial features are also required.

modbusCore

Required by a JACE controller or Modbus Supervisor host for any of the Modbus drivers (Async, Slave,
TCP, TCP Slave). For details on any Modbus driver, refer to the NiagaraAX Modbus Guide.

modbusSlave

Enables the Modbus Slave Serial driver. The JACE controller operates as a Modbus Slave communicating
via an available serial port using either Modbus RTU or ASCII to a Modbus Master device. The
modbusCore and serial features are also required.

modbusTcp

Enables the Modbus Master TCP driver. The JACE controller or Modbus Supervisor operate as a Modbus
Master device communicating via Modbus TCP/IP. The modbusCore feature is also required

modbusTcpSlave

Enables the Modbus Slave TCP driver. The JACE controller or Modbus Supervisor operates as a Modbus
Slave device communicating via Modbus TCP/IP. The modbusCore feature is also required
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obixDriver
Enables the oBIX driver. The driver supports the oBIX protocol, which is M2M (Machine-to-Machine)
communications via XML over TCP/IP. Refer to the NiagaraAX Obix Guide for related details.

<feature name="obixDriver" expiration="never" device.limit="none" export="true"
history.limit="none" point.limit="none" schedule.limit="none" parts="AX-DEMO"/>

export export="true" When set to "true" this field enables oBIX server operation. When the field is
set to "false” only oBIX client operation is permitted.

opc
Enables the OPC client driver, and is only available on Windows-based platforms because of the
protocol’s dependency of Windows. Refer to the NiagaraAX OPC Guide for related details.

niagaraDriver
Enables communication via the Fox protocol to other NiagaraAX stations, and allows creation of a Niaga-
raNetwork, including proxy points, importing/exporting histories and schedules, and routing alarms.

<feature name="niagaraDriver" expiration="never" virtual="true"
schedule.limit="none" point.limit="none" history.limit="none"
device.limit="none" parts="ENG-WORKSTATION"/>

For more details, refer to the Niagara Drivers Guide section “About the Niagara Network”

rdbDb2

Enables the Relational Database Driver using the IBM DB2 database format. This driver allows exporting
of histories from the NiagaraAX station to an IBM DB2 database. The driver does not include the DB2
software, which must be purchased separately from a third party source.

<feature name="rdbDb2" expiration="never" parts="ENG-WORKSTATION"/>

rdbOracle

Enables the Relational Database Driver using the Oracle database format. This driver allows exporting of
histories from the NiagaraAX station to an Oracle database. The driver does not include the Oracle
software, which must be purchased separately from a third party source.

<feature name="rdbOracle" expiration="never" parts="ENG-WORKSTATION"/>

rdbSqlServer

Enables the Relational Database Driver using the Microsoft SQL database format. This driver allows
importing and exporting of histories to and from the NiagaraAX station, and to and from a Microsoft
SQL database. The driver does not include the Microsoft SQL software, which must be purchased
separately from a third party source. The driver does work with the MSDE version which is free from
Microsoft; however, the normal Microsoft imposed limitations on the MSDE version still apply.

<feature name="rdbSglServer" expiration="never" history.limit="10" history-
Import="true" parts="ENG-WORKSTATION"/>
sedonanet

Enables the Sedona Framework Ethernet/Wi-Fi Network (SedonaNetwork) in a AX-3.6 or later JACE or
Supervisor, including device and point limits. Device and point limits are independent from those in the
jen6lp license feature on the host, if present.

<feature name="sedonanet" expiration="never" export="false" device.limit="none"
history.limit="none" point.limit="500" schedule.limit="none" parts="DR-SOX-ETH-AX"/>

To engineer and support, Niagara Workbench requires Sedona Framework TXS software installed, using
the Sedona Installer tool—see the NiagaraAX Sedona Installer Guide for related details.

snmp
Enables the SNMP (Simple Network Management Protocol) driver, which allows sending and receiving
SNMP messages. Refer to the NiagaraAX SNMP Driver Guide for related details.

<feature name="snmp" expiration="never" device.limit="none"
history.limit="none" point.limit="500" schedule.limit="none" parts="AX-DEMO"/>
videoDriver
Enables the NiagaraAX Video driver module (videoDriver) that provides the foundation to integrate
selected commercial off-the-shelf video surveillance and recording systems into a NiagaraAX station.
Depending on the specific video hardware used, one or more vendor-specific license feature entries are
also typically required. Refer to the NiagaraAX Video Driver Guide for related details.
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zwave

Applies to a QNX-based JACE with an installed Z-Wave option card, or any host platform with a third-
party, serially-connected, Z-wave gateway device. The serial feature is also required. Enables a network
of wireless Z-Wave devices (ZWaveNetwork), including device and point limits. Refer to the NiagaraAX
Z-Wave Driver Guide for related details.

Applications

Alphabetically, application types listed here include box, crypto, eas, email, fips140-2, genericAppliance,
ieee8021x, ldapv3, mobile, provisioning, sedonaProvisioning, sox, station, tenantBilling, web, and
workbench. However, applications station, web, and workbench have special importance, and are
summarized first.

station

Enables a station to be run, and is typically present in any JACE platform, as well as a Supervisor.
<feature name="station" expiration="2014-03-31" resource.limit="none" guestEn-
abled="true" parts="AX-DEMO"/>

The station feature may not be present in a license for an engineering workstation (PC), unless specifi-

cally ordered with it.

resource.limit resource.limit="none" - If the resource.limit flag is specified (in kRUs), then the
station displays a warning on startup if the actual resource units exceed the limit resource units. If the
limit is exceeded by 110% then the station will not boot at all. This limit is normally only specified on
SoftJACE license files.

guestEnabled guestEnabled="true" - (AX-3.8 only) Must be present and true, or else the station’s
UserService has its built-in user “guest” hidden upon first station start up, as a security measure. Only
hosts licensed as “demo hosts” in AX-3.8 can enable and use the guest user—thus it is unavailable on any
host with a “non-expiring” license.

web

The web feature must be present to start the WebService in a running station (to access the web server
via an HTTP connection). If not licensed, the server is set to fault with appropriate faultCause. If the
feature is enabled, then WebServlets and spy pages are always available.

Full Workbench can connect to a station (via Fox connection) even if the web feature is disabled.

<feature name="web" expiration="never" ui="true" ui.wb="true"
ui.wb.admin="true" parts="AX-DEMO"/>

ui ui="true" - If the ui flag is false, then all access to ServletViews via "/ord" are disabled (with
exception to spy pages).

ui.wb ui.wb="true" - If the ui.wb flag is false, then all user accounts using an WbProfile are disabled
(including thin client views, but with exception to spy pages). Only thin client accounts operate when
ui.wb is false; other accounts do not automatically degrade. Views which aren't licensed return 403
Forbidden.

ui.wb.admin ui.wb.admin="true" - If the admin flag is false, then all views which have an admin flag
set in their required permissions are unavailable using the wb applet.

workbench

The workbench feature must be present to start the full version of Workbench (for example, a copy of
Tridium's Niagara Workbench or an OEM-specific Workbench-based application). If the admin flag is
false, then all views requiring admin access are unavailable. This feature is included for PC platforms only,
with the sole exception of a SoftJACE.

<feature name="workbench" expiration="never" admin="true" parts="AX-DEMO"/>

box

This enables an AX-3.7 or later host for Bajascript, a Javascript API (read and write) for Niagara data
access from Javascript enabled environment like web browsers. Along with the mobile feature, this
license feature is required for mobile application support.

<feature name="box" expiration="never" session.limit="none" parts="ENG-
WORKSTATION"/>

crypto
Enables SSL (Secure Socket Layer) operation.

<feature name="crypto" expiration="never" ssl="true" parts="SP-SSL"/>
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Although the crypto feature is used to license SSL connectivity in any NiagaraAX release since AX-3.3,
note the SSL implementation changed completely in AX-3.7—for example, the crypto module is no
longer used. See the sections below for more details.

SSL in AX-3.7 and later Starting in AX-3.7, SSL and TLS (Secure Socket Layer and Transport Layer
Security) architecture in NiagaraAX changed to a “platform based” foundation, with certificates and
exemptions accessed and managed using platform based tools. SSL connections are now possible for all
NiagaraAX connectivity, including platform connections, station (Fox) connections, and web browser
(WebService) connections. For complete details, refer to the NiagaraAX SSL Connectivity Guide.

SSL in AX-3.6 to AX-3.3 releases Prior to AX-3.7, SSL (Secure Socket Layer) connectivity in NiagaraAX
used a “station based” model, with an associated “CryptoService” from the crypto module. Only web
browser access of a station using Hx profiles could effectively use SSL. For details on this outdated archi-
tecture, refer to the Engineering Notes document NiagaraAX CryptoService (SSL).

eas
This feature enables the Energy Suite application and the associated reports, data points and meters.

<feature name="eas" expiration="never" allCostReports="true"
allE2Reports="true" brand="MyBrand" costMeter.limit="none"
dataPoint.limitt="none" parts="AX-DEMO"/>

allCostReports allCostReports="true" - If set to “true" all Cost Profiler Reports are enabled.
When set to "false" there are additional feature items for each of the specific Cost Profiler Reports that
are enabled.

allE2Reports allE2Reprots="true" - If set to “true" all E2 Profiler Reports are enabled. When set
to "false" there are additional feature items for each of the specific E2 Profiler Reports that are enabled.

costMeter.limit costMeter.limit="none" - Designates the maximum number of Cost Profiler
Meters that may be configured in the VES Application, where “none” means unlimited.

dataPoint.limit dataPoint.limit="none" - Designates the maximum number of E2 Profiler Points
that may be configured in the VES Application, where “none” means unlimited

email

This features enables the NiagaraAX station to send email messages to an SMTP server. If the feature is
not present then the service and all its incoming and outgoing accounts are marked as fault. No email can
be sent or received if not licensed.

<feature name="email" expiration="never" parts="AX-DEMO"/>
fips140-2
This features enables an AX-3.8 NiagaraAX station to operate in “FIPS 140 Mode” (Federal Information

Processing Standard 140) using cryptographic software fully compliant with FIPS 140-2. A special FIPS
distribution must be installed on the host.

<feature name="fipsl140-2" expiration="2014-03-13" lib="entrust" parts="PROTO-
FIPS"/>

genericAppliance
This feature enables the NiagaraAX Generic Appliance Application.

<feature name="genericAppliance" expiration="never" vendor.name="" parts="GA-
GENERIC"/>

ieee8021x

This feature enables an AX-3.8 “Hotspot” QNX-based JACE (JACE-3,-6,-7) to be able to join a wired [IEEE
802.1X wired-authentication network.

<feature name="ieee8021x" expiration="never" parts="PROTO-8021X"/>
Idapv3
This feature enables an AX-3.8 host to use the LdapV3UserService or LdapV3ADUserService in place of

the standard baja UserService. These LDAPv3-compatible user services are available in the AX-3.8 1dap
module, in addition to the former LDAPv2-compatible user services (which require no license feature).

If the kerberos attribute is “true’, the AX-3.8 host is licensed for Kerberos authentication with LDAPv3.

<feature name="ldapv3" expiration="never" kerberos="true" parts="ENG-
WORKSTATION"/>

Refer to the NiagaraAX LDAP / Active Directory Guide for complete details.
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mobile

This enables an AX-3.7 or later host to support the NiagaraAX Mobile application framework, for station
support of web browser access from mobile devices like cell phones or tablets. The host also requires to
be licensed with the box feature for Bajascript support.

<feature name="mobile" expiration="never" history="true" schedule="true"

alarm="true" px="true" propsheet="true" parts="ENG-WORKSTATION"/>
provisioning
Enables the operation of NiagaraAX host provisioning, typically used to automate routine maintenance
of a NiagaraAX system such as JACE software upgrades, file distribution and backups. It applies to an
Supervisor platform only. Provisioning uses the BatchJobService and a “network extension model” (e.g. a
“ProvisioningExt” under the NiagaraNetwork), sourced respectively from modules batchJdob and
provisioningNiagara.

<feature name="provisioning" expiration="never" parts="AX-DEMO"/>
sedonaProvisioning

Required by a Workbench host to provision Sedona Framework devices, including operations Get App,
Put App, Manage Kits, Backup App, and Restore App.

<feature name="sedonaProvisioning" expiration="never" parts="AX-DEMO"/>

SOX

Required by a Workbench host to open a Sox connection to a Sedona Framework device. Sox is the native
protocol used to either program the App in the device, or to perform device provisioning.

<feature name="sox" expiration="never" parts="AX-DEMO"/>
tenantBilling
Enables the NiagaraAX Tenant Billing Application.

<feature name="tenantBilling" expiration="never" tenant.limit="none" parts="S-
TBS-AX"/>
tenant.limit tenant.limit="none" - Designates the maximum number of tenants that may be
configured in the station database, where “none” means unlimited.
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APPENDIX B

Time Zones and NiagaraAX

Platform configuration of a NiagaraAX host includes specifying its time zone. This affects both real time
clock accuracy used in station control, an also how timestamps appear in items like histories and alarms.
This appendix provides details on time zone selection in all revisions of NiagaraAX, including the
currently used “historical time zone database”

The following main sections are included:

+  “Time zones and terminology” on page B-1

+  “Selecting a time zone in NiagaraAX” on page B-2

+  “About the historical time zone database” on page B-2 (current NiagaraAX releases)
+  “About timezones.xml” on page B-4 (pre-AX-3.3)

Workbench provides a special “Time Zone Database Tool” that lets you explore the historical time zone
database on the local Workbench host. For details, refer to the User Guide section on the “Time Zone
Database Tool”

Time zones and terminology

NiagaraAX-3.8 &3.7ul

Note:

A time zone is a region in the world that uses the same standard time, often referred to as the local time.
There are many different time zones, owing to the combinations of geographic locations and political/
cultural differences. Time zones calculate their local time as an offset from UTC (Coordinated Universal
Time). In addition, many time zones apply DST (Daylight Saving Time).

urc

Coordinated Universal Time (UTC) is the recognized atomic-clock standard of reference time, largely
replacing GMT (Greenwich Mean Time) as reference time. Time zones are commonly expressed as
negative or positive offsets from UTC time.

DST

Daylight Saving Time (DST) is used as a means of maximizing daylight hours during normal waking
hours, and is used by many (but no means all) time zones. DST is a twice-yearly event acting upon local
time, as follows:

+  Start of DST adds an offset (typically 1 hour) to local time. During this period of the year, local time
may be called “daylight time.”

+  End of DST removes the DST offset from local time. During this period of the year, local time may
be called “standard time.”

Any time zone using DST has specific rules that define the exact days and times when DST starts and

ends. These rules vary widely from zone to zone, since DST policies are set by national and regional

governments. Also, DST policies are subject to change for this same reason—as in the recent 2007 change

for all U.S. time zones that observe DST.

In the 2007 U.S. DST changes, the DST start time was changed to “first Sunday on or after the 8th in
March” (from “first Sunday on or after the 1st in April” for 2006 and prior years). The DST end time was
changed to “first Sunday on or after the 1st in November” (from “last Sunday in October” for 2006 and
prior years).

A change in DST rules for a time zone can cause issues in NiagaraAX when displaying historical data
(histories and alarm records), particularly when applying new (current) DST rules to records collected
using prior (old) DST rules. These issues have been overcome using a “historical timezones” mechanism.
For more details, see “About the historical time zone database” on page B-2.
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Selecting a time zone in NiagaraAX

Note:

Since the first NiagaraAX release, platform configuration of a NiagaraAX host includes the setting of date
and time, which includes specifying its local time zone. Typically, this is done using either a platform
connection and the Platform Administration view (function “Change Date/Time”), or possibly
after a station is installed and running, using the one of the station’s PlatformServices views (“Platform
Service Container Plugin” or “System Date and Time Editor”).

Figure B-1  Selecting time zone from Change Date/Time selection in Platform Administration View
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Time zones appear on the selection list using a “Zone ID (hours UTC offset/hours [DST + UST] offset)”
format. Some examples:

America/Chicago (-6,-5)

Europe/Berlin (+1,+2)

Asia/Tokyo (+9)
Note there is no DST observance in Japan, so the selection with zone ID “Asia/Tokyo” shows only the
UTC offset of +9 hours.

This selection list of available time zones is from a “time zone database” that resides on that host. For any
host running AX-3.3 or later, this is a “historical database”, sourced in the file !lib/timezones.jar.

In this database, a history of changes for applicable time zones are stored, such that multiple definitions
for a time zone may exist, including past definitions as well as its current definition. Time zones in this
database are not user editable. However, this time zone database offers advantages for NiagaraAX jobs
where accrued histories or alarms have spanned across different time zone definition eras. For more
details, see “About the historical time zone database” on page B-2.

Host platforms running pre-AX-3.3 builds use a !1ib/t imezones .xml file instead. In this database
file, for each known time zone there is one definition, starting with its zone ID. If necessary, you can edit the
definition of one or more time zones in this timezones.xml file (or replace with an edited version of this file).
Note allthough AX-3.3 or later hosts also have a t imezones . xml file, it is not used locally. See the
section “About timezones.xml” on page B-4 for more details.

About the historical time zone database

B-2

Starting in AX-3.3, any NiagaraAX host uses a time zone database with “historical perspective,” such that
display of a station’s timestamped data (histories and alarms) collected in time zones under “prior rules”
(typically DST-related) will always display with the original (and correct) collected time.

Issue example and fix

You have a JACE that has been running since AX-3.0, installed in a U.S. time zone that observes DST.
Included in the AX-3.0 builds was a timezones.xml with “old” DST rules. See the “DST” section for
related details. On it you have a station running, that includes an original history for a boolean point with
two records like this:

01-Nov-06 8:00 AM EST {} {ok} On
01-Nov-06 5:00 PM EST {} {ok} Off

NiagaraAX"3'8 &3.7ul
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Note:

The timestamp values shown are correct, this was a piece of equipment that came ON at 8:00am and OFF
at 5:00pm, and on November 1st of 2006 it was indeed “Eastern Standard Time” (EST), as Daylight
Savings Time had already ended on the last Sunday in October.

Since, you upgraded the JACE to AX-3.2, which uses updated 2007 rules in its timezones.xml file. After-
wards, when looking at the same two records for the example history, you see:

01-Nov-06 9:00:11 AM EDT {} {ok} On

01-Nov-06 6:00:13 PM EDT {} {ok} Off
These timestamp values are incorrect, as the DST offset of 1 hour was “retroactively” applied using the
new DST rules (even though these rules were not actually in effect at this time). However, those same new
rules are required during this period in 2007 to correctly change the system clock and maintain accurate
2007 timestamps.

After upgrading the JACE to a more current NiagaraAX release, which uses the timezones.jar (historical
time zone database) instead of timezones.xml, when you look again at the same two records for the
example history, you see:

01-Nov-06 8:00:11 AM EST {} {ok} On
01-Nov-06 5:00:13 PM EST {} {ok} Off
The timestamp values are correct, as the historical rules were used instead of the current (new) rules.

Parts of the historical time zone database

The historical time zone database is sourced from the public “Olson Time Zone Database,” and updated
(synchronized to it) upon each NiagaraAX build. It is implemented using a “c imezones . jar” file that
contains histories of changed rules for any so-affected timezones, along with changes to the NRE
(Niagara Runtime Environment) that support this new method.

There are 2 associated files with historical time zones in an AX-3.3 or later host’s ! 1 ib folder, described
as follows:

. timezones.jar: The time zone database, in Java archive format. Contains a collection of binary
files, one representing each time zone. Upon each build of NiagaraAX, this timezones.jar file is up-
dated (synchronized) to the Olson Time Zone Database to maintain historical accuracy.
+ system.properties: The file responsible for loading various system settings at NRE (Niagara
Runtime Environment) boot time. This file now contains 2 keys pertaining to historical time zones:
¢+ niagara.timezone.dbCache : The maximum number of zones to remain cached in memory
when querying the database for a particular zone. This caching is done in an “LRU” fashion, vs.
hitting the database repeatedly for the same zones. This method provides performance gains.

+ niagara.timezone.eraTolerance : The number of milliseconds to wait before loading a
new historical time zone era. The higher the number, the better the performance (yet lower the
accuracy). The reverse is true for higher numbers

Please note that time zones in this database are not user editable, unlike with the earlier

timezones.xml database.

Updating a historical time zone database

Typically, you use the normal release/build upgrade process for a JACE to update its historical time zone
database. However, in cases where an updated version of this database becomes available, and you want
to maintain the current build in an AX-3.3 or later JACE, you can simply transfer the newer
timezones. jar file to the host's ! 1ib folder.

As when making changes to the timezones.xml file in an earlier rev. host (pre-AX-3.3), after updating the
historical time zone database files, you must restart the station on that host for the updated time zone
database to become effective.

B-3
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About timezones.xml

The timezones . xml file used by pre-AX-3.3 hosts provides an easily read and edited single definition
for each time zone, where all values are contained within quotes "value".
For example, consider the following entry for one time zone:

<zone id="America/Anchorage" utcOffset="-9h">
<display name="Alaska Standard Time" short="AKST" dstName="Alaska Daylight Time" dstShort="AKDT"/>
<dst savings="1h">
<start time="2:00" weekday="sunday" month="march" week="second"/>
<end time="2:00" week="first" weekday="sunday" month="november"/>
</dst>
where attributes and example values are:

e zone id="Rmerica/Anchorage" :Name in drop-down selection list when picking a time zone.

e utcOffset="-9h":Timeadded to UTC for this zone, typically in (h)ours, may be negative, positive,
or O (i.e. none).

e display name="Alaska Standard Time" :Seen somewhere (but where?) when DST not in effect.

+  short="AKST" : Seen within timestamps (e.g.,alarms and histories) when DST #ot in effect.

e dstName="Alaska Daylight Time" :Seen somewhere (but where?) when DST is in effect.

e dstShort="AKDT" : Seen within timestamps (e.g.,alarms and histories) when DST is in effect.

+ dst savings="1h":All dst parameters exist only if the time zone has DST. If so, the savings at-
tribute is the DST adjustment amount, typically "1h" (1 hour), in very few time zones is "0.5h".

. start time="2:00" weekday="sunday" month="march" week:"second"/:Spedﬁesthe
time and day when DST begins, often with "week, weekday, month" method (that is, “Nth week-
day”, as shown here.

¢ end time="2:00" week="first" weekday="sunday" month="november"/: Specifies the
time and day when DST ends, often with a "week, weekday, month" method (that is, “Nth week-
day”, as shown here.

Note that there are DST start and end syntax variations different from the ones above.

DST start and end syntax variations

Sometimes a time zone with DST will use a different syntax to specify a DST start or stop day, versus the
“Nth weekday” syntax shown in the previous timezones.xml example.

For example, the Baghdad time zone defintion uses day (“Exact day”) instead of “Nth weekday” to specify
a particular date, in this case for the 1st of the month:

<zone id="Asia/Baghdad" utcOffset="3h">
<display name="Arabia Standard Time" short="AST" dstName="Arabia Daylight Time" dstShort="ADT"/>
<dst savings="1h">
<start time="3:00 standard" month="april" day="1"/>
<end time="3:00 standard" month="october" day="1"/>
</dst>
</zone>
A variation is where weekday and day are both used (but not week) and the day numeric value includes
trailing . . . to indicate “on or after (that day number),” as in time zone definition below. In this case, start
time is evaluated as “on the Friday on or after the 26th of March”
<zone id="Asia/Tel Aviv" utcOffset="2h">

<display name="Israel Standard Time" short="IST" dstName="Israel Daylight Time" dstShort="IDT"/>
<dst savings="1h">

<start time="2:00" weekday="friday" month="march" day="26..."/>
<end time="2:00" month="september" day="13"/>
</dst>
</zone>
A similar “on or before” variation can be specified using a leading . . . before a day number, for example,
day="...12". Of course many time zones do not even observe DST, so their definitions are noticeably
shorter, for example the following one for Honolulu:
<zone id="Pacific/Honolulu" utcOffset="-10h">
<display name="Hawaii Standard Time" short="HST"/>
</zone>

Using Workbench to edit and transfer timezones.xml
Remember the timezones.xml used by any Niagara AX host (JACE) is the one in its own ! 1ib folder, so

to change it you typically edit a local copy (on your Workbench PC) and then transfer this file to that
location on the remote JACE, using the platform view File Transfer Client.

Nia araAX—3.8 &3.7ul
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Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

Note:

The following is a quick summary of how to do this using Workbench:

In the Workbench nav tree, expand My File Systemand then Sys Home, 1ib folder.
In the 1ib folder, double-click t imezones . xml to open it in the Text File Editor.

Make whatever changes are needed in the time zone(s) you will pick from, and click the Save tool k=l
when done.

In Workbench, open a platform connection to the target JACE, and select the File Transfer Client.
In the File Transfer Client, open both (left and right) sides to list files in the ! 1ib folder.

Transfer your locally edited timezones . xml (left side) to the JACE on the right. A "Replace File?"
popup dialog will appear, showing a different CRC value. Click Yes to transfer the file.

The time zone database is now updated in the JACE.

Any change to t imezones . xml is not effective until after the station is restarted.
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Note:

APPENDIX €

Platform Tunneling

Support was added for a “tunneled” Workbench platform connection to a remote NiagaraAX platform
starting in AX-3.5, similar to the Fox and HTTP (browser) tunnel mechanisms introduced in AX-3.3.
This appendix provides details about how to configure and establish tunneled platform connections.

For details about Fox and HTTP tunneling, see the Engineering Notes article “Fox Tunneling and HTTP
Tunneling”

The following main sections are included:

+  “Platform tunneling overview” on page C-1

+  “Supervisor configuration to support platform tunneling” on page C-2
+  “Platform tunneling usage” on page C-3

+  “Notes on platform tunneling” on page C-5

«  “SSL considerations for platform tunneling” on page C-5

Platform tunneling overview

NiagaraAX-3.8 &3.7ul

Platform tunneling lets you make a Workbench platform connection to a remote JACE platform by
“tunneling” through the station running on another NiagaraAX proxy host, typically the Supervisor for
the target JACE. Once the tunnel connection is made, you can use all the same platform views, and
perform the same platform tasks, as if you had a platform connection directly to the target JACE.

This can be useful in cases where only the Supervisor has an exposed IP address, or if a firewall restricts
access to Niagara hosts on a network through only a single port.

Key points to remember include:

+  Usage applies to a full Workbench client only, and not a “Web Workbench” browser session for plat-
form tunnel access (just as Web Workbench does not provide direct platform access).

+  Tunneling is not a “daemon level” function. Platform tunneling relies on the Supervisor’s running
station, as its web server acts as the “tunnel proxy server”, or tunnel entrance point. Tunneling is ac-
tually HTTP, to allow access to the platform daemon running on a JACE—the tunnel endpoint.

Platform tunneling requirements

+  AX-3.5 or later is required by all platforms (Supervisor, JACEs) on ends of a platform tunnel.
+  Platform tunneling requires a “tunneling” feature in the license of the Supervisor, (tunnel proxy serv-
er) with the “http” attribute set to true, which is standard. See Figure C-1.

Figure C-1  Supervisor (tunnel proxy server) requires “tunneling” feature to support platform tunneling
x|

s

<feature nam

<feature na

schedule. limit
" schedule.limit:
81NhZAhR+pm3juyill0Ci Sk

) - E
. | [

The Supervisor station also requires a few configuration settings, as described in following sections.
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Supervisor configuration to support platform tunneling
On the Supervisor station, these areas are involved:
+  WebService settings for platform tunneling
+  FoxService settings for platform tunneling
WebService settings for platform tunneling
In the Supervisor’s & WebService (under B Config, # Services), ensure that the two properties
below are as shown in Figure C-2.
Figure C-2  WebService in Supervisor to support platform tunneling
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+  Tunneling Enabled
Set to true. If Fox and HTTP tunneling are already enabled, this should already be enabled.

+  Proxy Authentication When Tunneling
Set to false. In the initial AX-3.5 implementation of platform tunneling, proxy authentication is
not supported. The only login authentication used in a tunneled platform connection are the tunnel
endpoint’s (JACE’s) platform credentials.
Note: This property was first introduced in AX-3.4, and for an existing job upgraded from AX-3.4 to
AX-3.5 may be true. To permit platform tunneling, you must set it to false.

FoxService settings for platform tunneling

Platform tunneling works independently from Fox tunneling. Typically, if a job uses tunneling, both Fox
tunneling and HTTP tunneling are already enabled.

However, note that one FoxService property on the Supervisor (proxy tunnel server) affects platform
tunneling. That property is shown highlighted in Figure C-3.

Figure C-3  Supervisor’s FoxService, showing “Only Tunnel Known Stations” property
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On the Supervisor, expand its B Config, “&@ Drivers, nodesto reveal its @ NiagaraNetwork, then
right-click to select Views > Property Sheet. Expand the ¥ Fox Service container, and scroll
near the bottom of its contained properties.

+  Tunneling Enabled
Can be either true or £alse, it affects Fox tunneling only (not platform tunneling). If Fox tunneling
Niagara®X38&37u1
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is already enabled, this should already be true.
+  Only Tunnel Known Stations

May be either true or false. This property was first introduced in AX-3.4.

Depending on its setting, this affects the ability to open a tunneled platform connection, including

how you enter the target (JACE) host in the Open Platform dialog:

+ If false, you can tunnel a platform connection to any AX-3.5 or later JACE that is reachable
from the Supervisor station, using the target IP address (or hostname) of that JACE.

+ Iftrue, you can tunnel a platform connection only to a JACE that is currently represented in
the Supervisor’s NiagaraNetwork. Here, you use its station name as the target destination—not
the JACE’s IP address or hostname.

Note this property was originally for Fox tunneling, and works in the same manner. However, it is a

bit more “intuitive” in Fox tunneling, where you equate Fox connections and stations.

Platform tunneling usage

Using Workbench, open a tunneled platform connection through the Supervisor, whether remote or
local at the Supervisor. If a standard connection is not already open, or you are working on the Supervisor
itself, use the Open Platformdialog (Ctrl + Shift + P), also available from the File > Open submenu.

Open Platform dialog if tunneling
Click the drop-down control [] in the Host field and select Tunnel (IP)

Figure C-4  Select Tunnel (IP) in Open Platform dialog
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Remember these credentials

In the top Host Tunnel (IP) field, enter the IP address or hostname of the Supervisor (the tunnel proxy
server). In the example shown below, the Supervisor is at 192.168.1.37 IP address.

Figure C-5  Standard port 80 on Supervisor, “Tunnel to” depends on “Only Tunnel Known Stations”
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Remember these credentials

+ Inthe Port field, enter the configured Http Port property value in the Supervisor’s WebService,
where 80 is the standard (default) value.
. In the Tunnel to field, enter either:
+  IP address or hostname of the endpoint JACE platform, if “Only Tunnel Known Stations” is
false in the FoxService of the NiagaraNetwork of the Supervisor. (Figure C-5, left), or
+  Station name of the station associated with the endpoint JACE, if “Only Tunnel Known Sta-
tions” is true in the FoxService of the NiagaraNetwork of the Supervisor. (Figure C-5, right).
For related details, see “FoxService settings for platform tunneling” on page C-2.
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Note: Ifthe endpoint JACE platform is using a “non-standard” HT TP port for the platform daemon,
meaning not port 3011, append a colon (:) and that port number on the “Tunnel to” value. For

example:

- 192.168.1.

88:3012

(if the JACE is using port 3012 for the platform daemon)

+ Inthe Credentials fields (Username and Password), enter the JACE'’s platform credentials .

Connected in Workbench

When connected, the tunneled platform shows a different & platform icon, along with either the target
IP address or hostname (or station name if using “Only Tunnel Known Stations”). See Figure C-6.

Figure C-6  Tunnel-connected platform example showing IP address of endpoint JACE
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Once connected, you can perform all the same platform operations as if directly platform connected to
the endpoint JACE, including running the Commissioning Wizard. See “Types of platform views” on
page 1-5.

Note if a Workbench connection to the remote Supervisor (either station or platform) is already open,
you can right-click on the host in the Nav tree, and select Open Platform. Then choose “Tunnel (IP)”
from the Host field drop-down control, as shown in Figure C-6

Figure C-7  Right-click remote Supervisor for Open Platform menu item
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Enter values the same way as previously described (see “Open Platform dialog if tunneling” on page C-3).

Host menu choices “Open Tunnel Platform” and “Open Tunnel Station” were removed in Workbench 3.7
and later. Now you must specifiy the tunnel option in the Host field of the Connect dialog, as shown above.
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Notes on platform tunneling

These additional notes apply to platform tunneling:

+ Ifneeded, you can have multiple tunneled platform connections through the Supervisor station.
Traffic on each connection consumes some amount of resources, but typically capacity exists.

+  Remember that tunneled platform connections are dependent on the running Supervisor station.
Avoid any Supervisor station restarts (or stops) during critical tunneled platform operations, other-
wise problems are likely to result.

+  Although not necessarily recommended, currently there is nothing preventing a “loop back” plat-
form connection to the Supervisor platform itself, using only the HTTP port as configured in its
WebService. In this case the “Host” and “Tunnel to” fields would both have the same IP address.
This is a “workaround” solution if a firewall connection blocks all ports (for example, 3011) except
for that one HTTP port.

SSL considerations for platform tunneling

Starting in AX-3.7, secure (SSL) connections to NiagaraAX hosts are possible for platform connections,
station (fox) connections from Workbench or other stations, and web browser (http) connections to a
station’s WebService.

Currently, platform tunneling to a target host configured for platformssl only is not supported (“Ssl Only”
from the “Change SSL Settings” function in its Platform Administration view—see “Change SSL Settings”
on page 1-47.) To platform connect to such a host, you must make a direct platform connection from
Workbench.

However, you can make a “regular” (unencrypted) tunneled platform connection to a target host that is
merely “enabled” for platformssl. Additionally, the Supervisor (tunnel server) may be configured for SSL,
say for all connection types (platform, fox, webserver)—and this may be more common than not.

For complete details on SSL configuration in AX-3.7 and later, refer to the NiagaraAX SSL Connectivity
Guide.
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