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This document covers the initial NiagaraAX software configuration for a JACE-NXT with NiagaraAX.
Instructions assume that you are an engineer, technician, or service person who is performing control
system installation. This document is also in Workbench help, via the “docJaceNxtStartup” module.

+  AX-3.5or later (NiagaraAX build 3.5.33 or higher) is required by a JACE-NXT.

+  For physical mounting and wiring details for any JACE controller, please see its specific hardware
installation document. Also, this document does not cover station configuration or NiagaraAX com-
ponents. For details on these topics, refer to NiagaraAX online help and the NiagaraAX User Guide.

The following main sections are in this document:

+  “Overview” on page 1-1

+  “JACE-NXT Windows notes” on page 1-2

+  “Preparation” on page 1-3

+  “Connect to the JACE-NXT” on page 1-4

+  “Run the Commissioning Wizard” on page 1-5

+  “Additional JACE-NXT platform configuration” on page 1-17
+  “JACE-NXT platform services” on page 1-20
+  “Hardware monitoring JACE-NXT configuration” on page 1-21
+  “Power monitoring JACE-NXT configuration” on page 1-22
+  “Modem configuration” on page 1-25
+  “Recovery tips” on page 1-25
+  “JACE-NXT Windows XPE security” on page 1-26
+  “Notes on EWF (Enhanced Write Filter) in Windows XPE” on page 1-31
+  “Document Change Log” on page 1-34

Overview

As shipped from the factory, a JACE-NXT with NiagaraAX has Windows XP Embedded pre-installed,
but only the bare minimum of software to run the Niagara platform daemon (niagarad). It does not
contain the Sun Java VM, Niagara runtime environment or software modules, lexicons, license, certif-
icate, stations, and so on.

To install this software, you must use Workbench to open a platform connection to the JACE-NXT and
install Niagara distribution files, software modules, license(s), and do other platform configuration. Some
important related tasks include setting the JACE’s:

. IP network address, and related IP networking parameters

+  Platform daemon credentials (for platform login)

+  Time and date (or simply sync with your PC’s time)

This document provides step-by-step instructions for these and other tasks. As described ahead, the
most straightforward way is to use the Commissioning Wizard.

Note: Starting in AX-3.5, the Commissioning Wizard is the only way to install the needed core software in a
JACE. It is no longer possible to “inadvertently install” core software from the Software Manager, Station
Copier, or Distribution File Installer (this could cause re-connection issues). Moreover, steps in the wizard
were reordered, along with other changes.
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Note that most steps in the Commissioning Wizard remain available as separate platform views. For
example, there is a Software Manager, License Manager, and many others. Using these views individually
may be useful after commissioning a JACE. See the “Niagara platform” section in the Platform Guide.
However, always use the Commissioning Wizard to commission a new JACE, as well as to upgrade any
JACE from one point release to the next—and make sure a license file is available for that release! Also, if
commissioning a new CompactFlash based JACE-NXT, see “Flash-based unit preparation” on page 1-4.

JACE-NXT factory-shipped state
The following default settings are in effect for a factory-shipped JACE-NXT:
+ IP address
+  HTTP port for platform access
+  Platform daemon credentials
Note: Asfactory-shipped on any JACE-NXT, the default Windows Firewall settings may also require adjustment,

depending on its intended Niagara configuration. These topics are briefly covered in this document. For
related details, see the section “JACE-NXT Windows XPE security” on page 1-26.

JACE-NXT factory IP address

When shipped, a new JACE-NXT controller with NiagaraAX has the following TCP/IP settings for its
two Ethernet ports:

o Primary (left) port 1: 192.168.1.19n (static IP) with subnet mask: 255.255.255.0
where the last numeral (1) matches the last numeral in the JACE's serial number
«  Secondary (right) port 2: enabled for DHCP in the Windows OS.
Note: Typical usage of the secondary port is for isolating a ‘driver’s” Ethernet traffic from the
primary port. Or, only for occasional use by a directly-attached service notebook to access the unit.
The primary factory-assigned IP address should also be listed on the packing slip that accompanied the
JACE. You change these IP network settings during your startup commissioning of the JACE.

JACE-NXT factory HTTP port for platform access

When shipped, the JACE’s platform daemon is configured to listen on HT TP port 3011. Often, this is left
at default. However, if a different port is needed for a platform connection (perhaps for firewall reasons),
you can change this during the commissioning of the JACE.

Note: If changing from the default port (3011) for the platform daemon, you will also need to change the corre-
sponding Windows Firewall exception (named ‘admin”) on the JACE-NXT, in order to allow access. For
related details, see “Change HT TP Port” on page 1-19.

JACE-NXT factory platform daemon credentials

A JACE-NXT controller is shipped using “basic platform authentication,” meaning by native Windows
OS user accounts, with a default Windows administrator user with credentials:

Username: tridium Password: niagara

Note: Password is case-sensitive, however, a Windows username is not.
Initially, you use these default credentials to open (login) a platform connection to the JACE. Like the
factory-assigned IP address, default credentials are intended to be temporary. During your startup
configuration, you should change these credentials to be something unique, and guard them closely.

Note: You can also add additional Windows users, assign/modify privileges, or change Niagara platform access
to use ‘digest authentication” (a single non-Windows user, as for any QNX-based JACE).

JACE-NXT Windows notes

Any JACE-NXT uses Windows XP Embedded (XPE), pre-installed as the operating system. No Windows
CD is included. However, a Windows “Certificate of Authenticity” sticker is affixed near the model
number label. When ordered with NiagaraAX, the OS is installed differently, depending on model:

+  NXT-AX-FL model: 2GB CompactFlash. This flash drive has 3 partitions:
+  C:System (996 MB) — has the Windows OS
+  D:Niagara (800MB) — with NiagaraAX release folder, subfolders for station database and
graphic files
+  History (156MB) — for the station’s NiagaraAX history space.
Note: A flash-based JACE-NXT uses an EWF overlay filter, which affects commissioning and
maintenance. For details see “Notes on EWF (Enhanced Write Filter) in Windows XPE” on page 1-31.

. NXT-AX-HD model: 250GB hard drive, as an alternative to the CompactFlash-based model.
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Windows XP Embedded on either JACE-NXT model supports a “local desktop environment,” meaning
the attachment of a (USB) keyboard, (USB) mouse, and (DVI-I capable) monitor.

Although a local console is supported, the usual method to apply Windows updates (and/or make changes
in Windows security) is to access the JACE-NXT via a “‘Remote Desktop Connection’ using
Microsoft's “Remote Desktop” client software. This is usually installed on any PC with Windows XP or later.
On any JACE-NXT, Windows XP Embedded requires periodic updates to ensure proper security. This
can apply even to a new unit. See “JACE-NXT Windows XPE security” on page 1-26 for more details.

At least two areas of preparation are required before proceeding:

+  Provide power and connectivity
+  Niagara and PC Requirements
«  Flash-based unit preparation (applies only if a new CompactFlash-based JACE-NXT)

Provide power and connectivity

Invariably, you perform the initial Niagara software installation and startup of a JACE (as described in
this document) in your office, before physically mounting it in place at a job site. Please refer to JACE-NXT
Mounting & Wiring Guide for details on making (temporary) power wiring and Ethernet wiring connec-
tions.

The remainder of this document assumes that you have the JACE nearby, and are able to power it on and
off as needed. After you complete the commissioning process described in this document, you can mount
and wire the JACE controller at the job site, making permanent mounting and wiring connections.

Niagara and PC Requirements

These instructions assume that you have a PC running a licensed copy of NiagaraAX Workbench (AX-
3.5 or later) installed with the “installation tool” option. That option copies distribution files needed for
commissioning various models of JACE controllers. This PC is referred to as “your PC”

AX-3.5 or later (NiagaraAX build 3.5.33 or higher) is required for the JACE-NXT. Your PC must meet
minimum hardware/operating system requirements for a Workbench workstation. This includes a working
Ethernet adapter with TCP/IP support (browser capable). An Ethernet TCP/IP connection to the JACE is
required to install Niagara software and establish other parameters.

For this initial Ethernet connection, you can use either:

«  AnEthernet patch cable connected directly between your PC and the JACE (if your PC Ethernet port
is not “auto-sensing’, you will need an Ethernet crossover cable),
or

+ A normal LAN connection, meaning that both your PC and the JACE are physically connected to
the same Ethernet hub or switch.

To prepare for new JACE-NXT commissioning

To prepare for new JACE-NXT commissioning, do the following steps:

If not already installed, install the NiagaraAX software on your PC, including its permanent license.

Typically, the license file for the JACE already resides on the licensing server, where (if you have Internet

connectivity) it is automatically retrieved during the licensing step of the Commissioning Wizard.

If you were emailed a license archive (lar file) or .license file for the JACE, and you wish to use it instead of

the online license server (for some reason, for example your Workbench PC will not have Internet connec-

tivity when you are commissioning the JACE), make the file available to Workbench first, as follows:

«  Copy the file to your ! l icenses/ inbox folder, then restart Workbench. For more details, refer
to the section “Local license inbox” in the Platform Guide.

Attach one end of a standard category-5e Ethernet unshielded twisted pair (UTP) patch cable to the left

RJ-45 Ethernet connector (Ethernet 1) on the JACE-NXT.

Attach the other end of the patch cable to a network port or directly to an Ethernet hub.

Power up the JACE.

Record you PC’s current IP settings, then re-assign your PC’s IP address for its Ethernet LAN adapter (if

necessary, refer to Windows online Help for information about configuring TCP/IP settings).

For this initial connection to a factory-shipped JACE, configure your PC to use an IP address in the same

subnet as the JACE, as well as a matching subnet mask.
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Set the IP address in the range: 192.168.1.11 to 192.168.1.181
with a subnet mask of: 255.255.255.0
Do not assign your PC the identical IP address as the JACE’s factory-assigned IP address.

From your PC, start Workbench. The Nav tree should be visible in the side bar area (left pane).
If not, from the menu bar, select Window > Side Bars > Nav.

Flash-based unit preparation

If a new CompactFlash-based JACE-NXT, it is recommended that you first disable EWF (enhanced write
filter) for the “System” drive C partition, followed by a reboot, before starting commissioning. Do this
with a Windows remote desktop connection to the unit, by selecting from the Windows Start menu:

Start > AllPrograms > ewf > Commit changes to C drive and leave unprotected

And then rebooting the unit before running the Commissioning Wizard. Following all commissioning,
you must then re-enable protection on drive C. For related details, see “Notes on EWF (Enhanced Write

Filter) in Windows XPE” on page 1-31 and “EWF use case examples” on page 1-33.

Connect to the JACE-NXT

Step 1

Step 2

Step 3

Once the JACE-NXT has powered up, connect to it with Workbench using “Open Platform.” A platform
connection to any JACE is required for most host-level operations. This includes installing NiagaraAX
core software and modules, establishing network and TCP/IP settings, and other platform tasks.

After you open a platform connection, you can run the Commissioning Wizard.
+  Open a platform connection
+  Start the Commissioning Wizard

Open a platform connection

Figure 1 Opened JACE-NXT platform
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To open a platform connection to a JACE-NXT

To open a platform connection from Workbench to the JACE-NXT, do the following:

From the menu bar, select File > Open > Open Platform.
The Open Platform dialog box appears.

Complete the fields in the Open Platform dialog box as follows:

+  Host — Leave at default IP, and type in the default IP address of the new JACE.
+  Port — Leave at default 3011.

+  Credentials (see “JACE-NXT factory platform daemon credentials” on page 1-2), which include:

+  Username — Type in default username: tridium

+  Password — Type in default password: niagara
Click the OK button to accept all settings.

The Platform opens in the tree, and its Nav Container View displays in the view pane (Figure 1).

Niagara AX35

JACE-NXT Niagara®* Install & Startup Guide



Run the Commissioning Wizard About the Commissioning Wizard
December 6, 2010

Note: After you commission a JACE and it reboots, in future platform sessions you will need to login using any
new (changed) parameters, such as IP address, Port, Credentials. If you changed your PC’s IP address in
order to connect to the JACE’s factory-assigned IP address, you will first need to reconfigure your PC to the
appropriate TCP/IP settings (to communicate to the now-commissioned JACE).

Run the Commissioning Wizard
The following sections describe using the Commissioning Wizard for a new JACE-NXT:

+  About the Commissioning Wizard
»  Start the Commissioning Wizard
+  Set module content filter level
+ Install/upgrade core software
«  Station installation
+  Select modules
+  TCP/IP configuration
+  Platform daemon authentication
B Install lexicons
» Install license
+  Review and finish wizard

About the Commissioning Wizard

As shown in Figure 2, the Commissioning Wizard is a right-click option on any connected platform in
the Nav tree. You can also launch the wizard from the Platform Adminstration view.

Figure 2 Commissioning Wizard as right-click platform option
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Use this wizard when installing a new JACE, as it provides a “checklist” method to perform essential (and
often “one time”) platform tasks. Also use this wizard whenever you upgrade the core software in a JACE,
at some future time. See “Upgrading a JACE” in the Platform Guide.

Note: Starting in Workbench AX-3.5, significant changes were made in the platform Commissioning Wizard. For
a summary of these changes, see the next section “Important Commissioning Wizard notes”.

Important Commissioning Wizard notes
+  If you were familiar with the Commissioning Wizard in Workbench AX-3.4 and earlier, note these
changes starting in AX-3.5:
+  Stepswerereordered. For example, the license step “Request or install software licenses” is now
first. This helps prevent the scenario of installing core software above the supported version in
the JACE’s license, where as a result the station cannot start. Now, the wizard cannot complete
(and start execution) unless the license in the JACE is at the required version.
. The wizard no longer performs core software (dist file) installation first, separately, where after
the JACE reboots and remaining steps execute in a second sequence, ending in another reboot.
Now, all wizard steps execute in a single sequence, meaning that the JACE reboots only once.
«  Throughout the wizard’s dialogs, use the buttons Back and Next, as needed, to retrace (or skip)
steps. Also, the Cancel button exits the wizard after your confirmation—no operations are per-
formed as a result.
+  Before committing to the final sequence of steps, the wizard provides a summary for you to review.
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Start the Commissioning Wizard

To start the Commissioning Wizard

From Workbench with the JACE platform open, to start the Commissioning Wizard do the following:

In the Nav tree, right-click on Platform and select Commissioning Wizard.
The dialog box Commissioning for “<IP address>" appears (Figure 3).

Figure 3 Commissioning Wizard (default selections shown)

., Commissioning for “192.168.1.196"
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By default, all steps are preselected except lexicon installation (for language support). Steps are executed
in the order listed in the wizard.

Commissioning steps include:

+  Request or install software licenses — Preselected for any new JACE.

+  Set module content filter level — Recommended.

« Install a station from the local computer — Recommended.

+  Install/upgrade modules — (always preselected, whenever wizard is run).

+ Install/upgrade core software from distribution files — Preselected for any new JACE.

+  Sync with my local system date and time — Preselected in most cases (new JACE for example).

+  Configure TCP/IP network settings — Recommended.

+  Configure platform daemon authentication method — Recommended.

+  Install lexicons to support additional languages — Recommended for non-English language sup-
port.

As needed, click to include or omit steps.

For a new JACE, you typically accept all default selections, plus if not already selected, add (check) “Sync

with my local system date and time.

Click the Next button to continue. With wizard selection defaults, this is “Install license”.

Niagara AX35

JACE-NXT Niagara®* Install & Startup Guide



Run the Commissioning Wizard Install license
December 6, 2010

Install license

To automatically install or update licenses

At the License step (Figure 4) in the Commissioning Wizard, you install one or more license files in a new
JACE. You typically select the option to get and install licenses from the licensing server.

Figure 4 License dialog (select method)

.. Commissioning for "192.168.1.196"

Licensing

Installed licenses:

Mone
Do you wantk to install or replace any licenses?
< Install one or more licenses from Ffiles
& Get and install the licenses for this host from the license server

< Install updated licenses fram the warkbench license database

Note: At least one license file specific to any JACE is stored on the licensing server. Providing you have Internet
connectivity, this is the recommended method to install or update a license. See “About the Licensing
Server” on page 1-8 for more details.

A minimum of one license file is always needed. Typically, other license files are not needed unless you are
using third-party module(s). In this case, you can also install those license files during this same commis-
sioning step, either automatically, or by selecting to install from files.

Step1l  Select “Get and Install the licenses for the host from the license server”

Step 2 Workbench silently searches the licensing server, locates the license(s), and the wizard advances to the
next step. See “Set module content filter level” on page 1-8.

Note: Ifthe “license server” option shown above does not appear, Workbench has not detected Internet connec-
tivity, and so cannot contact the licensing server. In this case, you can either:

+ Ifyou already have a license for this JACE in your “local license database,” select the last option
shown in Figure 4, to install from your “workbench license database.” Workbench locates the li-
cense, and the wizard advances to the next step. See “Set module content filter level” on page 1-8.
This option will be missing if your local license database does not include a license for this JACE.

+  Ifyou have the JACE license file(s), use the next procedure “To install or update licenses from files”.
If necessary, you can also install license(s) later, either from your local license database or from li-
cense files.

To install or update licenses from files

Step1 At the License step, select “Install one or more licenses from files”.
Step2  Click the Next button.

The “Choose license files to install” step appears (Figure 5).

Step3  Click the Add button.

A “Select File” dialog appears (Figure 5). By default, the contents of your licenses subfolder is listed
(showing your Workbench license). If you previously pointed Workbench to another location, license
files in that location are listed instead.

+ Ifyousee the license you need, click it to highlight it. If other licenses are also needed, you can select
multiples by holding down the Ctrl key while you click.
« Ifalicense is not listed, navigate to its location using the left-pane folder tree controls, and click the
license to highlight it.
Note: The licensing tool prevents selection of a wrong license (different hostid) to install in the JACE.
Step4  Click the OK button.

The “Choose license files to install” dialog appears (Figure 6) with the selected license(s).

Step5  If necessary, click the Add button again (step 3) to add additional license files.

Step6  When all needed licenses are listed in the “Choose license files” dialog, click the Next button to go to the
last (review) dialog in the Commissioning Wizard.

Niagara AX35
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Figure 5 License dialog (choose files)
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Figure 7 License dialog with file selected
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About the Licensing Server

For license files validated against the Tridium certificate, installation can be automated from Workbench.
All such purchased licenses (including JACE, Supervisor, or Workstation-only) are stored and available
to Workbench through the licensing server.

Providing that your PC currently has Internet connectivity while running a platform connection to any
Niagara host, Workbench provides an install option (get and install the licenses for the host from the
license server). When selected, Workbench silently searches the Tridium web portal for a license with a
matching Host ID of the target platform. When found, it selects the license(s) and advances to the next
wizard step. For more details, refer to the section “About the licensing server” in the Platform Guide.

Set module content filter level

Module content filter level affects how much storage space is used when installing Niagara modules.
Usually, the default (preselected) level is appropriate for the opened JACE-NXT platform.

Niagara AX35
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Figure 8 Module Content Filter Level
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To specify the module content filter level

At the Module Content Filter Level step (Figure 8) in the Commissioning Wizard, do the following:

Step 1 Click the desired level of content in Niagara modules to be installed in this JACE.
Module content level is one of the following:
+  DOC+UI+RUNTIME — Typically not appropriate for a JACE-NXT (unless a hard drive model).
+  UI+RUNTIME — Appropriate for most JACE-NXT installations, to provide the Web Service.

+  RUNTIME — Not typically chosen for any JACE-NXT, even if not running the Web Service.
Step2  Click the Next button for the next step, which is typically “Station installation”.

Station installation

If you have a specific station database ready to install in the JACE, you can specify it at this step in the
wizard. Or, simply accept the default “(Don’t transfer a station)” and click Next. (You can create a station
later using the New Station Wizard, and install it using the platform’s Station Copier.)

Figure 9 Station Installation dialog (default)
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To specify a station database to install

At the Station Installation step (Figure 9) in the Commissioning Wizard, do the following:

Step1l  Click the Station drop-down control and click the name of a station database on your PC.

Listed are station subfolders under your PC’s local Niagara stations folder.

Figure 10  Station Installation dialog (station selected)

-» Commissioning for "192.168.1.196" x|

2
\x

IF you wish ta copy a statian fram the lacal machin ko the remate hast, please select it From the list below:

Station pacTestss [-]

New Name [EacTestas] ]

[#] START AFTER INSTALL: Start the station immediately after it is copied
[#] AUTO-START: Start the station every time the platform daemon starts

‘ <= Back ” z:>NextNI| « Finish || ¥ cancel |

Step2  Ifyou select a station, the following additional selections are available (Figure 10):
+  New Name — Either leave at same station name as local copy, or type in a new station name.
+  START AFTER INSTALL — If enabled, the station starts after the commissioning completes.
+  AUTO-START — If enabled, the station starts every time the JACE is rebooted.

Step3  Click the Next button to continue.
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Figure 11 Station Installation dialog (copy options)
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@ Copy every file in the station directory and its subdirectories

< Copy only the “config bog" station database file

A dialog asks which station files to copy (Figure 11), where you can select one of the following:

+  Copy files from selected directories — Allows you to specify which subfolders under that local sta-
tion that are copied. It produces a “tree” selection dialog (Figure 12) upon Next button.

Figure 12  Station Installation dialog (select subfolders)

- Commissioning for "192.168.1.196"

=,
\

Please check each of the directories to be copied:

= ] BacTestss
[T slarm

. If you choose this, click folder controls to expand and contract as needed.
+  Selected folders appear with an “X” and unselected folders show an empty folder box.

+  Copy every file in the station directory and its subdirectory — The default, most typically used.

+  Copy only the “config.bog” station database file — Copies only the station configuration (compo-
nents), and not any supporting folders/files like px files, html files, and so forth.

Click the Next button for the next step, “Select modules”.

Select modules

At the select modules step, a popup “Rebuilding software list” dialog briefly appears as the dependencies
of the JACE are compared against the available software modules in your Workbench PC’s “software
database” During commissioning, you add to the software modules that are preselected for installation.
Often, you do not make any changes, as the wizard preselects all necessary “core” modules, plus any
additional modules needed by the station you previously selected (see “Station installation” on page 1-9).

Figure 13  Module installation dialog (default)

ommissioning for "192.168.1.196" x|

Please check each additional item you wish to have installed to the remate host, Any software known to be required

faor stations ko run is already checked.

Current free space 37,113,450 KE To be installed 13,223 KE Estimated free space after install 37,100,257
Software |Installed ¥ersion [avail ¥ersion | 1]
] baja - Tridium 3.5.25 Install required platform madule (Tridiom 3.5.25)
[ bajaui - Tridium 3.5.25 Tnstall required platform module (Tridium 35.5.25)

[ bl - Tridium 3.5.25 Install required platform module (Tridium 3.5.25)
[ chart - Tridium 3.5.25 Install required platfarm module (Tridium 3.5.25)
[ cantrol - Tridium 3.5.25 Install required platform module (Tridium 3.5.25)
[ converters - Tridium 3.5.25 Install required platform module (Tridium 3.5.25)
[ File: - Tridium 3.5.25 Install required platfarm module (Tridium 3.5.25)
[ fonts - Tridium 3.5.25 Install required platform module (Tridium 3.5.25)
[+ Fosx - Tridium 3.5.25 Install required platform madule (Tridiom 3.5.25)
[ gx - Tridium 3.5.25 Tnstall required platform module (Tridium 35.5.25)
] hrnl - Tridium 3.5.25 Install required platform module (Tridium 3.5.25)
[ hax - Tridium 3.5.25 Install required platfarm module (Tridium 3.5.25)
[ icans - Tridium 3.5.25 Install required platform module (Tridium 3.5.25)
<] kitPs: = Tridium 3.5.25 Install required platform module (Tridium 3.5.25) [
Upgrade All Dut of DatE” Reset |
‘ <= Back “ = Next l| «#" Finish || ¥ Cancel |

However, if you did not previously select a station to install, you may wish to select modules to support a
station you have in mind. Or, you may know that the JACE will need a module in the future (say for a
driver), and you wish to install it now.

In general, do not select modules if you are not sure they are needed. You can manage software modules
anytime later, using the Software Manager. Also, if you install a station later, the Station Copier will
automatically prompt for confirmation to install any additional modules deemed necessary.

Niagara AX35
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Step 1

Step 2

Note:

Niagara AX35

To select modules

At the Module Installation step (Figure 13) in the Commissioning Wizard, do the following:

Review the list of available modules (This list is long and requires you to use the scroll bar).
Each selected module has an “X” in its selection box.

Note the following:

+  Modules preselected from “core” need or station database reasons each have a red text descriptor,
which may read as:
+ Install required platform module “Tridium buildNumber”
+ Install module required by station “Tridium buildNumber”
By default, these modules are at the top of the list. You cannot deselect these modules.

+  You can select additional modules to install by clicking selection boxes. The description for each is
in blue text, and displays as either:
+  Not Installed (if not selected)
o Install “Tridium buildNumber” (if selected)

+  Toresort the list alphabetically, click the Modul e header in the table. To return to the default sort
order, click the table’s (blank) description header.

. To reset the selection of modules to the original collection, click the Reset button.

Figure 14 shows the dialog after modules have been selected and the list resorted alphabetically.

Figure 14  Module installation dialog (scrolling and selecting modules)

+. Commissioning for "192.168.1.196" x|

Please check each additional item ywou wish ta have installed ko the remote host, Any software known to be required
for stations ko run is already checked.

Current free space 37,113,480 KE To be installed 15,301 KB Estimated free space after install 37,097,679

Installed Yersion | Avail. Yersion

[]aapup Tridium 3.5.25 & Upgrade)
[]accessControl - Tridium 3.4.54.1 Mot Installed iRequires Core Software Upgrade)
[ accessDriver - Tridium 3.4.54.1 ot Installed {Requires Core Software Upgrads)
[ alarm - Tridium 3.5.25 Install software required by station (Tridium 3.5.3
[ alarmCrion - Tridium 3.5.25 ot Installed (Requires Core Software Upgrads)
[ alarmrdb - Tridium 3.5.25 Install Tridium 35,25

[]andowverAC256 - Tridium 3.5.25 Mot Installed iRequires Core Software Upgrade)
[ andoverInfinity - Tridium 3.5.25 ot Installed {Requires Core Software Upgrads)
[ axisvideo - Tridium 3.5.25 Mok Installed (Requires Core Softwars Upgrads)
[] backup - Tridium 3.5.25 Install software required by station (Tridium 3.5.3
[ bacnet - Tridium 3.5.25 Install Tridium 35,25

[Jbacnstws - Tridium 3.5.25 ok Installed (Reguires Core Software Uparads) ]
4] T

Upgrade All Dut of Date” Reset |

‘ <= Back " = Next || + Finish || ¥ Cancel |

Click the Next button to go to the next step. Typically, this is “Install/upgrade core software”.

Install/upgrade core software

At the install/upgrade core software step, the dependencies of the JACE platform are compared against
the distribution (dist) files available in your Workbench PC’s “software database” The wizard determines
what dist file(s) need to be selected for installation, and then informs you in a dialog (Figure 15).

For related details, see the section “About your software database” in the Platform Guide.

Figure 15  Distribution File Installation (beginning)

- Commissioning for "192.168.1.196"

The follawing software needs ta be installed:
ﬁ nre-config-win-x86 (Tridium 3.5.25)
ﬁ nre-core-win-x86 (3.5, 25)
ﬁ sun-jre-win-x86 (Sun Microsystems Inc, 1.6.0.16)

Press "Mext" ko continue with commissioning,

| <= Back || = Next "i‘ « Finish || % Cancel
g
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To select the distribution files

To select the distribution files for installation, do the following:

Click Next to select the distribution files.
The next commissioning step appears. Using wizard defaults, this is “TCP/IP configuration”.

TCP/IP configuration

The following applies only to a CompactFlash (flash-based) JACE-NXT:

+  Ifaflash-based unit with EWF disabled for drive C (recommended for initial commissioning), new
networks settings will become effective when the JACE-NXT is rebooted at the end of the Commis-
sioning Wizard. Following all commissioning configuration, you should then re-enable the EWF
overlay for drive C, and then reboot.

+  Ifaflash-based unit with EWF already enabled for drive C, before making changes you should first
choose to commit the EWF overlay for drive C. However, do not issue the reboot command from
the EWF menu. Instead, the reboot performed by saving the TCP/IP configuration (from this plat-
form view) will cause the new changes to be written to flash memory.

For related details, see “Notes on EWF (Enhanced Write Filter) in Windows XPE” on page 1-31.

In either case, note that simply turning off power to the JACE-NXT after making networking changes will
not persist those changes to permanent flash memory.

Figure 16 TCP/IP Configuration dialog

"+, Commissioning for "192.168.1.196" x|

TCPIP configuration

Hostname [OEM-Z1DG-0E2S

HostsFile ¥

Interface 1
Interfaces

Tnterface 7 F

.. Commissioning for "192.168.1.196™ x|
‘ TCPAP configuration
Hostname [0EM-21D3-0E25
HostsFile ¥
Interface 1 %
D 4BBF 19705-4007-49F 1 -A7D4-4A326E360EE7}
Description Intel(R) 82574L Gigabit Netwark Connection

Physical Address Unavailable
Adapter Enabled Enabled

< IPv4 Settings |/.§,E IP¥6 Settings |

DHCPv4

DNS Domain I

1Pvd Address 192.168.1.196

1Pv4 Gateway 192.168.1.1
. Interfaces

IP¥4 Subnet Mask 255.265.255.0

DHCPv4 Server nfa

DHCPv4 Lease Granted nfa
DHCPv4 Lease Expires nfa
DNSvd Servers

-

IPv6-related properties on the IPv6 Settings tab of a JACE-NXT are read-only (this applies to any
Win32 host). Adjustments, if necessary, must be made directly from the Windows OS interface, that is the
Control Panel. For related details, see “TCP/IP configuration” in the NiagaraAX Platform Guide.

To configure TCP/IP settings

The Undo Changes button resets all settings (both Interfaces) back to the original pre-wizard values.
At the TCP/IP Configuration step (Figure 16) in the Commissioning Wizard, do the following:

Click the “Interface 1” control to review its TCP/IP settings, which include the temporary factory-
shipped IP address.

Assign the JACE a unique IP address for the network you are installing it on. No other device on the
network should use the same IP address. Include the appropriate subnet mask used by the LAN.
Alternatively, if the network supports DHCP, you can enable it (click DHCP Enabled). In this case, the IP
Address and Subnet Mask fields become read only.

Niagara AX35
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Note: In general (for stability), static IP addressing is recommended over DHCP,

Do not enable DHCP unless you are certain that the network has DHCP servers!

Otherwise, the JACE may become unreachable over the network.

Step3  Review, and if needed adjust other TCP/IP settings, which (in usual order of importance) include:

+  IPv4 Gateway — The IP address for the device that forwards packets to other networks or subnets.

+  DNS Domain Name — Enter the name of network domain, or if not applicable, leave blank.

+  DNSv4 Servers — Click the % add button for a field to enter the IPv4 address of one or more DNS
servers.

+  Hostname — Default may be “localhost,” or enter another name you want to use for this host.

. Hosts File — Click control to expand edit field. Format is a standard TCP/IP hosts file, where each
line associates a particular IP address with a known host name. Each entry should be on an individual
line. The IP address should be placed in the first column, followed by the corresponding host name.
The IP address and the host name should be separated by at least one space.

1. To add aline, click at the end of the last line and press Enter.

2.  Type in the required data on the new line.
3. To return to see all TCP/IP settings, click the control to contract the edit field when done.
Step4  Click the Next button to go to the next step.

Note: An “Interface 27is also available, for configuring its (separate) TCP/IP settings. By default, this port
is configured for DHCP. Although DHCP is supported in the TCP/IP configuration of both ports, typically
static IP addresses are used, for stability.

Intended usage of Interface 2 (Ethernet 2 on the JACE-NXT) is for:

) »

+ Isolating a “driver’s” Ethernet traffic from the primary (LAN1) interface, OR

+ Insome cases, LAN2 may be set up with a standard, fixed, IP address that is used only by a company’s
service technician, when on site. This allows access to the JACE without disconnecting it from the
customer’s network, and without connecting the technician’s service PC to the customer’s network
(which might go against local IT security policies).

In general, it is recommended that you check with Systems Engineering before engineering a JACE-NXT

solution dependent on the secondary (Ethernet 2) port, and otherwise leave it at default values.

Platform daemon authentication

At the platform daemon authentication step (Figure 17) in the wizard, you specify whether to use “basic”
(Windows XP user) or “digest” authentication for platform login access to the JACE-NXT. The default is
basic authentication. If you select digest instead, you can further specify the “one-only” user name and
password. Always consider platform daemon access as the highest-level access to the JACE.

Figure 17  Platform Daemon Authentication dialog (choose method)

= Commissioning for "192,168.1.196" x|

Platform Daemon Authentication
Platform dasmon aukhentication method

Please choose how the platform daeman is ko authenticate users:

Use basic authentication with native Windows user names and passwords, This
<4 methaod provides tight integration with existing Windaws installations, thaugh
it provides no protection against password eavesdropping.

o Use digest authentication with a single spedified user name and passward,
This method provides good protection against password eavesdropping.

<= Back || = Next 1‘ Finish || % Cancel

A

Caution Regardless of chosen platform authentication method, it is strongly recommended that you change the
default administrator-level Windows XP user password (user name=Tridium, password=niagara). You
can do this after the wizard completes, via the platform’s User Manager view. See “Additional JACE-NXT
platform configuration” on page 1-17 for more details.

Furthermore, when making credential changes, make careful note of your changes. If you lose or forget
platform credentials, Tridium cannot provide you with an alternative means to access the unit. In this
case, the JACE-NXT may need to be returned to Tridium for re-commissioning.

The following procedures apply to both authentication methods:

+  To specify basic platform daemon authentication
+  To specify digest platform daemon authentication
Niagara AX35
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Note: Following your initial commissioning of the JACE-NXT, you can always change the platform authenti-
cation method, using the Update Authentication option in the Platform Administration view.

To specify basic platform daemon authentication

To specify basic platform daemon authentication, do the following:

Step1l  Inthe choose method dialog (Figure 17), leave the top (“Use basic”) selection checked, and click Next.
A dialog for selecting Windows user groups appears, as shown in Figure 18.

Figure 18  Platform Daemon Authentication (Use basic)

- Commissioning for "192.168.1,196" x|
)'J.
Please choose the Windows groups which should have the ability o use the platform daemon:
User Group  [BLILTIMUsers |

WMembers of this group have access ko most platform tools

in Workbench
Admin Group [BUILTIN\Admiristrators =]

Members of this group have the ability ko administer TCPYIP, reboat

the host, and change date/time settings,
Stations [i#] Allow stations ta have admin access ta the platform daemaon

Unchecking this setting will prevent stations from being configured
ta allovs TCRJIP changes, reboats, or swstem clock changes.

| <= Back “ CDNEXIRJ‘ + Finish || ¥ Cancel |

Note: Typically, you accept all defaults in the initial commission, then after managing Windows users, return (if
necessary) to re-assign user and admin platform access to the appropriate groups.

Step2  IntheUser Group field, select the Windows user group to have access to most platform tools (default
selection is BUILTIN\Users).

Step3  Inthe Admin Group field, select the Windows user group to have access to all platform tools, including
the ability to modify TCP/IP settings, reboot the JACE, and change date and time (default selection is
BUILTIN\Administrators).

Step4  Click the Next button.
Step5  Click the Next button for the next step. Unless installing lexicons, this is “Review and finish wizard”.

To specify digest platform daemon authentication

To specify digest platform daemon authentication, do the following:

Step1l  Inthe choose method dialog (Figure 17), check the bottom (“Use digest”) option, then click Next.
A dialog for entering the digest credentials appears, as shown in Figure 19.

Figure 19  Platform Daemon Authentication (Use digest)

- Commissioning for "192.168.1,196" x|
Ve

‘You may update the user name and passwaord the dasmon uses ko authenticate users by changin

User Name [tridium |

| <= Back || = Next ” +# Finish || 'X_l:am:ell

Note: Digest user name and password entries are both case sensitive.
Step2  IntheUser Name field, type in the desired user name for platform login.
The digest platform user name in a JACE-NXT be any “non-empty” combination of characters, including
alphanumeric (a - z, A - Z, 0 - 9), spaces, and/or punctuation.
Step3  Inthe Password fields, type in the desired password (it must match in both password fields).
Entry characters display only in asterisks (*).
Password can be any desired length and mix of characters (“strong” passwords are supported).

Step4  Click the Next button for the next step. Unless installing lexicons, this is “Review and finish wizard”.

Niagara AX35
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Install lexicons

Figure 20  Lexicon Installation dialog

-. Commissioning for "192,168.1.196"

Select the codes below for each additional language you want support For:

fr

| <= Back “ = Next QJ + Finish || ¥ Cancel |

At the Lexicon Installation step (Figure 20) in the Commissioning Wizard, you can install one or more
lexicon files in a new JACE. Lexicons provide support for non-English languages in the JACE. Lexicons
are identified by java locale codes, such as “fr” (French) or “de” (German).

Note: In some domestic (U.S.) installations, an English lexicon (‘en”) is added and configured to globally
“‘customize” items such as property descriptions in Workbench. For related details, see the section “Notes on
English (en) lexicon usage” in the NiagaraAX User Guide.
In order to select lexicons, you must have installed them as part of the NiagaraAX Workbench installation
on your PC. You will see only those lexicons you selected at install time, along with the “en” lexicon if
added. Typically, after installing lexicons on your PC, you customize (edit) them using the Lexicon Editor
in Workbench. Afterwards, you install them in JACEs, so that each JACE has the proper changes.

To install lexicons

To install lexicons, do the following:

Step1l  Click a language code to select (highlight) it.
If multiple lexicons are also needed, hold down the Ctrl key while you click.

Step2  When needed lexicons are selected, click the Next button to “Review and finish wizard”.

Niagara AX35
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Step 2

Step 3
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Review and finish wizard

To review and finish the Commissioning Wizard

After the final selected step in the Commissioning Wizard, a “Review of changes” dialog appears, as
shown in Figure 21. It lists a summary of all remaining actions to be performed by the wizard.

Figure 21 Review Commissioning Wizard dialog

- Commissioning for "192.168.1.196" x|
a Commissioning

Review of changes

ID

Please review the following changes, then use the “finish™ button to commit them.

Date and Time
Synchronize remote system's date and time with local system

i

Station
Source Iskations My _MAT_FL
Mew Mame My NRT_FL

- Commissioning for "192.168.1.196" x|
& Commissioning

Review of changes

Gateway 192.168.1.1
DS Damain
DMS Servers
D Local Area Connection
Description Intel{R) 825741 Gigabit Network Connection - Packet Scheduler Minipart
DHCPv4  true
Platform Daemon Authentication
Method basic/native
User Group  BUILTIM|Users
Admin Group BUILTIMAdministrators
Licenses
1 Install licenses From the license server:
Add
wiykon, license {Tridium 3.6 - expires 2011-03-31)
Start Applications
IMy_NET_FL
Reboot
The hast will be rebooted when changes are complete =

| <= Back || Nexk | < Finish i| ¥ Cancel |

i

Before proceeding:
Read through the summary of changes, using the scroll bar to see those steps near the end.

+  Ifno change is needed, click the Finish button to initiate the rest of the Commissioning Wizard.

+  Ifany change is needed, click the Back button until the step dialog appears, then make the change.
Then, click the Next button until this review dialog appears again.

While the wizard is working, progress updates are posted in a “Completing Commissioning” dialog.

When completed, the wizard reboots the JACE, and a “Close” button is available (Figure 22).

Figure 22 Commissioning Wizard complete dialog

Commissioning for "137.19.60.90" x|

a Completing Commissioning

Completing commissioning:

o Stop running applications Success
& Install files ko remote host Success
° Update TCP/IP settings Success
@ Updats system date/timejtims 2one  Success
@ Retoot Success

Commissioning complete,

Checking file !'lib/units.=xml -
Checking file !lib/whapplet.jar

Checking file !security/ssl.tks

Checking directories to be cleansd

Transferring files...

Sending !lib/platform.hog

Sending 'licenses/Vykon.license

Sending !stations /My NXT FL/config.bog

Wrote "ditvniagarahreldlibhplatform.bog™.

Wrote "diyniagarahrelllicensesh¥ykon. license™.

Wrote "d:\niagara’rellstationsiMy N<T_FLiconfig.-hog™.

Updating TCPAIP configuration...

Rebhooting host. Connectivity to the remote platform will be briefly unawvailahle.
Commissioning complete. -

Close

Click the Close button to exit the wizard.

i
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Step 4
Note:

Note:

When the JACE reboots, your platform connection to it drops. Notice that in the Nav tree, the platform
instance for that JACE is now dimmed.

Figure 23  Closing now-invalid platform instance

@ o- | O- 8 K@ S G| |

Cannot display page
[} [@ vy nel~ | ipi192.168.1. 196 | platorm:
+ B My Host (dellxp) Session disconnected.
El 192.168.1.196
Details

Conneck

Disconmest

3
Commissianing Wizard

Refresh Tres Node
™ GoInto

I

Right-click and close that platform instance (Figure 23), as it is now invalid due to changed IP address.
Going forward, you must access the JACE by its new (assigned) IP address. Note that your Workbench keeps
a history of TCP/IP changes made. See “IP changes history” on page 1-25. Also, remember to login using its
new assigned platform credentials, see “Platform daemon authentication” on page 1-13.

Ifyou changed the IP address of your PC to commission the JACE, you also usually need to reconfigure your
PC’s TCP/IP settings back to appropriate settings (now) to communicate with it. Otherwise, you will be
unable to connect to it for other commissioning.

Additional JACE-NXT platform configuration

Niagara

AX-3.5

The Commissioning Wizard performs most, but not all, needed configuration for a new JACE-NXT
platform. There are some items you should review (and in one case, always change) in a follow-up
platform connection to the JACE, using two different platform views: the User Manager view and
Platform Adminstration view.

JACE-NXT user management
After running the Commissioning Wizard to install and configure NiagaraAX in the JACE-NXT, you
should open another platform connection and use the User Manager view to do the following:

+  Change the password of the default administrator user (Tridium) from “niagara” to something else.
Otherwise, the JACE is exposed to unauthorized access by anyone familiar with this well-known
username/password convention. This applies to both general Windows host access, and (if using ba-
sic authentication) NiagaraAX platform access.

+  Optionally, add other Windows users and/or groups, if needed.

Figure 24 User Manager is one of several platform views

= Platform

Users Groups

Name [Comment 5| [Name 5|
L [@ et | OEM-6417-41694Tridium Built-in account For administering the computer/domain| [BUILTIN Administrators [«
* My Host : VAS1LT-6BEF6] BUILTIN|Backup Operatq_
= E1, 192,168.1.196 BUILTINiGuests K
- £ Platform BUILTIN}Network Canfigl |
Application Director| BUILTIN|Power Users
1t DONS Configuration EBUILTIN|Remote Deskio
% Dialup Configuratio BUILTIN}Replicator
Distribution File Ins
D File TransFer Client (- ] L
A\ Lexicon Installer | ' Dele
License Manager
Platform Administra) Group Members
Sedona Manager
(3) Software Manager
(&) Station Copisr

48 TCPYIP Configurati

8
+ E3 Remote File Ske 4] [ *

4] i [3 | New User ” Delete User ” Change Password ‘ | AddMember ‘[

For more details, see the “User Manager” section in the Platform Guide. For a procedure specific to a new
JACE-NXT, see the next section “Change the default Windows password”.
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Note:
Step 7

Note:
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Change the default Windows password

To change the default Windows password

With your Workbench PC configured with its normal working IP address, and the JACE already commis-
sioned using the Commissioning Wizard:

Open a platform connection to the JACE-NXT.

Use the procedure “Open a platform connection” on page 1-4, except use the JACE IP address and
platform credentials (username and password) that you configured when running the wizard.

In the JACE platform’s Nav Container View, double-click User Manager.

The User Manager view appears (Figure 24).

In the Users pane, click the Tridium user to highlight it.

Click the Change Password button (bottom of view).

A “Change Password” dialog appears, as shown in Figure 25.

Figure 25 Change password dialog
x|

User Name OEM-6417-4169 Tridium
Current Password

New Password
New Password(retype)

In the Current Password field, type in the default password.

Typically, this is: niagara

In the New Password fields, type in the desired password (it must match in both password fields).
Entry characters display only in asterisks (*).

Password can be any desired length and mix of characters (“strong” passwords are supported).

Remember this password—no one else can provide it back to you.
Click OK.

The new password becomes immediately effective. If the JACE-NXT is configured to use basic platform
authentication, and you click on another platform view, you are challenged for platform login again.

JACE-NXT platform administration
The Platform Administration view is one of several views for any platform, listed under the platform in
the Nav tree side bar (Figure 26).

Figure 26  Platform Administration is one of several platform views

= Platfarm i Platform Admiristration -

. Baja Yersion Tridium 3.5.25
Yiew Details i
e 5 System Home diiniagarairel
L NSt o = Update Authentication Host 137.19.60.197
+ My Host @ YAS1LT-6BEFEIL (A r Daemon HTTP Port 3011
= Cl HTTP Port
%52-163-1-196 «F Change or Host ID Ni¢S-C70B-0854-EF 83-9EDE
El Platform
i Model JNET
Application Direckor (& Change Date,/Time R, -
ocal Date -Apr-
«E DDNS Configuration @ Disable Sedona ) i
Dialup Configuration Local Time 15:27 EDT
Local Time Zone America/New_York (-5/-4)

[ File Transfer Client

Dperating System  Windows XP Service Pack 3 (5,1}

A Lesicon Installer ¥iew Daemon Output Niagara Runtime Fre~core-win-x86 (3.5.25)
License Manager _

tFarm ddr ki %" Set Module Filter Architecture *B6

Sedona Manager Module Contents ui+runtime

() Software Manager & Backup Strip line nos. False

@ Station Copier
<R TCP{IP Configuration

& Commissioning Java Yirtual Machine sun-jre-win-x86 {Sun Microsystem

Distribution File Installe | %7 Change Dutput Settings

a Sedona Support enabled
User Manager @ Reboot
Number of CPUs 1
+ B3 Remote File System
Current CPU Usage 3%
| [l » Overall CPU Usage 2%

As shown above, the “Model” of a JACE-NXT shows as “INXT’, however, its “Host ID” begins with “NXS-"

Included in this view are commands and related dialogs in which you can:

+  Set the date and time in the JACE.
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Note:

Typically, this is needed only if you did not choose to “sync” with your local system date and time
when running the Commissioning Wizard.

+  Change the HTTP port used by the JACE for the Niagara platform daemon (platform server).
The default port is 3011.

+  View asimple text summary of the JACE’s current software configuration, including its model num-
ber, OS level, JVM version, installed modules, lexicons, licenses, certificates, and so on.

+  Use debug-level tools to change logging levels and view platform daemon output.

+  Perform other platform tasks available using the Commissioning Wizard, such changing platform
authentication (platform’s username and password), and so on.

For more details, see the Platform Administration section in the Platform Guide. For a procedure specific

to a new JACE-NXT, see the next section “Administer the JACE-NXT platform”.

Administer the JACE-NXT platform

To perform platform administration

With your Workbench PC re-configured with its working IP address, and the JACE already commis-
sioned using the Commissioning Wizard:

Open a platform connection to the JACE, if not already opened.

Use the procedure “Open a platform connection” on page 1-4, except use the JACE IP address and
platform credentials (username and password) that you configured when running the wizard, and if using
basic authentication, the changed Windows password (see “Change the default Windows password” on
page 1-18).

In the JACE platform’s Nav Container View, double-click Platform Administration.
The Platform Administration view appears (Figure 26).

As needed, click the following buttons to review or make changes:

+ View Details — For a platform summary that you can copy to the Windows clipboard.

+ Update Authentication — For platform daemon authentication dialog to change platform lo-
gin authentication method (as previously included as step in commissioning wizard).

+ Change HTTP Port — For dialog to change the HT TP port for the JACE’s platform daemon from
port 3011 to some other port. See “Change HTTP Port” on page 1-19.

B Change Date / Time — For dialog to change the JACE’s current date, time, and time zone (as
previously included as step in commissioning wizard).

+ Enable (Disable) Sedona — Toggles platform support for the Sedona Framework. Any
change results in a reboot of the JACE. Note that at the time of this document, a JACE has little prac-
tical application for use with Sedona.

« Change Output Settings — Provides dialog to change the log level of different processes that
can appear in the platform daemon output

+ View Daemon Output — Provides window in which you can observe debug messages from plat-
form daemon processes in real time. Also includes ability to pause or load.

« Set Module Filter — Provides dialog to change the module content level of the JACE (as pre-
viously included as step in commissioning wizard).

« Backup — Make a complete backup of all configuration on the connected host platform, including
all station files as well as other Niagara configuration (typically unnecessary for any JACE just started
up).

+ Commissioning — Another way to re-launch the Commissioning Wizard, as previously used in
the initial commissioning of the JACE.

. Reboot — Provides a method to reboot the JACE platform, which restarts all software including

the OS and JVM, then the platform daemon, then (if so configured in the Application Director) the
installed station. If you click this, a confirmation dialog appears.
If you reboot, your platform connection is lost, and it is typically a couple of minutes until you can
reconnect to this JACE. Note that a reboot is not necessary if you manually stopped the JACE-NXT
station from the Application Director (Station Director)—unlike with a QNX-based JACE, you can
Start it again without a reboot.

Change HTTP Port This step is optional, and the default port 3011 is typically used in many Niagara
installations. However, for reasons of additional security or perhaps firewall issues, you may need to
change the HTTP port used by the JACE’s platform daemon.

If you change this port, you will be unable to reopen a platform connection without first accessing the
Windows Firewall on the JACE-NXT, and making the corresponding change in the exception named
‘admin’” See “Review the Windows XP Firewall” on page 1-28 for more details.
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To change HTTP port

From the Platform Administration view (Figure 26):

Click the Change HTTP Port button.
A dialog appears showing the current HTTP port number highlighted (Figure 27).

Figure 27  Change Platform Daemon HTTP Port dialog
X

Enter the new HTTP port on which the platform daemaon will lisken,
'? once the changes are made, any connections ta the
g platform daemon will be briefly interrupted.

Cenez]

Type in the new HTTP port number.

Click Ok.

Your current platform connection is dropped, and the JACE platform appears ghosted in the Nav tree,
showing the new HT TP port number (:x) in parenthesis by the platform icon.

Access the JACE-NXT’s firewall. See “To access the Windows Firewall in a JACE-NXT” on page 1-29.
On the Exceptions tab, edit the “admin” exception to allow access to the same TCP port.

Save and exit the firewall.

Back in the Platform Administration view, double-click the ghosted JACE platform to get the platform
login (Authentication) dialog, and enter the commissioned platform username and password. Click OK.
From the platform’s container view, double-click Platform Administrator to return to its view.

Before closing the host (removing it from Nav tree), carefully note the new (non-default) port number you
entered. You must always specify that port number whenever reopening the JACE’s platform. Note that you

can also see this port number listed in a running station on that JACE, by going to the property sheet of its
PlatformServices container.

JACE-NXT platform services
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Some platform configuration is possible only by accessing platform services in a station running on that
JACE. Although such configuration for a JACE-NXT may be optional, you may want to do it during the
initial commissioning. The following sections explain further:

+  About JACE-NXT Platform Services

+  Hardware monitoring JACE-NXT configuration
+  Power monitoring JACE-NXT configuration

+  PlatformServices properties in a JACE-NXT

About JACE-NXT Platform Services

Under its Services container, every NiagaraAX station has a PlatformServices container (Figure 28).

Figure 28  JACE-NXT station’s PlatformServices
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PlatformServices is different from all other components in a station in the following ways:

«  Itacts as the station interface to specifics about the host platform (whether JACE or a PC).

o Itis built dynamically at station runtime—you do not see PlatformServices in an offline station.

+  Any changes you make to PlatformServices or its child services are not stored in the station database.
Instead, changes are stored in other files on the host platform, such as its platform.bog file.
Note: Do not attempt to edit platform.bog directly; always use PlatformServices’ views!

For any JACE-NXT, the platform service items of interest during commissioning are as follows:

« HardwareMonitorService — Holds three internal JACE-NXT environmental values: CPU
temperature, board temperature, and RAM temperature. Each one has an adjustable alarm high lim-
it, with a “default” value. See “Hardware monitoring JACE-NXT configuration” on page 1-21.

+ PowerMonitorService — Provides monitoring of the SITOP UPS module connected via USB
cable to the JACE-NXS, including alarms in the event of a power failure, battery test failure, or USB
connectivity problem. See “Power monitoring JACE-NXT configuration” on page 1-22.

Also, you may review the parent container’s PlatformService properties and optionally adjust, if needed.

Unlike in a station running on a QNX-based JACE, the child SerialPlatformService contains read-
only properties— serial port setup is done in the operating system, Windows XP.

However, there is also a TcplpService and LicenseService, providing station (Fox) access to
dialogs used in platform views, for instance the TCP/IP Configuration dialog (as shown in Figure 16 on
page 12). These platform services support installations where all configuration must be possible using only
a browser connection (and not Workbench connected to the JACE’s platform daemon).

Hardware monitoring JACE-NXT configuration

The JACE-NXT provides “system monitoring” (sysmon) of internal temperatures of its CPU, main
printed circuit board, and RAM module. These values can be indicators of the physical “health” of the
device. Each temperature has a high alarm limit, used for offnormal alarming. Using Workbench, you can
modify these limits and related parameters in a running station on the JACE, by accessing its
HardwareMonitorService (under the station’s PlatformServices container).

Figure 29  Property sheet of HardwareMonitorService in JACE-NXT station
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To configure hardware system monitoring for the JACE-NXT
With a station in the JACE-NXT running, and that station opened in Workbench, do the following:

In the Nav tree, click to expand the station’s Services, PlatformServices, containers to reveal all
contained services.

Double-click the HardwareMonitorService.
Its property sheet displays in the view pane, as shown in Figure 29.

Each of the three temperatures are shown, using read-only status monitoring properties with a “float”
datatype, as follows:
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¢  CpuTemp — Temperature of main board below the CPU.

+  Board Temp — Temperature from sensor mounted elsewhere on the PC board. This provides a
more general state of the environmental conditions inside the JACE-NXT.

+  Ram Temp — Temperature from sensor mounted on main board near the RAM module.

If needed, you can link either of these properties into station database logic or Px graphics.

Special link considerations apply. For details, see the section “PlatformServices binding and link caveats”
in the Platform Guide.
As needed, change configuration properties stored in the JACE-NXT platform, which include:
+  Sysmon Poll Rate
Defines the interval between system measurements. In normal operation, alarms are not generated
or reset any faster than this. The default value is every 15 seconds.
+« CPU Temp Hi
High limit for CPU temperature, above which an alarm occurs. Default is 75°C, range is 1-120°C.
« Board Temp Hi
High limit for PC board temperature, above which an alarm occurs. Default is 70°C, range is 1-120°C.
+« Ram Temp Hi
High limit for RAM temperature, above which an alarm occurs. Default is 70°C, range is 1-120°C.
+  CPU Temperature Alarm Support, Board Temperature Alarm Support, Ram Temperature
Alarm Support
Each is a container for properties that define how the different “platSysmonNxt” alarms are handled
in the station, including the alarm class to use and other “alarm source info” type parameters.

Click Save to write the configuration to the JACE-NXTplatform.

Power monitoring JACE-NXT configuration

If the CompactFlash-based model (NXT-AX-FL) or any JACE-NXT model used with the NXT-UPS
option (SITOP UPS and companion battery modules), a running station provides “platPower”
monitoring of UPS-sourced power and battery values, including alarming capabilities. Using
Workbench, access these values in a running station via its PowerMonitorService (under the
station’s PlatformServices container).

The only UPS supported by the PowerMonitorService is the Siemens SITOP UPS, as furnished with
a NXT-AX-FL model, and connected via USB cable to the JACE-NXT. If the JACE-NXT is installed
without this UPS, this platform service child has no application, and can be safely ignored.

To configure power monitoring for the JACE-NXT
With a station in the JACE-NXT running, and that station opened in Workbench, do the following:

In the Nav tree, click to expand the station’s Services, PlatformServices, containers to reveal all
contained services.

Double-click the PowerMonitorService.

Its property sheet displays in the view pane, as shown in Figure 30.
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Figure 30
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Many slots are read-only status monitoring properties, using either a “boolean” or “string” datatype. If
needed, you can link any of these (or other) properties into station database logic or Px graphics.

Special link considerations apply. For details, see the section “PlatformServices binding and link caveats”
in the Platform Guide.

These read-only monitoring properties include:

.

Ups Talking

Boolean with values of either “talking” or “no comm”, it indicates that the service was able to es-
tablish communications with the SITOP UPS through the USB cable. If the UPS is disconnected, a
“Ups Not Found Alarm” is generated (see Ups Not Found Alarm Support container to con-
figure).

Ups Model

Text string that indicates model number read from UPS, which should read “SITOP DC-USV 15” if
Ups Talking property is “talking.”

Ups Serial Number

Text string that indicates the serial number read from the UPS.

Ups Data

Text string displaying the latest raw data string received from the UPS—typically, used only to diag-
nose problems.

Primary Power Present

Boolean that indicates if DC power is present at the input to the UPS (“dc ok”). An alarm is gener-
ated upon a transition to “dc low”. See Power Alarm Support to configure for this alarm.
Battery Ok

Boolean that indicates how the last battery test performed by the UPS was evaluated (“battery ok”
or “battery failed”). Analarm is generated upon transition to “battery failed”. See Battery
Alarm Support to configure for this alarm.

Battery Charged

Boolean that indicates the charged state of the UPS battery pack, where either “battery charged”
if a charge >85%, or “battery not charged” if <85%. No alarms are generated.

Running On Battery

Boolean that indicates whether the UPS is supplying power from the DC power supply (“not run-
ning on battery”) or from the battery pack (“running on battery”). No alarms are generated.

As needed, change configuration properties stored in the JACE-NXT platform, which include:

.

Shutdown Delay

Defines the period that the JACE-NXT waits after detecting loss of primary power (Primary Power
Present is “dc low”) before initiating a graceful shutdown. If primary power is restored before this
shutdown expires, no shutdown is performed. The default value is 1 minute, with a possible range of
1 to 15 minutes.

Battery Alarm Support
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A container for properties that define how platPower “battery alarms” are handled in the station, in-
cluding the alarm class used, and other “alarm source info” type parameters.

Power Alarm Support

A container for properties that define how platPower “primary power alarms” are handled in the sta-
tion, including the alarm class used, and other “alarm source info” type parameters.

Ups Not Found Alarm Support

A container for properties that define how platPower “UPS not found alarms” are handled in the sta-
tion, including the alarm class used, and other “alarm source info” type parameters.

Click Save to write the configuration to host platform.

PlatformServices properties in a JACE-NXT

Figure 31

PlatformServices property sheet in JACE-NXT
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Physical RAM

To review PlatformServices properties for the JACE-NXT

With a station in the JACE-NXT running, and that station opened in Workbench, do the following:

In the Nav tree, double-click Services and then PlatformServices.

Its property sheet displays in the view pane, as shown in Figure 31.

Many are read-only status types, similar to what is available in the Platform Adminstration view. Other
configuration properties are available. A group of 3 config properties allow adjustment of the time, date,
and time zone settings for the host JACE (alternately accessible using a platform connection to the JACE).
Access to these properties is useful if the installation requires all setup access using a browser only.

As needed, review other platform service configuration properties, which include the following:

It is strongly recommended that you leave the following properties at default values, unless otherwise
directed by Tridium Systems Engineering.

.

Locale — Determines locale-specific behavior such as date and time formatting, and also which
lexicons are used. A string entered must use the form: language [“_” country [“_” variant]]
For example U.S. English is “en_US” and traditional Spanish would be “es_ES_Traditional”.
For details, see Sun documentation at http://java.sun.com/j2se/1.4.2/docs/api/java/util/Locale.ht-
ml.
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« Engine Watchdog Policy — Defines response taken by the platform daemon if it detects a sta-
tion engine watchdog timeout. With the watchdog, the station periodically reports to the platform

daemon its updated engine cycle count. The watchdog purpose is to detect and restart a “hung”
“stalled” station, and is automatically enabled when the station starts.

Watchdog policy selections include:

+  Log Only — Generates stack dump and logs an error message in the system log.

or

+  Terminate — (Default) Kills the VM process. If “restart on failure” is enabled for the station

(typical), the station is restarted.

+  Reboot — Automatically reboots the host JACE platform. If “auto-start” is enabled for the sta-

tion, the station is restarted after the system reboots.
« Engine Watchdog Timeout — Default is 1 minute, and range is from 0 ms to infinity.

If the station’s engine cycle count stops changing and/or the station does not report a cycle count to
the platform daemon within this defined period, the platform daemon causes the VM to generate a
stack dump for diagnostic purposes, then takes the action defined by the Engine Watchdog Policy.

+« Engine Station Auto-Save — Either Enable (default) or Disable.

Allows for “auto save” of running station to “config_backup_<YYMMDD>_<HHMM>_bog” file at the

frequency defined in next property. Auto-saved backup files are kept under that station’s folder.

« Station Auto-Save Frequency — Default is every (1) hour for the JACE, the range is from

1 to many hours.

« Station Auto-Save Backups to Keep — Default is 3. Oldest of kept backups is replaced

upon next manual save or auto-save backup, once the specified limit is reached.

Note: The remaining properties are read-only status properties, and provide statistics on platform

resources including CPU, RAM, and file storage. However, the following property is unique (and
appears) only if the CompactFlash-based JACE-NXT model.

« EWF Overlays — Should contain two entries representing the RAM overlays of partitions on the
JACE-NXT’s CompactFlash card, named “0S” and “History”. For each, the listed “State” should
typically be “Enabled”. The listed “Command” should typically be “No_Cmd” for “0S”, and “Commit”

for “History”. However, during commissioning or configuration other values may be present.
For related details, see “Notes on EWF (Enhanced Write Filter) in Windows XPE” on page 1-31.

Click Save to write any configuration change to host platform.

Modem configuration
Unlike some other JACEs, the JACE-NXT cannot be equipped with an integral dialup modem. Contact

Recovery tips

Step 1
Step 2
Step 3

Step 4
Step 5

Niagara AX35

technical support if an external modem is desired.

During JACE commissioning, it is possible to run into problems. For instance, you may mis-type an IP
address when entering it, and as a result be unable to regain access. In this scenario, you should know

about the IP changes history kept by Workbench.

IP changes history

Your Workbench PC records “before and after” TCP/IP settings made from Niagara platform connec-

tions in an ipchanges . bog file. If necessary, you can review changes from Workbench using the
following procedure.

To review TCP/IP changes made from your Workbench PC

From your PC with Workbench started, do the following:

In the Nav tree, expand “My Host” and then “My File System”

Expand “Sys Home” and then “users’”

Expand your user folder, then expand “ipchanges.bog”

Child folders are “date-named” using the following convention:
d<yyyymmddhhmmss> for example, “d20100413141522” for 2010 Apr 13 2:15pm
Expand any folder of interest. Underneath each folder are two objects:

«  priorValue — TCP/IP settings that existed before this change.
+  newValue — TCP/IP settings that existed after this change.
Double-click a priorValue or newValue to see settings in the “Tcp Ip Host Editor” (see Figure 32).

JACE-NXT NiagaraAX Install & Startup Guide

25



Update Windows XPE on JACE-NXT JACE-NXT Windows XPE security

Note:

December 6,2010

Figure 32  Accessing ipchanges.bog in Workbench
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If you have a platform connection open (to any host), you can also review the history of IP changes made
Sfrom your Workbench’s TCP/IP Configuration view.

Click the B Audit button at the bottom of the view.

This shows your ipChanges . bog folder and all child change entries. Expand a change folder to see a
decoded “modTime” value, for example, “13-Oct-2009 02:15 PM” (vs "d20091013141522").

Double-click a “priorValue” or “newValue” in the view to see the settings in the “Icp Ip Host Editor”

JACE-NXT Windows XPE security
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Caution

Currently, any JACE-NXT ships with the SP3 (service pack 3) version of Windows XP Embedded (XPE).
As shipped, Windows XPE on the controller may need to be updated with the latest security patches. In
addition, a feature of Windows XPE is the Windows Firewal I, which is factory-configured to permit
network access to only selected TCP/IP ports used in NiagaraAX.

This section provides a brief overview about updating Windows XPE and reviewing Windows Firewall
settings.

+  Update Windows XPE on JACE-NXT
+  Review the Windows XP Firewall

Update Windows XPE on JACE-NXT

Tridium prepares special Windows XP Embedded security update files on an ongoing basis for you to
download and copy to the C: drive of the JACE-NXT. You can then logon as the Windows administrator
on the unit and execute the update(s). The update process uses a “Device Update Agent” (DUA).

Support has also been added for applying Microsoft QFE (Quick Fix Engineering) updates. These will
become available when Niagara-Central support for supplying these updates becomes available. In the
future, updates may be provided in the form of QFEs , DUA packages, or a combination of both. More
information on QFEs is likely to be covered in a future document update.

Typically, installation of Microsoft OS updates and/or security patches ends with a system reboot.
Although this does not matter for a new JACE-NXT (without a working station), please keep this in mind
whenever installing future Windows XP updates.

« Ifa CompactFlash-based unit, before installing updates, be sure to disable EWF (leave unprotected)
for the drive C partition first, rebooting afterwards. For details, see “Notes on EWF (Enhanced Write
Filter) in Windows XPE” on page 1-31.

+  Also before updates, use the NiagaraAX backup feature to backup the JACE-NXT to your PC.

+ Inaddition, make sure any controlled equipment is in a safe, manual mode of operation.

The following subsections provide more details:

+  About Windows security updates for the JACE-NXT
o Check JACE-NXT Windows XPE update level (listUpdates)
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+  Apply an NxtXpeUpdate to a JACE-NXT
+  Notes on NxtXpeUpdates

About Windows security updates for the JACE-NXT

Windows XP Embedded updates and security patches for Win32 based JACEs are released by Tridium
as self-extracting executable files. When copied to (and executed on) the target JACE, files are extracted
to appropriate directories on that host. This includes files for security patches as released by Microsoft,
as well as a special “update . dup” device program file, which works with the DUA service running on
the JACE-NXT (as well as the previous JACE-NXS controller).

Tridium-prepared update files are numbered sequentially, and must be applied one at a time, in
numerical order.

For a JACE-NXT, the file naming convention used for updates is:
NxtXpeUpdate SPn_y.exe
where # is XP Service Pack level (3, for example) and y is update sequence number.

For example: NxtXpeUpdate_SP3_12 can be applied to any JACE-NXT already running the earlier
(NxtXpeUpdate_SP3_11) update. See the next section, “Check JACE-NXT Windows XPE update
level (listUpdates)” and also “Apply an NxtXpeUpdate to a JACE-NXT” for a typical installation
procedure.

The previous JACE-NXS controller uses different update files:

About the Windows Device Update Agent (DUA) The Device Update Agent (DUA) is a service which
runs in the background of Windows XP Embedded. This service starts whenever the JACE-NXTboots,
and remains running. The tasks performed by the DUA service on a JACE-NXT are simple:

NxsXpeUpdate_SPn_y.exe

1.  Onaregular poll cycle, it checks for the existence of any “. dup” file in the C:\dua directory. Note
thata“.dup” file is a “device update program,” and is actually a compiled version of a script file with
instructions to move/copy/rename/delete files, add/remove/modify registry keys, reboot, and so on.

2. Ifthis special file exists, it executes it. If it does not exist, it does nothing but wait until the next poll
cycle.

The update . dup file, along with all the necessary Microsoft patch files, are automatically copied under

the target C-\dua directory when you execute a self-expanding NxtXpeUpdate . exe file. See the

section “Apply an NxtXpelpdate to a JACE-NXT” for the installation procedure.

Check JACE-NXT Windows XPE update level (listUpdates)

Use a Remote Desktop Connection to the JACE-NXT (or local console) to check its original
Windows XP Embedded image level, current update level, next update required, as well as its update
history.

To check Windows XP Embedded update level

Logon as an administrator to Windows XP running on the JACE-NXT, using either a Remote Desktop
Connection, or a local console.

From the Start menuy, click Al Programs > listUpdates.

As shown in Figure 33, a popup Update History dialog lists all currently applied security updates.

After carefully noting the “Next Update” to be applied, click OK to close the dialog.

Figure 33 Checking Windows XPE update level
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You can check for available JACE-NXT Windows security updates on the Tridium portal (Niagara
Central) or secure website. If the “Next Update” is not yet available, no action is necessary. If more than
one update is needed, download them all, and apply them in numerical sequence. See the next section,
“Apply an NxtXpeUpdate to a JACE-NXT”.

Apply an NxtXpeUpdate to a JACE-NXT

After checking the JACE-NXT’s update level (see “Check JACE-NXT Windows XPE update level (listUp-
dates)” on page 1-27), you should compare its “Next Level” needed to what security updates are available
for download for the JACE-NXT, on the Niagara Central portal. If a needed update (or updates) are
available, use the following procedure to install each one.

If a CompactFlash-based JACE-NXT, before applying any update you should disable EWF on drive C
(leave unprotected). For related details, see “Notes on EWF (Enhanced Write Filter) in Windows XPE” on
page 1-31.

To apply an NxtXpeUpdate to a JACE-NXT
Download the NxtXpeUpdate_SPn_y.exe file from the Niagara Central portal to your PC.

With your PC on a LAN with the JACE-NXT, transfer the downloaded update file to it. Typically, you use
a NiagaraAX platform connection and the File Transfer Client. The target destination is not critical —for
example, you can copy the NxtXpeUpdate_SPn_y . exe file to the C:\ (root) of the JACE-NXT.

If desired, simply copy the downloaded NxtXpellpdate file to the root of USB flash drive. Then insert the
drive into the JACE-NXT, where it will appear on a new logical drive.

If not already started, open a Remote Desktop Connection to the JACE-NXT, logging on with a
Windows administrator-level account.

Open Windows Explorer on the JACE-NXT, then navigate to the location of the copied update . exe file.
The location of the file will depend on the file transfer method chosen.

Within 1 minute of completing the next step, the update script file will execute, and will typically result in
a reboot of the JACE-NXT. Make sure it is safe to reboot before performing this action!

Double-click the NxtXpeUpdate . exe file to launch the WinZip self extractor, and select Unzip.
Leave the target “Unzip to folder”at “C:\dua” to ensure proper extraction.

Do not change “‘Unzip to folder”

Click OK when the WinZip Self-Extractor finishes, and close the WinZip dialog.

The JACE-NXT will execute the security update on the next DUA poll cycle, which by default occurs once
per minute. When completed, the JACE-NXT will reboot.

Any connections to the JACE-NXT (Remote Desktop Connection, NiagaraAX Workbench, browser
connections, etc.) will be lost.

After sufficient time for the reboot, open another Remote Desktop Connection to the JACE-NXT.

Verify the update successfully applied. See “Check JACE-NXT Windows XPE update level (listUpdates)”

on page 1-27.

Notes on NxtXpeUpdates

Additional notes about applying Windows XP Embedded security updates to a JACE-NXT are as follows:

+  Each NxtXpeUpdate.exe file should also have a companion “readme.txt” file, which contains a list
of all contained Microsoft hotfixes, as well as a list of prerequisites for installing the update.

+  Note that you can see the list of already-applied Microsoft hotfixes in a JACE-NXT. With a Remote
Desktop Connection established, from the Start menu, click Al Programs > hotfixes.

Review the Windows XP Firewall

As shipped from the factory, a JACE-NXT has its Windows Firewall configured to block incoming
network connections, save for a few program and service “exceptions.” Typically, each exception corre-
sponds to one or more TCP/IP ports.

The following sections provide more details:

+  Review current Windows Firewall settings
+  Windows Firewall (port) defaults
+  Using optionalLockdown.bat
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Review current Windows Firewall settings

Depending on the drivers and features to be used on the station running on the JACE-NXT, you may
need to make adjustments or additions to Windows Firewall exceptions. For example, if you changed the
platform daemon port in the Platform Adminstration view (see “Change HTTP Port” on page 1-19), you
will need to make the same change to the firewall exception named “admin” Or, if you intend to use the
drivers for either Modbus TCP or SNMP, you will need to make additions in order for those drivers to
work.

The JACE-NXT has a batch file that you can edit and run to simplify making certain firewall changes. See
“Using optionalLockdown.bat” on page 1-30.

Access the Windows Firewall in the JACE-NXT using the following procedure:

To access the Windows Firewall in a JACE-NXT

Logon as administrator to Windows XP running on the JACE-NXT, using either a Remote Desktop
Connection or via a local console.

Click Start > Control Panel to open the Windows Control Panel.

Double-click the Windows Firewal I applet to launch the Windows Firewall application.

It opens displaying the General tab, showing the firewall On (recommended).

Click the Exceptions tab, as shown in Figure 34. This is where you view or edit most settings.
See Table 1-1 for a listing of default Windows Firewall exceptions for a new JACE-NXT.

To see the configuration for any exception, click to highlight it, then click the Ed i t button.

If you make changes to any exception, click OK to save and exit the dialog.

Figure 34 Windows Firewall exceptions (defaults) in a JACE-NXT
% windows Firewall
General Exceptions |Advanced|

‘windows Firewall is blocking incoming netwarle connections, except for the
programs and services selected below. Adding exceptions allows some programs
ta work better but might increase your security rigk,

Programs and Services:

Name _
Bachet
File and Printer Sharing
fox
HTTP
Metwork Diagnostic
CIPNRP
Femote Assistance
Fiemaote Deskiop
I UPHP Framework

Add Program... Add Part... Edit... Delete

¥ Display a notification when Windows Firewall blocks a program

‘what are the risks of sllowing exceptions?

Cancel |

For related details, see the next two sections, Windows Firewall (port) defaults and “Using optional-
Lockdown.bat” on page 1-30.
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Windows Firewall (port) defaults
Table 1-1 summarizes the factory-shipped Windows Firewall exceptions for a new JACE-NXT.

Table 1-1

December 6,2010

Windows Firewall exceptions in a factory-shipped JACE-NXT

Exception Name

TCP port

UDP port

Protocol/Program

Description (Scope is “any source” unless noted)

admintool

3011

TCP, HTTP

Niagara platform connection

Bacnet

47808

ubP

BACnet/IP (conventional port)

File and Printer Sharing

139, 445

137,138

NetBIOS, SMB

Windows file and printer sharing

Note: Scope for each port is local subnet only.

fox

1911

Fox over TCP

Niagara Fox Service (Workbench, station-to-station)

HTTP

80

HTTP

HTTP, Hx access to a station

Network Diagnostic

system32\sessmgr.exe

Microsoft Remote Desktop Help Session Manager

Niagara Tunnel

9973

Niagara Tunnel Ser-
vice

Default port for TunnelService (LonTunnel and/or Seri-
alTunnel)

Remote Assistance

Network Diagnostic\
xpnetdiag.exe

Network Diagnostics for Windows XP

Remote Desktop

3389

Terminal Server

Remote access using Remote Desktop Connection client

UPnP Framework

2869

1900

SSDP

Universal plug-and-play framework, i.e. addition of PNP

(disabled)

devices connected through Ethernet port

Note:

Note:

Step 1

Step 2

Step 3

Step 4

Step 5

Note:

Step 6
Step 7
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In addition, ICMP protocol “ping” requests are enabled, from all computers (on the Windows Firewall’s
Advanced tab, this is under ICMP Settings, “allow incoming echo request”).

By default, both FTP and Telnet are disabled on a JACE-NXT, as each of these typically poses a significant
security risk. However, if needed, you can enable these using optionalLockdown.bat.

Alternatively, you can also add and edit firewall exceptions directly using the Windows Firewall dialog of
the Windows Control Panel, as shown in Figure 34 on page 29.

Using optionalLockdown.bat

The JACE-NXT'’s system drive (C:) has a directory named “lockdown. It contains two files as shipped
from the factory:

+  lockdown.bat
A batch file that can be run (after removing all firewall exceptions) to return the system to default
firewall settings, matching all “as shipped” firewall exceptions. Usage is expected to be infrequent.
+ optionalLockdown.bat
A batch file which you can first edit and then execute to implement additional firewall exceptions, if
needed. See the next section, “To use the optionalLockdown.bat file on a JACE-NXT".

Updates to JACE-NXT lockdown batch files may occur. Check the Niagara Central portal for details.

To use the optionalLockdown.bat file on a JACE-NXT

Logon as administrator to Windows XP running on the JACE-NXT, using either a Remote Desktop
Connection, or alocal console.

Open a command prompt window.

To do this, click Start > Run.. ., type “cmd’, then click OK.

In the command window, navigate to the C-\lockdown directory.
To do this, type “cd C:\lockdown’, then press Enter. The prompt should now be: C:\lockdown>

Edit the file by typing “notepad optionalLockdown.bat” and pressing Enter.

The optionallLockdown .bat file opens in Notepad for editing. This batch file has several pre-
edited command lines which have been commented out with the “rem” (remark) syntax.

In the Notepad window, cursor down to the line in the file which contains the appropriate firewall
command line, and remove the leading “rem” from that line.

Review all the firewall command lines to be sure only the ones which apply to this specific installation are
uncommented. All lines without the leading “rem” are valid command lines, and will result in a new
exception being added to the Windows Firewall.

Save the file, and exit Notepad.
Run the optionalLockdown .bat batch file.
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Note:

To do this, in the command window, type optionalLockdown and press Enter.

Commands in the batch file appear in the command window as they run, and any changes become
immediately effective.

Close the command window and review the Windows Firewall settings. See “To access the Windows
Firewall in a JACE-NXT” on page 1-29.

If a CompactFlash-based unit with EWF enabled for drive C (typical), you will need to commit any changes
from the EWF overlay (RAM) to flash. This requires EWF commands, including an orderly reboot. For
related details, see “Notes on EWF (Enhanced Write Filter) in Windows XPE” on page 1-31.

Notes on EWF (Enhanced Write Filter) in Windows XPE

Niagara

AX-3.5

Note:

Note:

Note:

A hard drive-based JACE-NXT does not use EWE by default. However, you can manually configure such
a unit to use EWF on drive partition C. For related details, please contact Systems Engineering.

The Windows XPE operating system installed on CompactFlash based JACE-NXT models makes use of
an “Enhanced Write Filter” (EWF) to protect the flash from excessive write transactions. This prevents
premature failure of the flash memory. The EWF redirects file writes/modifies/deletes to an “overlay”
located in RAM. Upon an orderly reboot, these overlay changes can then first be “committed” to
persistent flash storage, or in cases where thought to be undesirable, be discarded.

By default, EWF is enabled only on two partitions of a flash-based JACE-NXT (C: System, and E: History),
as the third Niagara (D:) partition does not need EWF overlay protection. Typically, Niagara writes occur
only upon a station save, or if installing module jar files. These are low frequency writes as compared to
various Windows file writes to the System (C:) drive or writes to the Niagara History (E:) partition.

Explicit EWF commands are used on these two partitions to either commit overlay changes to flash or to
discard them. Any flash-based JACE-NXT provides related Start menu commands, see Figure 35.

EWF operation in a flash-based JACE-NXT differs from EWF operation in the predecessor JACE-NXS
controller, which always committed changes to flash drive partitions upon an orderly reboot. Thus, the
EWF commands shown in Figure 35 are new to the JACE-NXT.

You typically access these commands using a remote desktop connection to the JACE-NXT. They are also
available when you have a local console attached to the unit. For more details, see the following sections:

+  EWF commands explained
+  EWF use case examples

EWF commands explained

Commands in the Windows Start > All Programs > ewf menu of a flash-based JACE-NXT are
also available as “ewfmgr” commands in a console window, but shortcuts were added to the menu as a
convenience for the most commonly used commands.

Figure 35  EWF commands in Windows Start menu on a Flash-based JACE-NXT

é Internet TV

Internek Explor- '@‘ Commit changes to C drive and leave protected - requires rebook
@@ hotfixes "\:C" Cammit changes to C drive and leave unprotected - requires reboot
. listUpdates '@‘ Commit changes ko E and leave protected - requires reboat
"\E‘ Commit changes ko E drive and leave unprotected - requires rebook
I Accessories 4 -
@ T b ‘gjf Discard changes to C drive and leave protected - requires reboot
) test b "@“_‘.“ Discard changes to E drive and leave protected - requires rebook
e " P 5
ﬁ DiagFase Q Enable protection on C drive - requires rebook

] i ive -
FE——— ﬂ Enable protection on E drive - requires reboot
& Protection Status

All Programs & Intsrmet Explorer ;
e Reboot

()

! start
EWF commands in the Windows Start menu are described as follows:

. @ Commit changes to C drive and leave protected - requires reboot
Executes the command ewfmgr c: -commit
Use case:
+  When EWF (protection) is currently enabled on drive C, and
—  you have made changes to networking or other Windows configuration, even through Nia-
gara tools (platform, PlatformServices, etc.), and you wish to persist the changes to flash.
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One example use case here is after adjusting the Windows firewall.

After executing this command, you must use the B Reboot command. Changes are persisted only

upon shutdown.

¢ Commit changes to C drive and leave unprotected - requires reboot

Executes the command ewfmgr c: -commitAndDisable

Use cases:

+  Before applying Windows security updates (NxtXpeUpdate file or files), where you also invoke
the Reboot command. The, after applying all security updates, re-enable EWF (protection) on
drive C and Reboot again.

«  When EWF (protection) is currently enabled on drive C, and
—  you have made changes to networking or other Windows configuration, even through Nia-

gara tools (platform, PlatformServices, etc.) and
—  you have additional changes you wish to make on drive C. Examples may include changes
to Windows users or user groups, or changes to the Windows firewall.
An example use case here is before the initial run of the Commissioning Wizard to commission
anew JACE-NXT. You may still need to configure Windows users or user groups and/or adjust
the Window firewall.

After executing this command, you must use the B Reboot command. Changes are persisted only
upon shutdown.

CAUTION: Following the reboot, and after completing other additional changes, remember to re-
enable EWF (protection) on drive C and then reboot again!

% Commit changes to E drive and leave protected - requires reboot

Executes the command ewfmgr e: -commit

Note: Drive E is used by the Niagara station to store histories and logs. During normal operation, it
is best to have executed this command, and then leave it without rebooting.

Then, in the event the controller is rebooted, all of the history data accumulated in the overlay will be
commiitted to flash storage. Thus, this should be the “normal” mode of operation for this partition.

¢ Commit changes to E drive and leave unprotected - requires reboot

Executes the command ewfmgr e: -commitAndDisable

CAUTION: DriveE is used by the Niagara station to store histories and logs. You would normally
not leave EWF disabled on this partition, unless directed to do so by technical support. Otherwise,
excessive writes could damage the flash memory over time.

‘& Discard changes to C drive and leave protected - requires reboot
Executes the command ewfmgr c: -nocmd
Use case:
When EWF (protection) is currently enabled on drive C, and any of the below:
+  You have made changes to system configuration that you do not wish to keep.

or
+  The system volume (drive C) has been corrupted and/or compromise, perhaps by a virus.
After executing this command, you must use the & Reboot command to discard the overlay data.
Note: Any system config changes made since the last boot will be lost, so if you have changed user
names or passwords, IP config, etc., be aware of this. The same result occurs if you have local access to
a JACE-NXT with protection enabled for drive C, by simply turning the unit off and then back on.
& Discard changes to E drive and leave protected - requires reboot
Executes the command ewfmgr e: -nocmd
After executing this command, you must use the B Reboot command to discard the overlay data.
Note: You would not normally exicute this command an reboot, unless directed to do so by technical
support. Use may be necessary if there was obvious corruption to Niagara histories. Again, you get the
same result if you have local access to a JACE-NXT with EWF enabled for drive E, by simply turning
the unit off and then back on.
'@ Enable protection on C drive - requires reboot
Executes the command ewfmgr c: -enable
Use this command to re-enable the EWF protection for the drive C System partition in flash mem-
ory. After executing this command, you must use the [E Reboot command for it to become effective.
'@ Enable protection on E drive - requires reboot
Executes the command ewfmgr e: -enable
Use this command to re-enable the EWF protection for the drive E Histories partition in flash mem-
ory. After executing this command, you must use the & Reboot command for it to become effective.
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+ @ Protection Status
Executes the command ewfmgr -all
Leaving a command prompt window open to view the results, which include the current EWF state
and next (boot) EWF command for both the E and C drive partitions.
Note: In normal operation, for a stable, already-commissioned (deployed) JACE-NXT, a summary
of the EWF status command should be similar to below:
—  Device Name: [E], State: ENABLED, Boot Command: COMMIT
—  Device Name: [C], State: ENABLED, Boot Command: NO_CMD
« [@ Reboot
Executes the command Shutdown -r -t 10
Which reboots the JACE-NXT controller in 10 seconds.

EWF use case examples

A few use case variations of EWF for a flash-based JACE-NXT are described as follows:
+  New JACE-NXT controller (initial commissioning)

+  Windows security updates

+  Minor Windows tweaks to a deployed unit
«  Possible virus infection or corruption of the C (system) drive

New JACE-NXT controller (initial commissioning)

Before commissioning, disable EWF on drive C. This ensures that platform changes that affect Windows,
such as TCP/IP changes or Windows user or user group changes, are written to persistent flash memory.
Then after all commissioning, re-enable EWF on drive C. The specific sequence is summarized below:

1.  Usingaremote desktop client connection, invoke the second command to Commit changes to C drive
and leave unprotected.
Invoke the Reboot command.

3. Using NiagaraAX Workbench, run the Commissioning Wizard. This typically ends with a system
reboot.

4. Using NiagaraAX Workbench, reconnect and perform any subsequent Platform Administration
and/or PlatformServices configuration tasks.

5. Using a remote desktop client connection, invoke the first command to Commit changes to C drive
and leave protected.
6. Invoke the Reboot command.

For related details see “About the Commissioning Wizard” on page 1-5. For background details on EWF,
see “Notes on EWF (Enhanced Write Filter) in Windows XPE” on page 1-31.

Windows security updates

Before applying Windows security updates (distributed as NxtXpeUpdate files), you must disable EWF

on drive C. Then after applying the update(s), re-enable EWF on drive C. The specific sequence is

summarized below:

1. Usingaremote desktop client connection, invoke the second command to Commit changes to C drive
and leave unprotected.

2. Invoke the Reboot command.

3. Apply security updates. If you have more than one update, apply them in the proper sequence. Note
that a reboot should occur between update packages.

4. Invoke the first command to Commit changes to C drive and leave protected.

5. Invoke the Reboot command.

For related details see “About Windows security updates for the JACE-NXT” on page 1-27. For
background details on EWF, see “Notes on EWF (Enhanced Write Filter) in Windows XPE” on page 1-31.

Minor Windows tweaks to a deployed unit

An already-commissioned flash-based JACE-NXT may require a minor platform or Windows change
that should be persisted in CompactFlash. An example could be a firewall exception change, or a network
settings change (say, hosts file change) performed from a Niagara platform connection.

In this case, the unit is likely operating with EWF enabled for both the drive C and drive E partitions. The
specific EWF sequence is summarized below:

1. Firstuse a remote desktop client connection, and invoke the command to Commit changes to C drive
and leave unprotected, but do not explicitly invoke the reboot command from the EWF menu.
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2. Perform the configuration change, using the save mechanism available.
+  Ifthe platform change automatically ends in a reboot, such as from the platform’s TCP/IP Con-
figuration view, go to step 3.
+ Ifareboot does not automatically occur (such as after running optionalLockdown.bat),
issue a Reboot command from the EWF menu.
3. Re-establish a remote desktop connection and invoke the command to Enable protection on C drive
- requires reboot.
4. Invoke the Reboot command.

For more EWF details, see “Notes on EWF (Enhanced Write Filter) in Windows XPE” on page 1-31.

Possible virus infection or corruption of the C (system) drive

In this scenario, a flash-based JACE-NXT is considered to have a corrupted C drive, perhaps from a virus.
The unit is likely operating with EWF enabled for both the drive C and drive E partitions. The specific
EWF sequence is summarized below:

1. First use a remote desktop client connection, and invoke the command to Discard changes to C drive
and leave protected.
2. Invoke the Reboot command.

For more EWF details, see “Notes on EWF (Enhanced Write Filter) in Windows XPE” on page 1-31. Also
see the next section, “A few notes about virus protection”.

A few notes about virus protection

The JACE-NXT runs the Windows XPE (XP Embedded) operating system, which differs from Windows
XP installed on a normal PC workstation. Because of this, installing various third-party virus protection
software on a JACE-NXT may prove problematic, especially with maintaining updates. Additionally,
virus protection software has been known to reduce system performance.

Normal operation of NiagaraAX on the JACE-NXT does not result in file downloads or visitation of
websites that might result in virus or malware infections, unlike with a PC workstation. Therefore, you
can reduce or eliminate the exposure of these problems by observing these items:

+  Only use a remote desktop connection (and/or local console) to the JACE-NXT to perform Win-
dows configuration changes or apply Windows updates, as described in this document.

+ Do not use aremote desktop connection (and/or local console) to the JACE-NXT as a “convenience”
host to browse the Internet, for example using its Internet Explorer, accessing webmail, and so on.

+  Ifusing a USB flash drive to exchange files between the JACE-NXT and other computers, before in-
serting the USB drive in the JACE, scan it with anti-virus software running on your PC workstation.

Document Change Log

Updates (changes/additions) to this JACE-NX TNiagamAX Install and Startup Guide document are listed
below.

. Publication: December 6, 2010
Initial document, similar to the previous NiagaraAX startup document for the JACE-NXS control-
ler. However, this document reflects changes to the Commissioning Wizard starting in AX-3.5, and
also has updated screen captures and PlatformService details specific to the JACE-NXT controller.
In addition, a new “Notes on EWF (Enhanced Write Filter) in Windows XPE” was added, and is ref-
erenced in several areas of the document. This reflects changed behavior in EWF since the imple-
mentation on a JACE-NXS controller.
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